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ABSTRACT This paper reports elements of analysis of BLAKE, with a focus on BLAKE-32. We study properties of the function’s
components, resistance to generic attacks, and dedicated attack strategies. A more extensive analysis can be

found in the submission document sent to NIST.
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Choosing Permutations :
The permutations 60, . .., 69 were chosen to match several security
criteria:

No message word should be input twice at the same point.

2. No message word should be XOR'd twice with the same constant.

3. Each message word should appear exactly five times in a column
step and exactly five times in a diagonal step.

4. Each message word should appear exactly five times in first posi-

tion in G and exactly five times in second position.

This is equivalent to say that, respectively:

1. Foralli=0,..., 15, there should exist no distinct permutations o,
o’ such that o(i) = o’(i).

2. No pair (i, j) should appear twice at a position of the form (2k, 2k +
1),forallk=0,...,7

3. Foralli=0,..., 15, there should be exactly five distinct permuta-
tions o such that ofi) < 8, and exactly five such that o(i) > 8.

4. Foralli=0,..., 15, there should be exactly five distinct permuta-
tions o such that ofi) is even, and exactly five such that o(i) is odd.

These criteria imply that a difference in some given word will produce
distinct differential trails at each round, and ensure a balanced distri-
bution of the message bits within the implicit algebraic normal form.

In BLAKE-64, four of the permutations are repeated because it makes
fourteen rounds instead of ten. The above criteria thus just apply to the
first ten rounds. The slight loss of balance in the four last rounds seems
unlikely to affect security.

Compression Function:
This Paper gives a bottom-up analysis of BLAKE's compression function,
starting with the low-level algorithm, and finishing with the structure
of the compression function.

1.The G Function
The G function is inspired from the “quarter-round” function of the
stream cipher ChaCha, which transforms (a, b, ¢, d) as follows:

— a+b
ad | (d®a) >16
C — c+
b — (b®c) >12
a — a+b
d — (d®a) >38
C — c+d
b — (b®c) >7

To build BLAKE's compression function on ChaCha, we add input of
two message words and constants, and let the function be otherwise
unchanged. We keep the rotation distances of ChaCha, which provide
a good tradeoff security/efficiency: 16- and 8-bit rotations preserve
byte alignment, so are fast on 8-bit processors (no rotate instruction is
needed), while 12- and

7-bit rotations break up the byte structure, and are reasonably fast.

ChaCha’s function is itself a modified version of the “quarter round” of
the stream cipher Salsa20 . The idea of a 4x4 state with four parallel
mappings for rows and columns goes back to the cipher Square [1],
and was then successfully used in Rijndael [2], Salsa20 and ChaCha. De-
tailed design rationale and preliminary analysis of ChaCha and Salsa20
can be found in [3, 4], and its cryptanalysis can be found in [5].

G can be easily inverted: given a message m, and a round index r, the
inverse function of G is defined as follows:

b—c®(b<x7?)

c—c—d

d—ad®(d <8

a<— a—b—(mor(2i+1) @ cor (2i))

b « c®b<12)

C < c—d

d & a®(d<x16)
a<«a—b—(mor (2i) ®cor (2i+1))

Hence forany (a',b’, ¢’, d'), one can efficiently compute the unique (a, b,
¢, d) such that Gi(a, b, ¢, d) = (a’, b’, ', d'), given i and m. In other words,
Gi is a permutation of {0, 13128 .

We found several linear approximations of differentials; the notation
M (Ap, A1, Ao, Ag) = (Af, AY, Ah, Af)

inputs with the leftmost difference lead to outputs with the rightmost

.dlfference’ When (mur(ZiH) ® cur (2i) ) = ( Ur(Zl) ® ccr (2i+1) ) =0. For random
inputs we have for example
(B0000000, (OO0, BOGOGH00, BODOS000) — (80000004, 0,0, 1)
(QOO00800, B0000E00, 80000 BOD00000)

(20000000, BEORO000, BOOOOOED, D0B00000)
with respective probabilities 1, 1/2, and 1/2. Many such probability dif-
ferentials can be iden- tified for G, and one can use standard message
modification techniques (linearization, neutral bits) to identify a sub-
set of inputs over which the probability is much higher than over the
whole domain. Similar linear differentials exist in the Salsa20 function,
and were exploited [5] to attack the compression function Rumba [6],
breaking 3 rounds out of 20.

Other noteworthy properties of G are that the only fixed point in G is
the zero input, and that no preservation of differences can be obtained
by linearization. The first observation is straightforward when writing
the corresponding equations. The second one means that there exist
no pair of inputs whose difference (with respect to XOR) is preserved in
the corresponding pair of outputs, in the linearized model. This follows
from the fact that, if an input difference gives the same difference in the
output, then this difference must be a fixed point for G, since the only
fixed point is the null value, there exists no such difference.

2 Round Function

Recall that the round function of BLAKE computes

Go(vo,v4,v8,v12) G1(v1,vs,v9,v13)  G(v2,v6,v10,v14) G3(v3,V7,V11,V15)
G4(vo,v5,v10,v15) G5(v1,v6,v11,v12)  Ge(v2,v7,v8,V13) G7(v3,v4,v9,v14)
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Because G is a permutation, a round is a permutation of the inner state
v for any fixed message. In other words, given a message and the value
of v after r rounds, one can determine the value of v at rounds r — 1,
r — 2, etc., and thus the initial value of v. Therefore, for a same initial
state a sequence of rounds is a permutation of the message. That is,
one cannot find two messages that produce the same internal state,
after any number of rounds.

After one round, all 16 words are affected by a modification of one bit
in the input (be it the message, the salt, or the chaining value). Here
we illustrate diffusion through rounds with a concrete example, for the
zero message and the zero initial state. The matrices displayed below
represent the differences in the state after each step of the first two
rounds (column step, diagonal step, column step, diagonal step), for a
difference in the least significant bit of v0 :

In comparison, in the linearized model (i.e., where all additions are re-
placed by XOR’s), we have:

00000011 O0D0O000  OOODOO0D QOO0
calumn step JOT20202 00000000 OOOOOO0D  QOOO0000 eelghe 147

11040000 O0D0O0H  OOODOD0D QOO0 ’
11000000 Q000000 OOOO0O0D  QO0O0000
0O0000Y 10003001 10018000  ORI0I000
40040040 IT0I2I20  ODD0TI0T  QOFIIOI0
01110010 20020FT 01118101 Q0111104
CiI110008 10100110 ZI00ZI0HF 01001104

dingonal step (welght 65)

CAGOD41E 13012031 CO2002023 0331103
TEIBA0AE  4GRI2006 O4O0G0MG  GAG4G022

DO04E140 30131083 12013F> 1001001y | LYUE
DOREIOEE  ZEI0A0AT DI11713,
JE040TAS 6TABI240 24060637 E13009B0
STATIEGA SAEECAOE EF4ABISS EOSI64A3
aliagonal step [weight 158)

03EILAT LARGRIGR BUIIITER GEOELO40
14360706 TIR40643 EDI28002 TOO30E14

The higher weight in the original model is due to the addition carries
induced by the constants c0, ..., c15 . A technique to avoid carries at
the first round and get a low-weight output difference is to choose a
message such that m0 =c0, ..., m15 =c15. At the subsequent rounds,
however, nonzero words are introduced because of the different per-
mutations.

| 0000000, 00000300, BO00CA00, BOOCE0O0) v (80000000, 0,0, 0]

Diffusion can be delayed a few steps by combining high-probability
and low-weight dif- ferentials of G, using initial conditions, neutral bits,
etc. For example, applying directly the differentialthe diffusion is de-
layed one step, as illustrated below:

BOOGHO0N OO0 OOOO000 OO0
QOO0 OOO000H OOO0HRD00 OO0

wollamd stop GOOGOO00  GOOGO000  GOGOGA00  OOaO00G0 wht. 1}
GOOOO000  GO000000  OO000000  GOG0GO00
QOO0 OBSTIF0Y (000000 DIOO00I0

Miagemal slop {wetghs 49)

GOO0D000  GO000000 ABSFBISD OO000000
GO000000  GO000000 00000000 ESAO00083
BOOTE4AD 20TSD261 1GETES28 OSOOO0IOE
BEMAFEES FITEATEF BEHOAGEE BISCTICE
AZTFOD24  DEDEDIGA  A0SSASFE ZEIGEDAZ
ADBFFFEA TADITAET UH1BE/ES 1EDSEIEL
4B3CEDDY O0IP0S4TF BAFFTSFS FAETIBAS
dhagonnd step | SADZ3086  S9908EAE F13BCIDT Apczeaca | oo
- SDCAI44A SITEFIES BIOABSIE FESTEBES .
FCRIFER] DATAFFCS ROTL0ER0 2E3RTOOR2

reslamnn step welght 2

[!"CIE-L-{I’IFJ" Lon il b ] E-{.\JCIL-‘}CIE-]

In comparison, for a same input difference in the linearized model we
have

ROGOOGHN  DOOOGO0O  HOO0O000 OGO
COOCO00D  DOOOUODD  GOOC0000  DODOD00G
Q000000 OOOODD0D  GOO00G0D  OOOD000
(IG0O0000  OOO0GG00  HO000000  OOO00000

(B‘.‘K’.{-.-(IJ.S DD QDRG] 0NN .-:N.'/.-':I-.)

QOOUD000. 10310101 COOU0000  QOUORI00
OO0 OOOORI00D 18808080  OODODI0N
Q000000 DOOGD00  DOCIOCHRD  1EBOIDS0

Et101206 i
BODPCHE
TEE1Z1ID
LTEDL12Y

illagonal s {woight 153

BROOGE0E
2F1ETIZN
HAARSNSO
BIEe0 0

T EEILG0SS ASIFAGEY TTTICORE
_— 1" il ALDDCHFD  J2EIETD]  OTALODGA
ACTRAGTR  REOAROST DAGRE IR !-'!R.-'II-'.'R.‘!'“'-'_

tAALAARD DRRDA LGS  OFOLGARY
}ul\.u dghe 251

These examples show that even in the linearized model, after two
rounds about half of the state bits have changed when different initial
states are used (similar figures can be given for a difference in the mes-
sage). Combinations of low-weight differentials and of message modi-
fications may help to attack reduced-round versions of BLAKE. How-
ever, differences after more than four rounds seem difficult to control.

Conclusion:

BLAKE partially inherits the security of ChaCha for its compression func-
tion, and uses a mode of operation that, although simple, was proved
to induce no vulnerability. The recommended number of rounds en-
sure a comfortable security margin: BLAKE-32 makes ten rounds, which
is equivalent to 20 rounds of the stream cipher ChaCha, for which the
best attack exploits a truncated differential over only three rounds (so
1.5 of BLAKE-32). The absence of external attack despite the simplicity
of the design suggests that even reduced versions of BLAKE are difficult
to attack. Finally, one may compare BLAKE with the AES: both operate
on a 4x4 matrix column-wise and diagonal-wise, and both achieve full
diffusion after two rounds and make ten or 14 rounds depending on
the size of the key (for AES) or of the words (for BLAKE).
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