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ABSTRACT

Abstract: This paper presents different scheme for cryptographic purpose, by combining Infinite series and Laplace
transform using ASCll code (128 bit). Encryption is done by using Infinite series and then Laplace transform, arranged in
the form of an array with keys at even position. Decryption is done by inverse Laplace transform. The process of creation
of public key cipher is also discussed.

1. Introduction:

In the modern age of electronic communication, cryptography is the
only mostimportant tool that avoids the threat against possible attacks
by hackers during transmission process of the message. Encryption is
the process of translating information from its original form (called
plaintext) into an encoded, incomprehensible form (called cipher text).
Decryption refers to the process of taking cipher text and translating
it back into plain text. Any type of data may be encrypted, including
digitized images and sounds. Cryptography secures information by
protecting its confidentiality. Ciphers are usually parameterized by a
piece of auxiliary information, called a key. The encrypting procedure
varies depending on the key, which changes the detailed operation of
the algorithm. Mathematical models play a very important role in cryp-
tography.[1,2,3,4,5,9,10,11, 13, 14]

1.1 Infinite series:

We will use infinite series in encryption technique, which is of general
nature. Infinite series of standard functions like exponential, sine, co-
sine etc. can be used for encryption purpose. [7, 12]

1.2 Laplace Transformation:

Let f (t) is a function defined for all positive values of t. Then the
Laplace transform of f (t), denoted by L [f (t)] or F(s) is defined by
L[f()]=F(s)=[e* ()dr, provided that the integral exists. Here the pa-
rameter’ s'is a’real or complex number. The above relation can also be
written as f(1)=L"[F(s)]. In such a case, the function f (t) is said to be
inverse Laplace transform of F (s). The symbol L which transforms f (t)
into F (s) can be called the Laplace transform operator. The symbol 7!
which transforms F (s) to f (t) can be called the inverse Laplace trans-
form operator. [7, 12]

2. Scheme: In this section we present the scheme for encryption, key
generation and decryption. This is based on earlier work by G. Naga
Lakshmi, Ravi Kumar B. and Chandra Sekhar A. [4] and Hiwarekar A.P. [8]

2.1 Encryption and Key Generation:
Step I: Convert the given message to its equivalent ASCIl number
G,G,G,..G,

Step II: Attach these numbers as coefficient to infinite series

)= Z G, (”—“J sinnt
n=1 n

Step llI: Take Laplace transform on the both side then we have

SR
F(s)=Y 52~
) ;szwzz

Step IV: If 128.X,+G, =0, ie. Q,=G/ modl128 (K,)transform
the message in the form G'K,G, K,G}K,..G, K, where G"is ASCII
equivalent code of G, and K is key

Step V: The sender publically sends the message and privately sends
the infinite series , . & (n+1] )
f(= Z —— |sinnt

n=l

KEYWORDS : cryptography, Infinite Series, Laplace Transform, ASCII code.

and the Laplace expansion.

2.2 Decryption:
Step I: We receive the message in the form G/'K G, K,G/K,..G, K

Step II: Convert ASCll code G to its equivalent numerical value G,

Step llI: Using values G/ and above keys K, obtain the number O,
as 128.K,+G, =0,

Step IV: Replace the values of O, in the series
F s H
(s)= z st +n
Step V: Take inverse Laplace transform and rearrange the terms in the

form w n+l
f=>.G, (—jsin nt
n=1 n

Step VI: From the above series we have G,G,G;...G, Converting to
its equivalent ASCII code we get required message

3. Implementation:
Consider the example

Let the given message be: Do you have 5 guns?

Encryption:
Its equivalent ASCll code is 68 11132121 1111173210497 118 101 32
533210311711011563.

Let G =68,G, =111,G, =32,..,G,, = 63 and G, =0 n>20

Therefore f(¢) = ZG”( )sm nt pecomes

n=1

f(t)=68| — |sint+ — |sin2¢+32| — |sin3¢+ — |sin4¢
68?' 111;'232:'31212'4

+11 1(6Jsm5t+] l7(7)sm6t+32[§jsin7t+]04[2Jsin8t+97(EJsin9t
6 7 8 9
+118( jsmlOH—lOl[ ]smlll+32(;;)sml2t+53(i4)sm13t+”€2[iijsml4t

+103[ ]sm15t+117( ]sml()rﬂ10[%jsinl7t+l15(%)sin18t+63(?—2jsinl9t

Taking Laplace transform on both sides we get

136 333 128 605 666 819 256 936 970 1298
FG)=a—t+F—t5—+5—+t5——+5——+5——+—5——+———+—
S+l 55 +4 S+9 5416 5425 57436 sT+49 sT+64 sT+81 57 +100

1212 416 742 480 1648 1989 1980 2185 1260

+—= +—= + + +— 3 7 3 5
SSH121 s° 4144 S +169  s7+196  s7+225 sT+256 sT+289 574324 57 +361

As 136 =8 mod 128(1), 333 =77 mod 128(2) , 128 = 0 mod 128(1), 605
=93 mod 128(4),
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666 = 26 mod 128(5), 819 = 51 mod 128(6), 256 = 0 mod 128(2), 936
=40 mod 128(7),

970 = 74 mod 128(7), 1298 = 18 mod 128(10), 1212 = 60 mod 128(9),
416 =32 mod 128(3),

742 =102 mod 128(5), 480 = 96 mod 128(3), 1648 = 112 mod 128(12),
1989 = 69 mod 128(15),

1980 = 60 mod 128(15), 2185 = 9 mod 128(17) and 1260 = 108 mod
128(9).

Let
3 =8,G,=71,G{=0,G; =93,G{ = 26,G; =51,G; = 0,G; = 40,G} =74,G|, =18,G/, =60,G/, =32
G}, =102,G/, =96,G; =112,G], = 69,G/, =60,G}, =9,G/, =108and G, =0 forn > 20.

with keys
K =1,K,=2,K,=1,K,=4,K,=5,K,=6,K,=2,K,=7,K,=7,K,=10,K,, =9,K,, =3,
K;=5K,=3K,=12,K=15K,,=15K =17,K,,=9and K, =0 forn > 20.

We convert message in the form G'K,G; K,G/K,..G, K, where G, is AS-

Cll equivalent code of G, and X. is key. Hence the message encrypted
to

BSTM2NUL1]4SUB536NUL2(7)7DC210<9 3f5'3p12E15<15TAB1719

Decryption:
We have encrypted message as

BSTM2NUL1]4SUB536NUL2(7)7DC210<9 3f5'3p12E15<15TAB1719

,G! = NUL,G! =], G! = SUB, G/ =3,G/ = NUL,G{ = (,G] = J, G}, = DC2,G}, =<,G/, = ,

10
\Gls = p,Gly = E,G, =<,G}, = TAB, G/, = Iand G, = 0 forn > 20.

with given keys
K =1K,=2,K, =1,K, =4,K,=5K, =6,K, =2,K, =7,K, =7,K,, =10,K,, =9,K,, =3,
K;=5K,=3K,=12,K =15K,,=15K =17,K,,=9and K, =0 forn > 20.

Let we convert ASCll code G to its equivalent numerical value G as
G=8,G,=77,G, =0,G, =93,G, =26,G, =51,G. =0,G, = 40,G, = T4,G, =18,G}, =60,G}, =32,
G}, =102,G}, =96,G}, = 112,G]; = 69,G}, = 60,G}, =9,G, =108and G, = 0 forn > 20.

Now as 128.K,+G, =0,
0,=136,0, =333,0, =128,0, = 605,0, =666,0, =819,0, =256,0, =936,0, =970,0,, =1298,0, = 1212,
0, =416,0,, =742,0,, = 480,0,, =1648,0,, =1989,0,, =1980,0,, =2185,0,, =1260and 0, = 0 forn > 20.

Replacing these values of O, in the series 0
Fo)= z s -i—nn2
n=l1

136 333 128 605 666 819 256 936 970 1298
SHl sT+4 49 ST416 sT+425 $436 sT+49 sT+64 s+81 57 +100
1212 416 742 480 1648 1989 1980 2185 1260

+ + + ) 3 3 3 3
sS+121 574144 574169 57 +196 57 +225 57 +256 5T +289 57 +324 57 +361

F(s)=

Taking inverse Laplace and rearranging the terms we have

1@ :68(gjsint+1 1 l(iJsin 2t+32(ijsin 3t+121[§]sin4t
1 2 3 4
+11 ](éjsin St+1 I7[Z)sin 6t+32[§jsin 7t+]04[ngin 8!+97(Bjsin9t
5 6 7 8 9

+1 18(£jsin10t+101[£]sinllt+32[£)sin12r+53(ﬁ]sin13t+32[ljjsinl4t
10 11 12 13 14
0

+103[L6 sinl5¢+117 T sin167+110 13 sinl7¢+115 ) sin187+63 2 sin19¢
15 16 17 18 19

Therefore we have

G, =68,G,=111,G, =32,...,G,, =63 and G, =0 n =20 which is ASCII
code equivalent to the given message Do you have 5 guns?

4. Results: Encryption technique uses infinite series, which is of gen-
eral nature. Moreover, here we used ASCIl code with 128 characters,
which can be replaced by any other character set depending upon the
requirement.

5. Conclusion: In this proposed work, the proposed cryptographic
scheme involves a number of mathematical tools, which makes it very
complicated for an intruder to trace the message.
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