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This paper presents a review on the palm vein authentication device that uses blood vessel patterns as a personal 
identifying factor. The vein information is hard to duplicate since veins are internal to the human body. The palm 

vein authentication technology offers a high level of accuracy. Palm vein authentication uses the vascular patterns of an individual’s palm as 
personal identification data. Compared with a finger or the back of a hand, a palm has a broader and more complicated vascular pattern and 
thus contains a wealth of differentiating features for personal identification. The importance of biometrics in the current field of  Security has 
been depicted in this work. We have also outlined opinions about the utility of biometric authentication systems, comparison between different 
techniques and their advantages and disadvantages in this paper. Several banks in Japan have used the palm vein authentication technology 
for customer identification since July 2004. In addition, Fujitsu has integrated the technology into the access control of electronic door lock 
systems. Fujitsu plans to further expand applications for this technology by downsizing the sensor and improving the verification speed.
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Introduction
Biometrics are automated methods of recognizing a person based on 
a physiological or behavioral characteristic. Among the features meas-
ured are; face, fingerprints, hand geometry, handwriting, iris, retinal, 
vein, and voice. Biometric systems are superior because they provide 
a nontransferable means of identifying people not just cards or 
badges. The key point about an identification method that is ”nontrans-
ferable” means it cannot be given or lent to another individual so no-
body can get around the system - they personally have to go through 
the control point.

The fundamentals of biometrics are that they are things about a per-
son:

•	 measurable - things that can be counted, numbered or otherwise 
quantified

• 	 physiological characteristics - like height, eye color, fingerprint, 
DNA etc.

• 	 behavioral characteristics - such as the way a person moves, walks, 
types
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In a practical biometric system (i.e., a system that employs biometrics 
for personal recognition), there are a number of other issues that should 
be considered, including: Performance, which refers to the achievable 
recognition accuracy and speed, the resources required to achieve the 
desired recognition accuracy and speed, as well as the operational and 
environmental factors that affect the accuracy and speed;

Acceptability, which indicates the extent to which people are willing 
to accept the use of a particular biometric identifier (characteristic) in 
their daily lives;

Circumvention, which reflects how easily the system can be fooled us-
ing fraudulent methods.

A key advantage of biometric authentication is that biometric data is 
based on physical characteristics that stay constant throughout one’s 
lifetime and are difficult (some more than others) to fake or change. 
Biometric identification can provide extremely accurate, secured access 
to information; fingerprints, palm vein and iris scans produce absolute-
ly unique data sets (when done properly). Automated biometric iden-
tification can be done rapidly and uniformly, without resorting to doc-
uments that may be stolen, lost or altered. It is not easy to determine 
which method of biometric data gathering and reading does the “best” 
job of ensuring secure authentication. Each of the different methods 
has inherent advantages and disadvantages. Some are less

invasive than others; some can be done without the knowledge of the 
subject; others are very difficult to fake [1].

Palm vein authentication has a high level of authentication accuracy 
due to the uniqueness and complexity of vein patterns of the palm. Be-
cause the palm vein patterns are internal to the body, this is a difficult 
method to forge. Also, the system is contactless and hygienic for use in 
public areas. It is more powerful than other biometric authentication 
such as face, iris, and retinal.

Palm vein authentication uses an infrared beam to penetrate the users 
hand as it is held over the sensor; the veins within the palm of the user 
are returned as black lines. Palm vein authentication has a high level of 
authentication accuracy due to the uniqueness and

complexity of vein patterns of the palm. Because the palm vein pat-
terns are internal to the body, this is a difficult method to forge. Also, 
the system is contactless and hygienic for use in public areas.

Previous Works
Biometrics authentication is a growing and controversial field in which 
civil liberties groups express concern over privacy and identity issues. 
Today, biometric laws and regulations are in process and biometric 
industry standards are being tested. Automatic recognition based on 
“who you are” as opposed to “what you know” (PIN) or “what you have” 
(ID card). Recognition of a person by his body & then linking that body 
to an externally established identity forms a very powerful tool for 
identity management

Biometric Recognition. Figure 1 shows the different type of biometric 
authentication.

Canadian airports started using iris scan in 2005 to screen pilots and 
airport workers.

Pilots were initially worried about the possibility that repeated scans 
would negatively affect their vision but the technology has improved 
to the point where that is no longer an issue. Canada Customs uses an 
iris scan system called CANPASS-Air for low-risk travelers at Pearson 
airport.

Junichi Hashimoto, 2006, has introduced finger vein authentication, a 
new biometric method utilizing the vein patterns inside one’s fingers 
for personal identification. Veinpatterns are different for each finger 
and for each person, and as they are hidden underneath the skin’s sur-
face, forgery is extremely difficult. These unique aspects of
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finger vein pattern recognition set it apart from previous forms of bi-
ometrics and have led to its adoption by the major Japanese financial 
institutions as their newest security technology

 
Yuhang Ding, Dayan Zhuang and Kejun Wang, July 2005[2], have 
shown the theoretical foundation and difficulties of hand vein recog-
nition, at first. Then, the threshold segmentation method and thinning 
method of hand vein image are deeply studied and a new threshold 
segmentation method and an improved conditional thinning method 
are proposed. The method of hand vein image feature extraction based 
on end points and crossing points is studied initially, and the matching 
method based on distances is used to match vein images.

Shi Zhao, Yiding Wang and Yunhong Wang, proposed [3] a biometric 
technique using hand-dorsa, extracting vein structures. For conven-
tional algorithm, it is necessary to use high-quality images, which 
demand high-priced collection devices. The proposed method makes 
using low-cost devices possible. The results shown that they could 
extract the vein networks as successfully as using high-quality images 
enabling a high level of security. Additionally, the sensor of the palm 
vein device can only recognize the pattern if the hemoglobin is actively 
flowing within the individual’s veins.

Palm Vein Authentication Workflow
An individual inserts a smart card into the sensor device and holds her 
hand over the reader. The vein pattern is instantly captured using a 
completely safe near-infrared light. The reader converts the image into 
an encrypted biometric template and compares it against the template 
on the smart card (1 to 1 matching) or those in the database (1 to N 
matching).

Figure 2. Palm Vein Authentication: How it works.

Using a built-in speaker, the device instructs the user to place his hand 
over the device and informs the user when the scan is complete. In the 
example below, the template is stored in a smart card. This enhances 
security since the template never leaves the card. Alternatively, the 
reference templates can be stored in a database on a server (1 to N 
matching).

The first step in all palm vein authentication applications is the enroll-

ment process,

which scans the user’s palm and records the unique pattern as an en-
crypted biometric template in the database or on the smart card itself. 
In banking applications, for example, once a new customer has been 
issued a smart card, he/she is asked to visit the bank in order to enroll 
her vein data.

Whereas Mohamed Shahin, Ahmed Badawi, and Mohamed Kamel 
proposed [5], biometric authentication using hand vein patterns, they 
designed a system a near IR cold source to provide back-of-hand illumi-
nation. The IR cold source is a solid-state array of 24 LEDs (light emitting 
diodes). The diodes are mounted in a square shape, 6

LEDs in each side, on a designed and assembled PCB (printed circuit 
board) and made housing and an attachment for fixing the LEDs 
around the CCD lens. Our experiments showed that the cold source 
provides better contrast than the ordinary tungsten filament bulbs. A 
commercially available, low cost, monochrome CCD fitted with an IR 
filter is used to image the back of hand. As shown in figure 2 and figure 
3 show the system designed in [5], it gives the stages through which 
the image processed. Figure 4 shows the vein processing stages.

Results
As a result of the Fujitsu research using data from 140,000 palms 
(70,000individuals), Fujitsu has confirmed that the FAR (false accept-
ance rate) is 0.00008% and the FRR(false rejection rate) is 0.01%, with 
the following condition: a person must hold the palm over the sensor 
for three scans during registration, and then only one final scan is per-
mitted to confirm authentication. In addition, the following data has 
been used to confirm the accuracy of thistechnology: data from 5-year 
to 85- year old people of various backgrounds based on statistics from 
the Ministry of Internal Affairs and Communications of Japan’s popu-
lation distribution; data from foreigners in Japan based on the world 
population distribution announced by the U.N.; data of the daily chang-
es of Fujitsu employeestracked over several years; and data of various 
human activities such as drinking,bathing, going outside, and waking 
up.

Conclusions
Reliable personal recognition is critical to many applications in our day 
to day life.
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Biometrics refers to automatic recognition of an individual based on 
her behavioraland/or physiological characteristics. It is obvious that 
any system assuring reliablepersonal recognition must necessarily 
involve a biometric component. This is not,however, to state that bi-
ometrics alone can deliver reliable personal recognitioncomponent.
Biometric-based systems also have some limitations that may have 
adverseimplications for the security of a system. While some of the lim-
itations of biometricscan be overcome with the evolution of biometric 
technology and a careful systemdesign, it is important to understand 
that foolproof personal recognition systems simplydo not exist and 
perhaps, never will. Security is a risk management strategy thatiden-
tifies controls, eliminates, or minimizes uncertain events that may 

adversely affectsystem resources and information assets. The security 
level of a system depends on therequirements (threat model) of an 
application and the cost-benefit analysis.As biometric technology ma-
tures, there will be an increasing interaction among the market, tech-
nology, and the applications. This interaction will be influenced by the 
added value of the technology, user acceptance, and the credibility of 
the service provider. It is too early to predict where and how biometric 
technology would evolve and get embedded in which applications. But 
it is certain that biometric-based recognition will have a profound influ-
ence on the way we conduct our daily business.


