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ABSTRACT In the wireless networks the wireless medium leaves it vulnerable to premeditated meddling attacks, typically referred

to as jamming. This premeditated meddling used in wireless transmission for Denial-of-Service on wireless networks.
Fundamentally jamming has been addressed under external threat model. We proposed the problem of internal threat model. In the internal
threat model the jammer with awareness of protocols and network secrets can perform low-effort jamming attacks. These attacks are difficult
to discover and counter. In this paper, we propose the badly-behaviours of selective jamming attacks and also the jammer is active only for
a short period of time and selectively targeting messages of high importance. We show that selective jamming attacks can be launched by
performing real-time packet classification at the physical layer. To mitigate these attacks, we develop four schemes that prevent real-time packet

classification by linking encrypting methods with physical-layer attributes.
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1.INTRODUCTION:

The wireless network means gives the continuous accessibility of wire-
less medium to communicate the participating nodes. The wireless
network can be classified into two methods open network and closed
network. Open network can easily defined by the internet, there are
multiples of computers and devices can be connected through var-
ious protocols and connection methods. In this paper open network
referred as external threat model. Closed network can easily define by
organisations, there is single protocol and single connection method
is used. In this paper closed network referred as internal threat model.
In conventional model the jamming attacks are considered only on ex-
ternal threat model. In external threat model jammer is not part of the
network. In the proposed paper jammer is part of internal threat model
with the knowledge of network protocols and secrets at the layer level.
The jammer abuses his internal knowledge for initiation of selectively
jamming attacks in which particular messages of “high importance”
are targeted. For example, a jammer can aim TCP acknowledgments
in a TCP session to reduce the amount of data transmission on end-
to-end flow. The jammer must have the skill to implement the “classi-
fy-then-jam” strategy before the end of transmission.

2. PROBLEM STATEMENT AND ASSUMPTIONS

2.1. Problem Statement

Fig.1
Header
Payload
J (Jammer)
(A and B Sender and Receiver respectively)

The Fig.1 shows Node A as sender and B as receiver interconnect
through a wireless medium. Within the communication range of both
A and B there is a jamming node J. When A transmits a packet m to
B, node J categorises m by getting only the first few bytes of m. The
jammer node J spoils m outside retrieval by meddling with its response
at B. We discourse the difficulty of preventing the blocking node from
categorizing m in real time, thus moderating J's capability to achieve
selective blocking. Our goal is to transform a selective jammer to a
random one. Note that in the present work, we do not address packet
classification methods based on protocol semantics.

2.2. System and proposed model

2.2.1. Network model:

The network means, it is a group of nodes connected through wire or
wireless. Here we propose our strategy in wireless network. The nodes
can connect directly when they are inside communication range. If

the nodes outside the communication it will be connected indirectly
through many hops. Transmissions can be each encrypted or unen-
crypted.

2.2.2. Communication Model:

In the wireless network transmission Packets are transmitted at a rate
of R bauds. Each PHY-layer symbol corresponds to q bits. Every symbol
carries q data bits, where a/ is the rate of the PHY-layer encoder. The
encoder output is divided into symbols by the inter-leaver. Here, the
transmission bit rate is equal to gR bps. Spread spectrum techniques
such as frequency hopping spread spectrum or direct sequence spread
spectrum may be used at the PHY layer to protect wireless transmis-
sions from jamming. Spread spectrum provides protection to interfer-
ence to some extent. The PHY layer header contains information about
the length of the frame, and the transmission rate. The MAC header
defines the MAC protocol version, the sender and receiver addresses,
sequence numbers and additional fields. The MAC header is charted by
the frame body that usually contains an ARP packet or an IP datagram.
In conclusion, the MAC frame is protected by a cyclic redundancy check
(CRC) code. At the PHY layer, a trailer may be attached for synchronizing
the sender and receiver.

2.2.3. Proposed Model:

We assume that the jammer can be placed at any part of network medi-
um and can jam messages at any part of the network. The jammer can
function in full-duplex mode, thus being able to receive and transmit
concurrently. For analysis purposes, we assume that the jammer can
pro-actively jam a number of bits just below the ECC capability ear-
ly in the transmission. He can then decide to irrecoverably corrupt a
transmitted packet by jamming the last symbol. In reality, it has been
demonstrated that selective jamming can be achieved with far less
resources. A jammer equipped with a single half-duplex transceiver is
sufficient to classify and jam transmitted packets. However, our mod-
el captures a more potent jammer that can be effective even at high
transmission speeds. The jammer is assumed to be computationally
and storage bounded, although he can be far superior to normal nodes.
In particular, he can be equipped with special purpose hardware for
performing cryptanalysis or any other required computation. Solving
well-known hard cryptographic problems is assumed to be time-con-
suming. For the purposes of analysis, given a cipher text, the most effi-
cient method for deriving the corresponding plaintext is assumed.

3. Methodologies

3.1. REAL TIME PACKET CLASSIFICATION

In the Real time packet classification, we define how the jammer can
classify packets in real time; previously the packet communication is
finished. Once a packet is classified, the jammer can choose to jam it
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depending on his plan. Consider the communication system depicted
in Fig. 2. At sender side the PHY layer, a packet m is encoded, inter-
leaved, and modulated before it is transmitted on the wireless medium.
At the receiver side, it is demodulated, de-interleaved, and decoded, to
recover the original packet m.
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Fig. 2 A generic communication system diagram. [1]

The jammer’s ability in classifying a packet m depends on the imple-
mentation.

3.1.1. Channel Encoder

The channel encoder encodes the original data with necessary bits
through this process the original data packets are expanded. By this ex-
pansion the channel errors are rectified. For example, a a/B-block code
could protect m from up to e errors per block. Alternatively, a a/B-rate
convolutional encoder with a constraint length of L, and a free dis-
tance of e bits provides similar protection. For our purposes, we assume
that the rate of the encoder is a/f.

3.1.2. Inter-leaver

In the inter-leaver output of channel encoder is given as input, and
it change the original encoded data into symbols. Symbol means in-
ter-leaver divide original data packet into individual packs. Through
this implementation burst errors are omitted. The de-inter-leaver is
simply doing the reverse process.

3.1.3. Modulator

Using modulation technique the output of inter-leaver is modulated
for the desired transmission medium. In the modulation process digital
data is transmitted into analogy waveform. At last in digital modulation
process, maps the received bit stream to symbols of length g. usually
modulation techniques maybe OFDM, BPSK.

3.2. A Strong Hiding Commitment Scheme (SHCS)

In SHCS, we overcome that the problem of real-time packet classifica-
tion can be drawn to the hiding property of commitment schemes, and
propose a packet-hiding scheme based on commitments.

Through SHCS the original packets are permutated and encrypted
with random symmetric key. We use DES to encrypt. After the permu-
tation padding bits are added after this process it wills permutated
once again. Undertake that the sender S has a packet m for receiver
R. Beginning of transmission, S makes (C, d) = commit (m), where, C
= Ek(m1(m)), d = k. 1 is a publicly known permutation, and k € {0, 1}
s is a randomly selected key of some desired key length s. The sender
broadcasts (C||d). To fulfil the strong hiding property, the packet carry-
ing d is formatted so that all bits of d are modulated in the last few PHY
layer symbols of the packet. To recover original data any receiver must
receive and decode the last symbols of the transmitted packet, thus
preventing early discovery of d.
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Fig. 3 Generic format of DES [11]

5. Classification
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In order to our model the jammer gets slow down and avoided. The TCP
packets are transmitted safely between the sender and receiver.

4. CONCLUSION

We talked about the difficulties of selective jamming attacks in wireless
network medium. We considered an internal adversary model in which
the jammer is part of the network under attack, thus being aware of the
protocol specifications and shared network secrets. We showed that
the jammer can classify transmitted packets in real time by decoding
the first few symbols of an on-going transmission. We evaluated the
effectiveness of jamming attacks on wireless network protocol such as
TCP. Our findings show that a selective jammer can significantly impact
performance with very low effort. We developed three schemes that
transform a selective jammer to a random one by preventing real-time
packet classification. Our schemes combine cryptographic primitives
such as commitment schemes, cryptographic puzzles, and all-or-noth-
ing transformations (AONTs) with physical layer characteristics. We an-
alysed the security of our schemes and quantified their computational
and communication overhead.
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