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Now a days cloud computing is emerging computing technology in computing world. Cloud computing provides 
integration of several servers, storage space as a single entity. The cloud computing provides interconnection of several 
physical computing resources as a single entity so that the customers can use them on pay per use method. The cloud 

computing also uses virtualization technology to increase the computing resources so that with minimum resources we can implement work 
efficiently. Cloud provides different layers in its architecture so that the users can use all the resources in cloud as service model. In this cloud 
computing environment cloud storage is one of the services that are most popular in present world. Data sharing is an important functionality in 
cloud storage in this case the data placed by  user may shared and accessed by many users in such a case the data sharing must be secure, flexible 
and efficient with others. Clod computing had overlaps many existing concepts such as distributed system. Data security is the challenging 
issue in cloud computing paradigm where the user store sensitive information on cloud servers. Also, data confidentiality against cloud server 
is required, when users outsource data for storage in the cloud. Existing solutions generally use cryptographic methods like encryption and 
decryption. The biggest concerns with cloud data storage is that of data integrity verification at untrusted server. To preserve data privacy, a 
basic solution is to encrypt data files, and then upload the encrypted data into the cloud.  For this it is proposed to have a public key cryptosystem 
for storing and accessing for data in cloud. In existing system this cryptosystem produces constant size cipher text. Now this system proposes to 
introduce variable size cryptosystem that is supported with a set of secret keys as a single keys and the process uses the power of the all the keys 
by using these compact aggregate key we encrypt files and storing cloud. This key is positive others who shares the data. By using this key others 
can share data in secured way.
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1	 Introduction
Effective and secure information sharing, especially across multiple 
cooperating yet mutually suspicious organizations, is a fundamental 
challenge in today’s information-rich and information-dependent so-
ciety. The necessity to share but protect is among the oldest challeng-
es for trustworthy computing. There has been a growing trend in the 
recent times to store data in the cloud with the dramatic increase in 
the amount of digital information such as consumers’ personal data to 
larger enterprises wanting to back up databases or store archival data. 
Cloud data storage can be attractive for users with uncertain storage 
demands, requiring a cheap storage tier or a low cost, long-term ar-
chive. By outsourcing users’ data to the cloud, service providers can 
focus more on the design of functions to improve user experience of 
their services without worrying about resources to store the growing 
amount of data. However, several recent surveys [2], [3] show that 
88% potential cloud consumers are worried about the privacy of their 
data, and security is often cited as the top obstacle for cloud adop-
tion. There are different types of infrastructures associated with a 
cloud [4]. A recent survey [5] shows that nearly half, 43% of all com-
panies report utilisingprivate clouds and 34% of companies say they 
will begin to use some form of private cloud in the next six to twelve 
months. a secure RBAC based cloud storage system where the access 
control policies are enforced by a new role-based encryption (RBE). 
This RBE scheme enforces RBAC policies on encrypted data stored in 
the cloud with an efficient user revocation using a broadcast encryp-
tion mechanism described in [5]. RBE scheme is able to deal with role 
hierarchies, whereby roles inherit permissions form other roles. A user 
is able to join a role after the owner has encrypted the data for that 
role. The user will be able to access that data from then on, and the 
owner does not need to re-encrypt the data. A user can be revoked 
at any time in which case, the revoked user will not have access to 
any future encrypted data for this role. With new RBE scheme, revo-
cation of a user from a role does not affect other users and roles in 
the system. In addition, we outsource part of the decryption compu-

tation in the scheme to the cloud, in which only public parameters 
are involved. By using approach [1], RBE scheme achieves an effi-
cient decryption on the client side. This also uses the same strategy 
of outsourcing to improve the efficiency of the management of user 
to role memberships, involving only public parameters. Based on the 
proposed RBE scheme, develop a secure cloud data storage archi-
tecture using a hybrid cloud infrastructure. In RBAC, a user will have 
access to any object according to his/her assigned role in the system. 
The roles are assigned according to the job functions. Permissions are 
assigned on job authority and responsibilities according to the job. 
Operations on the given object will be invoked based on the permis-
sions assigned to the job authority. RBAC models are more flexible 
than the other access control models such as discretionary and man-
datory models, and this model suits for use in cloud environments, 
especially for the services for the users cannot be tracked with a fix 
identity. The paper mainly focuses on the following three categories 
of control models for cloud computing these are: 1] Role-based 2] 
Attribute-based encryption and 3] Multi-tenancy models. The paper 
provides review of this existing literature on each of the above access 
control models and their variants (with technical access, aspect and 
relevancy). Due to which we can identify future research directions 
for creating access control models for cloud computing environments 
which will be more effective.

1.1 Our Contributions
In modern cryptography, a fundamental problem weoften study is 
about leveraging the secrecy of a smallpiece of knowledge into the 
ability to perform cryptographicfunctions (e.g. encryption, authenti-
cation) multipletimes. In this paper, we study how to make adecryp-
tion key more powerful in the sense that it allowsdecryption of mul-
tiple ciphertexts, without increasing itssize. Specifically, our problem 
statement is –

Given service users need to regain control over their data together 
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with PBE’s ability to offer selective fine grained access control over en-
crypted data .our work to investigate how predicate based encryption 
schemes can be leveraged within the cloud to protect data.

The investigation was divided broadly into 3 stages.

Data security and the cloud: The initial stage sought to provide a clear 
definition for cloud computing and the security issues there in, look-
ing to identify precisely where and when threats can occur to data 
how these threats ought to be mitigated.  

Predicated based encryption: The next stage focused slowly upon 
PBE schemes discussing how they work and what they allow for. This 
provide a foundation upon which their deployment as part of a cryp-
tosystem could b explored to define the types of problem that PBE 
schemes can be used to solve.

Leveraging PBE: The final stage of investigation built upon, and com-
bined the results,of the previous stages .here the investigation looked 
to determine the problem that PBE schemes can be used to solve 
with in the colud,and the quality of solution provided.

1.2 Outcomes:
From the work ,it was determined that PBE(predicate based encryp-
tion) which is key aggregate cryptosystem can be used to protect the 
data with in the cloud the main results for each stage of the investiga-
tion (work)are described below.

1. Data security and cloud: Here two threat models are produced.
2. Predicate based encryption: Here we design a PBE scheme based 

on Characterstics.
3. Liverging predicate based encryption: Here 3 schnarieous are de-

scribed to explain the process of encryption

2	 Related Work
Cloud computing is visualized as architecture for succeeding gen-
eration. It has many facilities though have a risk of attacker who can 
access the data or leak the users identity. While setting a cloud users 
and service providers authentication is necessary. The issue arises 
whether loud service provider or user is not compromised. The data 
will leak if any one of them in compromised. The cloud should be sim-
ple, preserving the privacy and also maintaining users identity [1] 

The flexible use of cloud storage for user is a need as it is seams ac-
cessing data locally though that is present at remote side. It is impor-
tant to inspect the data set on the cloud. So it is necessary to allow a 
public audit for integrity of outsourced data through third party audi-
tor (TPA). TPA is also beneficial for cloud service provider. It checks the 
correctness of the outsourced data. TPA should be able to do public 
auditability, storage correctness, privacy preserving, Batch auditing 
with minimum communication and computation overhead [2]. 

There are many cloud users who wants to upload there data without 
providing much personal details to other users. The anonymity of the 
user is to be preserved so that not to reveal the identity of data own-
er. Provable data possession (PDP) uses similar demonstrating marks 
to reduce computation on server, and network traffic. PDA ensures 
the data present on cloud which is un-trusted is original without ac-
cessing it. Security mediator (SEM) is approach allows the user to pre-
serve the anonymity. Users are meant to upload all their data to SEM 
so that the SEM is not able to understand the data although it’s going 
to generate the verification on data. As the users are signed at SEM it 
should not know the identity of uploader [3]. 

Another way for sharing encrypted data is Attribute-Based Encryption 
(ABE). It is likely to encrypt the data with attributes which are equiva-
lent to users attribute rather than only encrypting each part of data. 
In ABE attributes description is considered as set so that only a par-
ticular key which is matched with attribute can decrypt the cipher-
text. The user key and the attribute are matched if it matches it can 
decrypt a particular ciphertext. When there are k attributes are over-
lay among the ciphertext and a private key the decryption is granted 
[5]. 

A multi group key management accomplishes a hierarchical access 
control by applying an integrated key graph also handling the group 

keys for different users with multiple access authorities. Centralized 
key management plan uses tree structure to minimize the data pro-
cessing, communication and storage overhead. It maintains things re-
lated to keying and also updates it. It accomplishes an integrated key 
graph for every user [6]. 

Identity-based encryption (IBE) is a vital primary thing of identity bas-
es cryptography. The public key of user contains distinct information 
of user’s identity. The key can be textual value or domain name, etc. 
IDE is used to deploy the public key infrastructure. The identity of 
the user is used as identity string for public key encryption. A trusted 
party called private key generator (PKG) in IBE which has the master 
secret key and gives secret key to users according to the user identity. 
The data owner collaborate the public value and the identity of user 
to encrypt the data. The ciphertext is decrypted using secret key [7]. 

In a multi attribute-authorities numbers of attributes are analyzed 
regarding the decryption key and the user must get a particular key 
related to the attribute while decrypting a message. The decryption 
keys are allocated independently to users those who have attribute 
identity without interaction between each other. Multi-authority at-
tribute-based encryption allows real time deployment of attribute 
based privileges as different attributes are issued by different authori-
ties. The attribute authorities ensure the honesty of the user privilege 
so the confidentiality is maintained by central authority [8].

2.1  View of Cloud Computing : M. Armbrust, A. Fox, R. Griffith, A. 
D.Joseph, R.H. Katz, A. Konwinski, G. Lee, D.A. Patterson, A. Rabkin, I. 
Stoica, and M. Zaharia are a term of persons presented data security is 
one of the most important objections in the cloud computing. There 
is also analysis about storage area as hard disk, virtual machine mem-
ory contents and its requirements for audit-ability. Namely user-lev-
el encryption of storage is common for high-value data outside the 
cloud architecture, its tools and existing user information are availa-
ble. This cloud approach was successfully used by TC3, in the area of 
healthcare company. This is used for access of data about patient re-
cords and claims, when moving their compliant application to AWS. 
Audit-ability could be added as an additional layer within the virtual-
ized guest OS, and its audit-ability and confidence providing facilities 
to improve more security into the applications development and cen-
tralizing. Theses software responsibilities related into a single logical 
layer to focusing the applications and services.

2.2. Privacy-Preserving Public Auditing for Data Storage Se-
curity in Cloud Computing : C.Wang, Q. Wang, K. Ren, and W. Lou 
are presented a cloud based storage system containing storage serv-
er’s collections. TPA is a separate system which contains serious eight 
causes concerns over data confidentiality in data. Generally encryp-
tion method is used for data protection but also limit the function-
ality of the storage system because a few operations are supported 
over encrypted data storing. The challenges of secure storage system 
is support multiple functions with no central authority and distrib-
uted type. They propose a secure storage distributed system which 
propose a threshold proxy re-encryption scheme to integrate decen-
tralized code. The distributed storage supports secure, retrieval and 
robust type of data storage. In the retrieval supporting secure storage 
distributed system a user can forward any type of data into storage 
servers and other user cannot able to retrieving the data recovery. 
The main technical contribution is proxy re-encryption scheme, which 
supports encrypted type messages to perform encoding. They sug-
gest suitable parameters for the number of dispatched message cop-
ies to storage servers and the storage servers are queried by using a 
key server. 

2.3. Achieving Secure, Scalable, and Fine-Grained Data Ac-
cess Control in Cloud Computing : S. Yu, C. Wang, K. Ren and W. 
Lou are presented new challenges for data security and access con-
trol, when confidential user data sharing on un-trusted cloud server. 
The cryptographic methods are using for existing solutions in the 
disclosing data decryption keys. The problem are depends upon some 
of its properties fine-graininess, scalability, and confidentiality and ac-
cess control are remain unresolved. In this paper mention this open 
challenging issue by hand, define and enforcing access policies based 
on data attributes, The elevate data owner to commutated this tasks 
,which involved in fine-grained data access control in to un-trusted 
cloud servers .The main goal by exploiting and unique wise combin-
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ing techniques of attribute-based encryption (ABE), proxy re-encryp-
tion, and lazy re-encryption. They proposed scheme has salient user 
access properties of confidentiality and accountability. 

2.4. Scalable and Efficient Provable Data Possession : G. At-
eniese, R. D. Pietro, L. V. Mancini, and G. Tsudik are developed a design 
a scalable and effective cloud based distributed storage. The design 
based on step by step cooperative PDP scheme, which contain light-
weight and secure provably property. Using in architecture to develop 
a hierarchy structure which supports file storage representation. The 
hierarchical structure represents relationships among all blocks in the 
stored resources. Homomorphic verifiable is the CPDP key technique 
which reduces the communication bandwidth and support dynamic 
type operations.. The PDP or PoR is a probabilistic proof technique, 
which focus in the single data storage un-trusted cloud servers but 
not suitable for a multi cloud environment. The data possession 
without downloading data at un-trusted stores, not suitable for dis-
tributed cloud storage since they were not originally constructed on 
interactive proof system. The homomorphic doesn’t responses from 
multiple clouds, when using a scalable and unsuitable third party au-
ditor for verification. 

2.5 Ensuring Data Storage Security in Cloud Computing : C. 
Wang, Q. Wang, K. Ren, and W. Lou are proposed distributed archi-
tecture to ensure the data correctness of IT Enterprise and users. The 
distributed storage system provides guarantee in redundancy and 
dependability. In the centralized large data centers which act as a ap-
plication software as well as databases to management and services 
provider in the data storage server. In this work studies about en-
suring the integrity of data storage containing the problem in cloud 
Computing. In particular, a third party auditor (TPA), to verify dynamic 
data and its integrity in the cloud. The dynamics data support in the 
forms of data operation such modification, insertion, and deletion. So 
the cloud data services are not limited to archive or data backup

2.6 Role Based Encryption (RBE) Scheme 
In RBE scheme, the owner of the data encrypts the data in such a 
way that only the users with appropriate roles as specified by a RBAC 
policy can decrypt and view the data. The role grants permissions to 
users who qualify the role and can also revoke the permissions from 
existing users of the role. The cloud provider (who stores the data) 
will not be able to see the content of the data if the provider is not 
given the appropriate role. The RBE scheme is able to deal with role 
hierarchies, whereby roles inherit permissions form other roles. A user 
is able to join a role after the owner has encrypted the data for that 
role. The user will be able to access that data from then on, and the 
owner does not need to re-encrypt the data. A user can be revoked at 
any time in which case, the revoked user will not have access to any 
future encrypted data for this role. With RBE scheme, revocation of a 
user from a role does not affect other users and roles in the system. 
In addition, RBE outsources part of the decryption computation in the 
scheme to the cloud, in which only public parameters are involved. 
By using this approach, RBE scheme achieves an efficient decryption 
on the client side. The same strategy of outsourcing to improve the 
efficiency of the management of user to role memberships, involving 
only public parameters.

2.7 Attribute Based Encryption Model (ABE) 
Attribute-based encryption is more suitable to protect the confiden-
tiality and secrecy of data in a cloud. It is useful for the source of the 
data that unknown of the personality of the receiver and their public 
key; it only knows certain attributes of the receiver. ABE identifies a 
user with a set of attributes. Two variants are proposed in the litera-
ture as an extension of ASE: Key Policy based ABE (KP ABE) scheme 
and the Cipher Text Policy based ABE (CP ABE) scheme. In KP ABE [18], 
the key is related with the access tree and the cipher text is related 
with an attribute set. The encrypting party will not have control for 
users who are going to access the data and it can define the set of 
attributes necessary for decrypting the cipher text. In CP-ABE [19], the 
cipher text is related to the access tree and the owner will determine 
the policy for decrypting the data, the key is related with a attribute 
set.

3	 Proposed Method
In proposed system, instead of showing complete data, fetching 
of required data is carried out thus achieving fine-grained access 

control. This resulted in an efficient system response time as well as 
increased performance of the system. For security purpose, the pro-
posed scheme consists of 3 keys: Private, Public and Master key. Pub-
lic key is used in encryption of data, Private and public key is used to 
decrypt the data and Master key is used for accessing the allowable 
data. We are also achieving scalability which manages the workload 
within company by assigning lower level authority task to higher lev-
el authority in case of lower level authority absence or leave. It also 
involves flexible access of data in which when an employee is trans-
ferred to another location/branch, the main database is updated. It 
reduces the work of manual data transfer. Another feature provided is 
User Revocation [5] that allows expiration of user’s key to be updated 
after the duration of key is near to expiration. This system also main-
tains a single cloud with a main database for multiple branches as a 
virtual partition viewing as every branch has its own cloud.

In order to achieve secure,scalable and fine grained data sharing on 
out sourced data in the cloud we are using the cryptography tech-
nique called KP-ABE with private aggregate key from a key hierarchy 
in this proposed scheme we have following steps.

1.Identify the attribute of files to be stored in cloud.
2.Constructing a key hierarchy structure with attributes of files.
3.Key generation. 
4.Encryption.
5.Decryption.

Our proposed scheme explained with following case study with 
health care data.

Fig1 Heirarchical Key Structure 
The steps or in phases in our proposed system can be explained in de-
tail as follows.

1.Identify the attribute of files to be stored in cloud: Thisis the 
liminary step which is required for generating a key this is performed 
by data owner.In this case based on the content stored in the file the 
data owner identifies the attributes here attributes nothing but some 
important key words in the content for example in previous case 
study when the hospital information is stored in the cloud as file the 
attributes can be various key words related to hospital disease,doc-
tors,diagonosis,medicines.

2.Constructing a key hierarchy structure with attributes of 
files(key generation):Actually thesteps 1 and 2 called as key gen-
eration phase in this phase once attributes are identified then using 
those attributes we construct a key hierarchy structure.Here key hi-
erarchy structure means a tree of various keys based on parent child 
relationship between attribute is found.

Example: When we consider previous case study is the hierarchical 
key structure is asa follows.
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Fig2 Heirarchical Key Structure Example1 

Example2: The following the hierarchical key structure based on pa-
tient health record information.

Fig 3 Heirarchical Key Structure Example2

In order to construct this heirachy key structure we use set theory in 
mathamatics the following are detail steps for heirachicalstructre us-
ing set theory.

1.From the given attribute list a master key is identified which is 
called universe set this is called root key structure.

2.Now from the attribute we form different sets of information based 
on attribute now each set becomes one key.

3.Now we apply set union and intercept operations to know the com-
mon between different sets based on these operation we form 
hierarchy of parent child relationship. 

4. Here every key in key heirachiacl aggregation of several keys.

3. Key generation
Here whenever we encrypt/decrypt files a aggragate key is generated.

4.Encryption: This is the phase where file is encrypted into secret form .
1.Data owner extracts required key from key heirachy and applies en-

cryption of file now it generates a cipher text file.
2.This file is stored in cloud which is unreadable for others.
3.Sharing of encrypted data once file is encrypted in stored in cloud 

then the data owner the file shred in to any other user.Then the 
data owner transmits the key to the user now user can read and 
sometimes modify the data based on priviliges.

5.Decryption: Any user who access the encrypted file from cloud is 
first applied with decryption when decryption is compared with ex-
tracted key from heirachiacl structure then decryption is performed .

The both encryption and decryption are based DES alogorithms.

4	 Experimental Setup and Results Analysis
 This section describes the experimental setup for carrying out the ex-
periments we designed and deployed the application in the testbed 
(sample cloud) to reseamble the real world scenario.

We designed the testbed using a server with intelxenon during core 
processor,2GB memory in this server we created a host meachine 
and several virtual meachine in the host meachine we deployed web 
server and web application, in one virtual meachine we deployed my 
SQL data base and in other virtual mecahines we created  aglobal disk 
space for storing file.The host meachine and virtual meachine collec-
tively acts as cloud the web application provides interface for end 
users to upload and download files.The following Figures represents 
the execution process of the sysyem. These Figures represents storing 
data in cloud by uploading files, encryption during upload process, 
share the files, downloading the files and decrypting the files during 
downloading process.

Figure 4 Uploading Files and Key Generation

Figure 5 Key Generation 

Figure 6 Uploading Files into drop Box (Cloud)

Figure 7 Viewing Files in  drop Box (Cloud)
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Figure 8 Secure data  in  drop Box (Cloud)

Figure 9  Downloading Files from Cloud (Drop Box).

Figure 10 Sharing Secret key and Aggregate Key

4.1 Factors In Analyzing The Cryptosystem

We consider some factors such as key tree of height h, ciphet texdt 
classes 2h,n

a
 number oof symmetric keys to be assigned, r delegation 

ratio the ratio of the delegated ciphertext classes to the total classes.
for different h values we tabulate the results as follows.

h r 0.1 0.2 0.3 0.4 0.5

16
n

a
6024.8   10072.5 10579.3 20045.8 20520.7

na
N 4.65% 8..5% 12.2% 14.8% 16.9%

18
n

a
24024.8   40072.5 40579.3 80045.8 80520.7

na
N 4.65% 8..5% 12.2% 14.8% 16.9%

20
n

a
97024.8   160072.5 164579.3 320045.8 330520.7

na
N 4.65% 8..5% 12.2% 14.8% 16.9%

Table 1 Comression rattio’s of different tree heights

The following Diagram explains the Comression factor and Delegation 
ratio.

Figure 11 Comression Factor for Different Keys

Figure 12 Comression Factor for Different Keys

5	 Conclusion
To share data flexibly is vital thing in cloud computing. Users prefer to 
upload there data on cloud and among different users. Outsourcing 
of data to server may lead to leak the private data of user to every-
one. Encryption is a one solution which provides to share selected 
data with desired candidate. Sharing of decryption keys in secure way 
plays important role. Public-key cryptosystems provides delegation of 
secret keys for different ciphertext classes in cloud storage. The deleg-
atee gets securely an aggregate key of constant size.

Thus, we efficiently provide a fine grained access control with flexi-
bility and scalability with a hierarchical structure in our system. Our 
contribution to this paper will be providing security to the users from 
outsiders or intruders by implementing session hijacking and session 
fixation security in our system. Also, a performance analysis will be 
done by the employee’s updating monthly record performance.
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