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(MANETs) Mobile Ad-hoc Networks is a group of mobile nodes that are connected dynamically, in which each node 
acts as a router to all other nodes. Due to the absence of centralized administration and dynamic nature, MANETs are 
vulnerable to various kinds of attacks from malicious nodes. Several secure routing protocols like AODV, DSR, TSR, 

and OLSR have been used in MANET for transmission of data. In MANET, we are using trust based QoS aware routing protocol for identifying 
the malicious nodes in the network. Trust is mandatory in routing for transmission of data securely. Hence trust models, trust computation 
is implemented in the routing protocols. In this paper, survey of several trusts based and QoS aware routing protocol is performed. In this 
review paper, the study of different trust based and QoS aware protocols that are using trusted infrastructure and trust models is performed 
for preventing the attacks and misbehavior from malicious nodes in the network. The performance of trust based routing protocol has been 
analyzed that helps to work efficiently and can be used in various applications of MANETs for improving the security performance of the network.

ABSTRACT

KEYWORDS : QoS Constraints, Trust prophecy, malicious nodes, and Trust based QoS 
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1. Survey of various Trust based QoS aware Routing Pro-
tocol in MANET
Table 1. Comparison of various Research works and 
trust models

S.No Features
Asad Amir 
Pirzada et al 
[22]

Gulati Man-
deep Kaur  et 
al [26]

Dr.K.Thirunada-
na et al [19]

Radha 
krishna bar 
et al.[13]

1.
Routing 
Protocol 
Used

DSR DSR AODV

2. Technolo-
gy Used

Watchdog 
and Pathrater -

Public Crypto 
System -

3. Complex-
ity No Yes Yes No 

4.
Trust 
model 
used

Yes Yes Yes Yes 

5.
Trust  
Table 
Main-
tained

No Yes Yes Yes 

6. Update 
trust value No No Yes Yes 

7 Hello 
packets No No No No 

8. Route 
Metric

Shortest 
path Shortest path Shortest path+ 

Authentication 
Route with 
trusted 
nodes

9. Unidirec-
tional link Yes Yes No No 

10. Multiple 
Routes No No No No 

11. Packet 
loss ratio High High Low Low 

12.
Packet 
Forward-
ing Ratio

Low Low Good Good 

13.
Detec-
tion of 
malicious 
nodes

Low Low Good Low 

14. Through-
put Low Good  Good Good 

15.
Routing 
Packet 
overhead

High Low Low Low 

16.
Routing 
mainte-
nance

No Low Low No 

Table 2. Comparison of various Research works and 
trust models

S.No Features
Chintan 
Kanani et al 
[12]

(Marti et al) 
[78] Kannan Govin-

dan et al [25]
Chenxi Zhu 
et al.[74]

1.
Routing 
Protocol 
Used

AODV DSR DSR AODV

2. Technolo-
gy Used

Ant Colony 
Optimization

Watchdog 
Mechanism

Fuzzy Predic-
tion Theory

NP Com-
pleteness 
problem

3. Complex-
ity Yes Yes Yes No 

4. Trust mod-
el used No Yes Yes Yes 

5.
Trust  
Table 
Main-
tained

No No Yes Yes 

6. Update 
trust value No No Yes No 

7 Hello 
packets No No No No 

8. Route 
Metric Best route Shortest 

path Shortest path Shortest 
Path

10. Unidirec-
tional link No Yes No No 

11. Multiple 
Routes  Yes No Yes No 

12. Packet loss 
ratio Low High Low High 

13.
Packet 
Forward-
ing Ratio

Good Low Better Low 

14.
Detec-
tion of 
malicious 
nodes

Low Low Good Low 
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15. Through-
put Low Low  Good Low 

16.
Routing 
Packet 
overhead

High High Low High 

17.
Routing 
mainte-
nance

low Low Good No 

 
Table 3. Comparison of various Research works and 
trust models

S.No Features R. Menaka 
et al [18]

Johnson 
et al [82]

Zae-Kwun 
Lee et al [30]

Songbai 
Lu et 
al.[13]

1.
Routing 
Protocol 
Used

ZRP DSR AODV AODV

2. Technolo-
gy Used

Hybrid 
protocol - 802.11b

Digital 
Signatures 
and Hash 
Chains

3. Complex-
ity No No Yes Yes 

4.
Trust 
model 
used

No No  No Yes 

5.
Trust  
Table 
Main-
tained

No No  No  Yes 

6. Update 
trust value No No No  No 

7 Hello 
packets No No Yes No 

8. Route 
Metric

Shortest 
path

Shortest 
path

Route with 
best band-
width 

Route with 
authenti-
cation 

9. Unidirec-
tional link Yes Yes No No 

10. Multiple 
Routes No No No No 

11. Packet 
loss ratio Low High Low Low 

12.
Packet 
Forward-
ing Ratio

Good Low Good Good 

13.
Detec-
tion of 
malicious 
nodes

- - Low Good  

14. Through-
put Good Low  Good Good 

15.
Routing 
Packet 
overhead

Low Low Low Low 

16.
Routing 
mainte-
nance

Low Low Good No 

Table 4. Comparison of various Research works and 
trust models

S.No Features
Yogendra 
Jain et al 
[13]

Lei Chen, 
et al [68]

Bo Wang et 
al [1]

Hui Xia et 
al [36]

Priya et 
al [4]

1.
Routing 
Protocol 
Used

AODV AODV AODV DSR DSR

2. Technolo-
gy Used

RSA Signa-
ture

NP Com-
plete-
ness 

NP Com-
pleteness 
with QoS 
constraints

Fuzzy 
Predic-
tion 
Theory

SVM 
(Support 
Vector 
Machine)

3. Complex-
ity Yes Yes No No No

4.
Trust 
model 
used

Yes Yes Yes Yes Yes

5.
Trust  
Table 
Main-
tained

Yes Yes Yes Yes Yes

6.
Update 
trust 
value

Yes Yes Yes Yes No

7 Hello 
packets No Yes  Yes Yes No

8. Route 
Metric

Route with 
authentica-
tion 

Trusted 
path

Trusted 
path with 
QoS Con-
straints 

Route 
with 
trusted 
nodes

Route 
with 
Trusted 
nodes

9.
Unidi-
rectional 
link

No No No No No

10. Multiple 
Routes Yes No  Yes Yes Yes

11. Packet 
loss ratio Low Low Low Low Low

12.
Packet 
Forward-
ing Ratio

Good Good Better Good Good

13.
Detec-
tion of 
malicious 
nodes

Good Low  Good Good  Better

14. Through-
put Good Good  Best Good  Better

15.
Routing 
Packet 
overhead

Low  Low Lowest Low Low

16.
Routing 
mainte-
nance

Yes Yes Yes Yes  Yes

 
2. CONCLUSION
In this paper, survey of various trust based routing protocol were 
studied and analyzed. Among these protocol models, most of the 
routing protocols use the QoS service in the algorithm. Hence the 
performance of the routing protocols can be enhanced using trust 
models, QoS metrics and trusted models in the algorithm for MANET. 
Various types of attacks can be controlled through this trust based 
models. DSR  and AODV protocol is used mainly for the route discov-
ery when the link fails, hence is mostly used in the routing protocols.  
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