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ABSTRACT A cloud computing is a promising computing equipment that allows the cloud user to manage the cloud
information from wherever at every time. The cloud computing and storage resources based on meter basis are
utilized by presenting acomputing capability. Due to the presence of storage resources, security is not provided for cloud system to achieve
data confidentiality and authenticity. Though, a client is not able to belief the cloud service provider to accumulate its data more securely
within the cloud. In order to overcome the data security problem, a Boosting Ensemble Classification based Authentication (BECA)
technique is introduced. The data confidentiality and security is enhanced for cloud service provisioning with minimum time in BECA
Technique. Initially, BECA Technique performs Boosting Ensemble Classifier to attain higher security level in cloud computing. In addition
to that, Bayes Optimal Classifier (i.e. Boosting Ensemble classifier) is combined with AdaBoost to classify the user request during the
authentication of users in cloud computing. Then, the user request to cloud server is provided as authorized or unauthorized data for
securing the cloud services. After the classification of user request, user authentication process is carried out to present user data required
services to the subsequent cloud user. Thus, it resulted with improved cloud data security in a significant manner. According to the
authentication process, when the cloud user is authorized then the data services is provided and unauthorized users are not able to store
the data in cloud system.This in turns helps for attaining the improved data security and confidentiality rate of cloud service provider in an
optimized manner. The performance analysis of proposed BECA Technique is conducted on parameters such as classification accuracy,
authentication time, false positive rate, data security rate and data confidentiality rate. The experimental result shows that the BECA
Technique achieves higher security and confidentiality rate of cloud service provisioning when compared to the state-of-the-art works.
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1.INTRODUCTION

The cloud computing is the process of large scale distributed
computing model to enhances the cost-effective and on-demand
services. Thus it leads to improve the consideration in academic
research and industry technology. Cloud computing is mostly used
for distributing the applications as services over the Internet and
those services are ensured by the hardware and systems software in
the data centers.The combination of hardware and software system
is utilized by cloud computing resources in network services.
Therefore, the various cloud computing techniques were
developed forattaining higher security.

Secure Data sharing (SeDaSC) method was introduced in [1] to
encrypt the data using single encryption key. It prevents insider
threats and other key was saved with the help of cryptographic
server. But, data security and confidentiality rate with fine-grained
access was decreased. A secure cloud storage system was presented
in [2] with two authentication techniques namely Time-based One
Time Password and Automatic Blocker Protocol. This authentication
technique improves the data security but reduces data integrity
level.

The layered model was constructed in [3] for confidentiality and
security to the stored data in cloud computing. Here, confidentiality
of sensitive data is maintained using cryptography algorithms. But
classification accuracy was not considered. A confidentiality
technique named as MONcryptto [4] was developed for securing
the stored data in cloud computing. It performs higher data security
but failed to improve data integrity. In [5], data in cloud computing
was provided with high confidentiality. Though, data response time
was increased.

A secure storage system was developed in [6] for providing security
to the cloud. Here, the data was encrypted using RSA algorithm and
digital fingerprint. Though, the data integrity rate was not
improved. Neural Data Security Model (NDSM) [7] improves the
confidentiality and security in cloud computing. But, NDSM fails
data security rate. The secure user authentication framework [8] was
designed with the application of two-factor authentication
technology.Though, it provides minimum data integrity rate.

Message Digest-based Authentication (MDA) was introduced in [9]
to presents the security issues in mobile cloud computing. It stores
the data from various security attacks. However, false positive rate is
increased. Authentication scheme using Chebyshev chaotic maps
[10] improves certain security factors to identify the user links in
cloud. But, data confidentiality level is reduced against various
attacks. The issues presented in the existing literature such as
reduced data security and data integrity level. In order to overcome
such issues, Boosting Ensemble Classification based Authentication
(BECA) technique is developed in cloud service provisioning. The
main contribution of the research work is described as follows,

*  Boosting Ensemble Classification based Authentication (BECA)
technique is designed in cloud service provisioning. Based on
Boosting Ensemble Classifier, the confidentiality and security of
data of increased. Additionally, it performs user verification in a
secured manner by classifying the user request to cloud server
foraccessing cloud data.

»  With the application of Boosting Ensemble Classifier, the cloud
users are authenticated to achieve higher classification
accuracy by combining together with Adaboost. They protect
the cloud data against unintended or unauthorized access. This
helps for attaining the enhanced data security and
confidentiality rate of cloud with better effectiveness.

The rest of the paper is structured as follows: In Section 2, Boosting
Ensemble Classification based Authentication (BECA) technique is
described with neat diagram. In Section 3, experimental settings are
provided with the analysis of results explained in Section 4. In
Section 5, introduces the related works. The conclusion of the
research work s presentedin section 6.

2. BOOSTING ENSEMBLE CLASSIFICATION BASED
AUTHENTICATIONTECHNIQUE

Cloud service provisioning system provides clouds storage system
for grouping the data and individuals are stored with their data
everywhere at anytime without any difficulty. The cloud users are
reassured from the difficulty by contract out the data with local data
storage and maintenance. The data security and confidentiality is
main issue in cloud data storage. In order to improve the cloud data
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security and confidentiality, cloud user authentication technique is
needed. There are many research work were designed to
authenticate the cloud users but they are not achieve higher
confidential rate for cloud service provisioning.

Therefore, Boosting Ensemble Classification based Authentication
(BECA) Technique is developed to overcome the above issues. Here,
Bayes Optimal Classifier is grouped with Adaboost (i.e. Boosting
Ensemble classifier). The cloud users are classified using Boosting
Ensemble classifier when the request is transmitted to the cloud
servers as authorized or unauthorized for securing the cloud
services. Thus, it considerably authenticates cloud users for
providing a confidential cloud services. The general architecture
diagram of Boosting Ensemble Classification based Authentication
(BECA) Techniqueis exposed in below figure 1.

Cloud user Cloud Server

N
Request =]
=

Boosting Ensemble Classifier ‘

‘ Perform User Authentication ‘

L}

Provide Required Data Service to
Cotresponding Cloud User

|

Improved Security of Cloud Service
Provisioning and Data Confidentiality Rate

Figure 1 Architecture Diagram of Boosting Ensemble
Classification Based Authentication Technique for Improving
Data Confidentiality

Above figure 1 describes the structure of BECATechnique to achieve
higher data confidentiality rate. At first, cloud user request is send to
cloud server and then, Boosting Ensemble Classifier is used to
authenticate the cloud users. During data authentication, when the
user is authorized it provides a data to cloud users and if it is
unauthorized, the data cannot be attained in cloud. Thus, the
security of cloud service provisioning is improved with high data
confidentiality rate. Initially, cloud user has to register his/her details
to attain the data from cloud servers by sending a request. After
receiving the request, user's ID and password is transmitted to cloud
servers. After sending the client's ID, the authentication server
checks whether the client is authenticated user or not. If it is
authenticated user, cloud service provider provides the required
data services. Thus, the process of proposed BECA Technique
divided into three phases for confidential cloud service provisioning
asfollows.

1) Registrationphase
2) Authentication phase
3) Service Provisioning phase

2.1Registration Phase

In the beginning registration phase is used to register the user's
details with cloud server.When user requests to cloud data, users are
registered to the cloud server for authentication. The below figure
explains the processinvolved in registration phases on the cloud.

User Cloud Server

User details is sent to cloud server

Cloud server sent user id and
password to user

Figure 2 Processes Involved in Registration Phase

From the figure 2, initially the cloud server receives the user
information such as user name, mail-id, and phone number etc after
user request registration. Then, user information's are stored with
the aid of user id and password in hashing table for authentication
and attains higher data security in cloud service provisioning as
shownin belowtable 1.

Table 1HashTable

User Client-id Password
User A 10011 FRHEX
User B 10012 il
User C 10013 i

With the help of information stored in Hash table in table 1 about the
users, BECA Technique proficiently authenticates the cloud user as
authorized orunauthorized.

2.2 Authentication Phase

Next, Authentication phase is designed for authenticating the cloud
users before providing the cloud services. In addition, Boosting
Ensemble Classifier is developed to access the data stored on cloud
and thus it improves the user authentication with higher
classification accuracy. It efficiently classifies the cloud users as
authorized or unauthorized by using information stored in hash
table. After data classification, only the legal cloud users are allowed
to access the data in an efficient manner. Below figure 3 describes
the process of Boosting Ensemble classification for confidential
cloud service provisioning.

-

Cloud user

Cloud Server

&

]

Authentication is performed using
Boosting Ensemble Classifier

‘ Not allowed for accessing cloud data

Request

Allowed for accessing cloud data ‘
]

|
Enhanced Security and Data Confidentiality I
N

Rate of Cloud Service provisioning

Figure 3 Process of Boosting Ensemble Classification for
Confidential Cloud Service Provisioning

From above figure, cloud user sends a request to server and
performs the boosting ensemble for data authentication. If the user
is authorized, it permits cloud data accessing. After verifying the
cloud user, it provides desired data services in cloud computing
environment. As a result, the security and confidentiality rate of
cloud service provisioningisimproved.

2.2.1Boosting Ensemble Classifier

Boosting Ensemble Classifier (Bayes Optimal Classifier) is combined
with Adaboost for obtaining higher classification accuracy. When
the true probabilistic distribution of data is known, Bayes Optimal
Classifier is used which is the combination of all hypotheses in
hypothesis space. The training dataset (i.e. user login information's)
is sampled for each hypothesis with vote proportional likelihood. To
assist training data of finite size, the product of each hypothesis and
prior probability of that hypothesis (i.e. user information stored in
hash table) is provided. The expression of Bayes Optimal Classifier
forauthenticating cloud useris given below.

y= argll}ﬂXEh,-eH P(c;/hi)P(T/hi)P(h;) (1)
C}‘E

From (1), the predicted class y is given with the set of all possible
classes Calong with hypothesis space H, a probability P and training
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data T. In (1), the training data (i.e. user login information) is
compared with user’s information stored in hash table. Thus, it
classifies the user as authorized or unauthorized person and the

output is either ‘0’ or ‘1" i.e. y&{0,1}. From the output of Bayes
Optimal Classifier, the authorized person is denoted as’1'whereas‘0’
specifies unauthorized person. This Classifier predicts the cloud
users efficiently whereas misclassification error is occurred due to
lack of classification accuracy of user authentication. Therefore,
Ensemble of Bayes Optimal Classifier with Ad boost is designed for
obtaining higher classification accuracy for cloud user verification.

Next, AdaBoost a machine learning meta-algorithm is used with the
combination of other learning algorithms to improve classification
performance. The AdaBoost algorithm is strong classifier for user
authentication whereas other learning algorithm provides weak
classifier output. Both outputs are combined by using AdaBoost
technique. Here, Bayes Optimal Classifier classifies the cloud user as
authorized or unauthorized and efficiently predicts the
unauthorized cloud users with higher classification accuracy. Thus,
the process of Boosting Ensemble classifier for efficient user
authenticationis shown below.

Training data

Train with base Bayes
Optimal Classifier

v
[ AdaBoost Algorithm ]

Input l

[ Classity user as authorized or unauthorized ]

User Login

Information’s

wti(x) exp(=BxYihx(Xi)

wt;(x +1) = P

5)

From (5), the new weight of sample is wti (x+1) and initial weight of
sample is wt, (x). Here, h, denotes the prediction label of the ith
component classifier and target output is Y, with normalization
factor N. Then, updated weight value is assigned as 1 and given as
below.

mowt (x+1) =1 (6)

The weight function is compared with predetermined
threshold(wt,,) using (6). The strong classifier classifies the cloud
users with the help of weight threshold value and classified as either
legitimate or illegitimate. To improve classification performance, an
ensemble of Bayes Optimal Classifier with AdaBoost is utilized.
Adaboost algorithm is a strong classifier and it is mathematically
formulated as below equation.

Y; = sign (XL_; By he (X)) @

By using (7), Bayes Optimal Classifier with AdaBoost is utilized to
assemble base classifiers and generating the accurate user
authentication technique. From expression, Y, indicates the target
strong classifier outputs. The output of strong classifier is as follows.

1
Yi_{o

The algorithmic process included in Boosting Ensemble Classifier
forauthorizing the cloud useris described in below algorithm.

legitimate cloud user

ilegitimate cloud user ®

|

Improved Classification Accuracy
with Reduced FPR and Time

Figure 4 Process of Boosting Ensemble Classifier for Effectual
User Authentication

The process of boosting ensemble classifier from figure 4 improves
the classification performance of cloud user. Initially, training data
(i.e. userlogin information) is provided as input with aid of ensemble
learning algorithm as AdaBoost. Bayes optimal classifier classifies
the users for obtaining the strong classifier with higher classification
accuracy and reducing the authentication time.

Letusconsidered {(X1,Y1), (X2, Y2), .. (X»,¥)} isacollection of training
data where Xrepresents user's login information and Y, denotes the
targetoutputclassi.e Y; € {0,1}. Here, the output Y,=1issaid tobean
authorized cloud user and the output ¥, = 0 is said to be an
unauthorized cloud user. Thus, the classifier determines probability
with user's information stored in hash table to categorize the user as
legitimate or illegitimate person. The weight (wt) of the training
sample x is initialize as (1/N) which is mathematically formulated as
below.
1

Liwty, =+ @
From (2), weight values is measured based on base classifier error.
Using below formulation, the errorrateis calculated.

ERR, =YL wiy; (x) 3)

Then, the error value (B8,) of optimal classifier is mathematically
expressed as follows.

Bx — %ll’l (I—ERRr) @

ERR,

From (4), B, is adjustment coefficient that ensure cloud user
authentication. Then, the weight of the each sample is restructured
to achieve the maximum iteration which formulated as,

/1 Boosting Ensemble Classification based authentication
Algorithm

Input: {(X;, Y1), (X2, Y2), ... (X5,Y)} isa setoftraining
sample i.e. contains the multiple users login information's to
cloud server

Output : Improved Classification Accuracy with Minimum Time
and Reduced FPR

Step 1: Begin

Step 2: Initialize the weight of training sample (1/N) using (2)

Step 3: For each user login information
Step4: Compute error to obtain optimal weight using (3)
Step 5: Assign the weight of the sample (i.e. user login

information) after evaluating the error using (4)

Step 6: Update the weight value using (5)

Step 7: If wt. >0 (then

Step 8: Train a Boosting Ensemble Classifier for discovering
the authorized user

Step 9: Constructs strong classifier

Step 10: If strong classifier output is Y,= 1 then
Step 11: The user is legitimate

Step 12: else

Step 13: The user is illegitimate

Step 14: End if

Step15: Endif

Step 16: End for

Step 17: End

Algorithm 1 Boosting Ensemble Classification based
Authentication

Algorithm 1 explains the Bayes optimal classifier with Adaboost to
classify the cloud user as legitimate or not with minimum time. At
first, error value for training data is measured for each user using
login information through weighted sample. Then, weighted
sample and threshold value is compared. When it is higher value,
authorized user is determined using boosting ensemble classifier.
As a result, it significantly classifies the users as either legitimate or
illegitimate during cloud service provisioning. Hence, false positive
rate of user authentication is reduced and improves the
classification accuracy with minimum authentication time.
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2.3 Service Provisioning phase

At last, service provisioning phase is used for presenting the
required services to cloud user. The algorithmic process of
authentication based service provisioning is explained below.

// Authentication Based Service Provisioning Algorithm
Input: User Request UR,

Output: Improved Security and Data Confidentiality Rate

Step 1: Begin

Step 2: For each user request

Step 3: Authentication is performed using boosting ensemble
classifier

Step 4: If user is authorized, then

Step 5: cloud user is allowed for accessing cloud data from cloud
server

Step 6: else

Step 7: cloud user is not allowed for accessing cloud data from
cloud server

Step 8: End if

Step 9: End for

Step 10:End

Algorithm 2 Authentication Based Service Provisioning
Algorithm

Authentication Based Service Provisioning Algorithmin algorithm 2
initially verifies the each user for accessing cloud data with use of
boosting ensemble classifier. If the cloud useris an authorized, then
required data service is provided. Else, the cloud users are not
allowed to access the cloud data. Thus, only authorized cloud users
are able to access the cloud data stored in cloud server. Therefore,
BECA Technique significantly enhances the security and
confidentiality rate of cloud data service provisioning.

3.EXPERIMENTAL EVALUATION

A Boosting Ensemble Classification based Authentication (BECA)
Technique is implemented in Java language using Amazon EC2
Dataset. The simulation is performed for many instances with
respect to different number of cloud users, cloud data size. The
performance evaluation of BECA Technique compared with existing
approach Secure Data Sharing in Clouds (SeDaSC) [1] and Secure
Cloud Storage System [2]. The following metrics such as
Classification accuracy, false positive rate and Data Confidentiality
rate are evaluated toimprove the performance of BECATechnique.

4.RESULT ANALYSIS
The result analysis of proposed BECA Technique is performed with

60 76.92 83.24 87.98
70 79.98 86.65 91.35
80 81.73 87.98 92.02
920 83.16 89.13 93.12
100 84.39 90.55 94.18

Table 1 describes the classification accuracy with respect to number
of cloud users based on proposed BECA Technique with existing
SeDaSC [1] and Secure Cloud Storage System [2]. The number of
cloud user is varied from 10 to 100. The BECA Technique improves
the classification accuracy than the existing methods.

m SeDalSC

= Secure Cloud
Storage
System

BECA
Technique

Class ification accuracy (%)
o
=

10 20 30 40 350 60 70 80 90 100
Number of Cloud Users

Figure 5 Measurement of Classification Accuracy

Figure 5 illustrates the performance analysis of classification
accuracy with the number of cloud users in cloud environment. As
shown in figure, proposed BECA Technique provides better
classification accuracy for authenticating the cloud users than other
existing methods. This is because of Boosting Ensemble Classifier
application in BECA Technique for ensuring the cloud user as
authorized or unauthorized. By combining weak Bayes optimal
classifiers, accurately predict the authorized cloud users and
enhances the classification accuracy. Therefore, the classification
accuracy is significantly increased by 14% and 5% when compared
to existing SeDaSC [1] and Secure Cloud Storage System [2]
respectively.

4.2 Impact of False Positive Rate

The fraction of number of incorrectly classified cloud user's as
authorized or unauthorized to the total number of cloud users is
defined as false positive rate. It is measured in terms of percentages
(%).

incorrectly classified cloud user’s

False Positive Rate = - %100 1
existing SeDaSC [1] and Secure Cloud Storage System [2]. total number of cloud users
Experlmer'\tal analysisis carried Ol..n-: with different parameter su_ch'as Table 2 Tabulation for False Positive Rate
Classification accuracy, false positive rate and Data Confidentiality
Latle. P?:f%rlmanncj|sreve;‘lt.|la|tedalongW|ththefollowmg metrics with Number of False Positive Rate (%)
eiportablesandgraphvaiues. Cloud Users  [SeDasC Secure Cloud  |BECA
4.1Impact of Classification Accuracy Storage System [Technique
Classification Accuracy is defined as the ratio of number of correctly 10 39.65 35.89 31.92
classified cloud user's as authorized or unauthorized to the total 20 40.9 37.12 32.89
number of cloud users taken as input. It is measured in terms of 30 42.12 38.38 34.41
percentages (%) and formulated as follows, 40 44.59 4021 35.98
. ) 50 46.65 42.9 38.54
Classification Accuracy = mumber of correctly classified cloud user’s 10 (9)
total number of cloud users 60 49.06 45.26 39.99
Table 1 Tabulation for Classification Accuracy 70 5135 47.8 43.02
80 54.16 49.68 45.25
Number of Classification Accuracy (%) 90 55.98 52.56 48.16
Cloud Users  |SeDaSC Secure Cloud  [BECA 100 58.23 54.26 50.18
Storage System |Technique
10 7215 78.68 83.56 Table 2 clearly describes the false positive rate with the number of
20 73.26 79.56 84.85 cloud users in cloud environment. The false positive rate is
30 74.62 80.91 85.72 significantly reduced using BECA Technique than the existing
40 75.84 81.98 86.86 SeDaSC [1] and Secure Cloud Storage System [2]. A performance
50 76.35 82.32 87.23 result of false positive rate is shown in below figure 6.

GJRA - GLOBAL JOURNAL FOR RESEARCH ANALYSIS = 189



IF : 4.547 | IC Value 80.26

VOLUME-6, ISSUE-11, NOVEMBER-2017 « ISSN No 2277 - 8160

70
m 8eDaSC

o
=

=)

.
=

= Secure Cloud
Storage
System

s
=

o
=

BECA
Technique

Falye Positive Rate (%)

= =

10 20 30 40 350 60 70 80 90 100
Number of Cloud Users

Figure 6 Measurement of False Positive Rate

As shown in figure 6, the false positive rate with respect to number
of cloud users is illustrated. The false positive rate is considerably
reduced than the existing methods. With the application of
Boosting Ensemble Classifier in BECA Technique, false positive rate
for authenticating cloud users is reduced. The Boosting Ensemble
Classifier builds strong classifier for effective cloud user
authentication. Thus, it helps to minimize false positive rate for
classify the users in cloud. Therefore, the false positive rate is
significantly minimized by 17% and 10% when compared to
existing SeDaSC [1] and Secure Cloud Storage System [2]
respectively.

4.3 Impact of Data Confidential Rate

The data confidentiality rate measures the capability of the system
to transmit the secured data and only accessed by the authorized
user. Itisexpressedinterms of percentage (%).

Table 3Tabulation for Data Confidential Rate

Size of Data Data Confidential Rate (%)
(MB) SeDaSC Secure Cloud |BECA
Storage System |Technique

50 65.41 71.35 76.22
100 67.36 72.95 77.84
150 69.35 75.1 79.38
200 70.53 76.68 81.47
250 72.99 79.03 83.66
300 75.47 81.02 85.92
350 77.44 83.62 87.61
400 79.38 85.82 89.97
450 81.23 87.23 91.28
500 82.67 87.92 92.17

As listed in table 3, BECA Technique measures the data
confidentiality rate on cloud infrastructure to provide the secured
services. The confidentiality is measured based on varied number of
cloud datasizein the range of 50-500 using three methods.

20 m 8eDalC

z

£

£

=

= 60

2 5 m Secure Cloud
- 10 Storage
- System
s 30 -

o

g 0 BECA
2 10 Technique

500 100 150 200 250 300 350 400 450 500
Size of Data (MB)

Figure 7 Measures of Data Confidential Rate

Figure 7 illustrates the experimental analysis of data confidentiality
rate. It is measured with respect to number of cloud data with
various sizes. From the figure, it is evident that the proposed BECA
technique increases the data confidentiality rate than the existing
methods. This is owing to usage of boosting ensemble classifier.
With the aid of boosting ensemble classifier, only authorized cloud
users are permitted for obtaining data stored in cloud. Therefore,
BECA technique enhances the data confidentiality rate in cloud
service provisioning. Thus, the data confidentiality rate is

significantly increased by 14% and 6% when compared to existing
SeDaSC[1]and Secure Cloud Storage System [2] respectively.

5.RELATED WORKS

A secure authentication scheme was presented in [11] to obtain
session key security (SK-security) and avoid attacks in distributed
mobile cloud computing services. But, it increases the
authentication time. Security protocol data storage was explained
in [12] to achieve efficient secure transmission in cloud
environment. But, it failed to consider the data confidentiality rate

The boosting supervised machine learning approach [13] was used
to attain secure data classification model. Here, multilevel
authentication scheme was enclosed on the base of various users to
enhance accuracy and reduces classification time. But, false positive
rate was not considered. The structure of cloud-based and patient-
centered personal health record (PHR) was developed in [14] to
avoid the threats of information security. Though, confidentiality
rate is reduced. In [15], convergent encryption technique was
designed to enhance the confidentiality of sensitive data. But, it
failed toachieve higher data security rate.

6.SUMMARY

Therefore, data security and confidentiality of cloud service
provisioning with minimum time is attained by developing a
Boosting Ensemble Classification based Authentication (BECA)
technique. In the beginning, Boosting Ensemble Classifier is applied
to enhance authentication result in cloud service provisioning.
Then, Bayes Optimal Classifier is combined with AdaBoost for
obtaining higher classification accuracy with reduced false positive
rate. With the application of Boosting Ensemble Classifier, cloud
data is protected from an unintended or unauthorized user.
Experimental evaluation is carried out with the parameters such as
Classification accuracy, false positive rate and Data Confidentiality
rate. The result shows that the BECA Technique improves data
confidentiality rate with minimum false positive rate. Similarly, the
classification accuracy provides more accurate results for
confidential cloud service provisioning than the state-of-the-art
methods.
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