
INTRODUCTION
Internet of things (iot) is the future internet that links virtual and physical 
world allowing things to things and things to human communication 
where the things being smart make the environment smarter. It creates a 
smart planet where all the objects which are IP enabled communicate 
with one another and also with human and achieves data transfer through 
wireless technologies (e.g.: Zigbee, WiMax, Wi-Fi, 6LoWPan) along with 
internet and these objects can be served, monitored, and controlled 
through internet having a unique IP address. Embedding these objects in 
the environment makes the environment smarter supporting mobility, 
interoperability, remote monitoring and control. This digital intelligence 
can be used in real time environment and widely used in home automa-
tion, health care, industries, transportation, intelligence building, envi-
ronment monitoring, product management, process management, agri-
culture, security, education, government and public sector, and military 
applications. This work focuses mainly on remote health monitoring of 
elderly patients with chronic illness after acute care and ensures safety of 
the patients at home, on moving and also at different location apart from 
home. With the use of its technology and body area network it has 
become feasible to monitor the patients in different postures. Around 
60% of mortality [1] is due to chronic illness. The chronic illness and its rele-
vant signal values are shown in Table 1. Internet of things technically 
scaffolds integrating heterogeneous clinical devices using middleware, 
remote monitoring, data acquisition, analysis, sharing, communication 
between nodes through network, and a controlled pervasive environ-
ment. It comforts independent survival, enhance quality of healthcare, 
reduces cost and labour, minimize formal visiting in hospital, aids long-
term assessment and diagnosis. This paper provides an architecture inter-
connecting servers of different regional hospitals through internet to 
exchange medical data (relevant to patients under their monitoring) in 
case, the patient while travelling to another region than enrolled one, for 
brief visit may get admitted in a hospital nearby due to health problem. 
That foreign hospital can retrieve data relevant to the patient using the 
unique patient ID by querying appropriate hospital server where the 
patient has previously enrolled. This work utilizes iot middleware for 
health monitoring to achieve interoperability between heterogeneous 
clinical devices and also to build a secure system. The following Table 1., 

describes the appropriate sensor used for bio signal acquisition to diag-
nose chronic illness.

Table1 Sensors for bio signal

LITERATURE SURVEY
A prototype model [2] consist of simple iot technology and RFID tag along 
with the web interface is deployed for monitoring and identify the 
patients and report to the physician in case of emergency. An ideal amal-
gamation [3] of transmission channels and data format to minimize the 
cost due to data overheads associated with health care and frequency of 
measuring the parameters related to a particular health hazards were dis-
cussed. Monere and movital hardware is used to integrate [4] heteroge-
neous clinical devices into iot environment where identification of patient 
and transmission of health parameter after data aggregation to increase 
lifetime is achieved with RFID and 6LowPan. Cooperative wireless nodes 
in the iot environment meant for rural health monitoring results [5] in 
increased energy saving with trade-off among energy utilization, effi-
ciency, and delay. Internet of things made of the internet and things needs 
to use intelligent interface and integrate heterogeneous devices into the 
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network. The above need is satisfied with the help of middleware which 
provides abstract from lower layers to upper layer facilitating transparent 
communication. The current iot middleware is analysed [6]   and distin-
guished based on features of envisioning primary functional block. 
Middleware is software between the operating system and application 
layer, offer services to the application layer and sticks to Service oriented 
architecture (SOA) which brings about a horizontal view [7] by using tradi-
tional protocols and general interfaces.  Pervasive system prototype [8] 
design for home automation and healthcare is developed using Hydra 
middleware and fundamental blocks accompanied by experiences 
learned during the design and development of hydra were discussed. 
Healthcare management system by means of hydra middleware is cre-
ated to achieve a feasible cost-effective system which motivates the use of 
hydra middleware providing details about pre-configuration [9] of appli-
cation and devices in hydra network. From a developer's perspective, the 
Problems and learned experiences [10] while modelling a pervasive 
healthcare environment with hydra giving excellent security, discovery 
components, and web services, were discussed. Architecture of the 
Internet of things built pervasive healthcare system was defined and the 
traffic parameters [11] while using Zigbee and WCDMA for heart disease 
and their impact on mobile networks were discussed. Hydra based build-
ing automation plan is used for analysing security risks and to overcome 
this, a meta-model integrated in hydra to provide trust and security. Secu-
rity risks [12] for a hydra based building automation were analysed and to 
encounter this problem, a meta-model integrated into hydra was 
designed which provides security and trust for developers. Ambient Per-
vasive intelligent environment having high performance is achieved with 
self diagnosis and management using OWL [13] ontology based Hydra 
middleware. Semantic descriptions in HYDRA [14] project is defined with 
model based architecture.

HEALTH MONITORING SYSTEM
Elderly people in a particular locality to be taken care can enroll them-
selves to regional hospital server nearby home with a unique ID. In hospi-
tal, application server maintains data relevant to patient ID like medical 
advices, type of health hazard, parameters to be measured, frequency of 
measurement, and medical history in its database. Depending on the 
health hazard, sensors are provided to measure medical parameters and 
device application deployed in a proxy device that can be controlled by 
physicians and used to receive data from sensors and transmit it to hospi-
tal server. Health monitoring system uses hydra middleware which gives 
interoperability and endwise security. There are different scenarios based 
on their location like at home, while moving out, and while moving into 
another region. When the patient is at home, resourceful devices like PC, 
Laptops can be used as gateway which holds complete middleware and it 
connects to hospital servers through internet. While moving out, this 
method supports mobility by making use of smart phones as a gateway 
which holds parts of the middleware and provides proxy to receive the 
medical data from body area network (BAN) and transmit to the server. 
Suppose if the patient while making a brief visit to another region get hos-
pitalized there then medical data relevant to the patient are needed, so 
using the patients unique ID they can retrieve this data from the corre-
sponding enrolled regional hospital's server. Wherever the patient moves 
the mobility supporting system using smart phone can continuously mon-
itor the patient and sends medical data to corresponding enrolled 
regional hospital server.

Figure 1 Architecture 

Requirements of remote health monitoring system
Ÿ Privacy of patient
Ÿ Access control to prevent fraud
Ÿ Uninterrupted operation
Ÿ Less energy conservation

Ÿ  Mobility support
Ÿ Dynamic network support
Ÿ Tracking patient by an authorized person
Ÿ Interoperability of clinical devices
Ÿ Device robustness
Ÿ Real-time data acquisition and analysis
Ÿ Reduced medical data traffic 
Ÿ Transparent communication protocol
Ÿ Easy to use and develop

ARCHITECTURE AND TRANSMITTING MODES

Figure 2 Transmission of data using SMS

While patient moves out, the medical data are measured and transmitted 
through SMS to enrolled server. Economic package [3] for SMS results in 
low cost when compared to other mode of transmission.

Figure 3 Transmission of data using GPRS

For transmitting large amount of data, GPRS technology can be used to 
transmit medical data to server.

Figure 4 Transmission of data through internet router 

When the patient resides at home, medical data from hydra device can be 
sent to the server using WiFi via internet router.

WHY middleware: In the healthcare environment, there are a number of 
clinical devices from an increasing number of manufacturers each built 
with different technologies. It is essential to interconnect these heteroge-
neous devices to attain the full benefits of the application. So, for this pur-
pose a software platform called middleware is needed to provide an 
abstract of these heterogeneous devices to application, supporting 
interoperability. The goal of middleware developer is to create a plug-and-
play [6] adaptation layer. 
                                                                           
HYDRA middleware: Hydra also called LinkSmart project developed 
middleware based on service oriented architecture (SOA) supporting 
embedded networking. Among existing iot middleware Hydra offers por-
tability, context awareness, device administration, security, and 
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interoperability as shown in figure 5. This work proposes an enhanced 
Hydra (eHydra) middleware for networked health monitoring system. 

Figure 5 Hydra features
  

It provides a transparent communication layer, suits decentralized and 
centralized architecture, supports wired/wireless distributed resource 
constrained devices, and considers security through design. It achieves 
interoperability by integrating heterogeneous devices and helps to build 
an intelligent network. SOA being a software architecture design built 
with group of different software modules helps to support the above 
requirements. It hides internal details providing open interface and ser-
vices for consumers.  

TERMINOLOGIES
1.  Devices
It is a complex physical device developed for a single purpose which is sup-
posed to be connected to hydra network. These are clinical devices used to 
measure or aid in measuring medical parameters like blood pressure, glu-
cose level, heartbeat rate, etc... In hydra, there are two types of devices one 
is non-hydra device and other is hydra device.

Non-hydra device which does not host middleware can be classified into a 
device that can be web-enabled and device that cannot, while the former 
can be connected directly or through proxy and the later can be con-
nected only via a proxy which is a hydra device.

Here clinical devices like a glucose meter, temperature sensor, blood pres-
sure monitor etc…. act as non-hydra device that can be web-enabled or 
not depends on manufacturers.

Hydra device which holds middleware and web-enabled, can be classified 
again into device that are able to control and act as proxy for connecting 
non-hydra devices to hydra network and device that cannot act as gate-
way but connected to hydra network directly. Suppose if the patient is at 
home resourceful devices like PC, Laptop can be used as gateway which 
provide proxy to connect non-hydra devices to the network but this can-
not be used when the patient goes out with some wearable sensor, so sim-
ple devices like smart phones, PDAs that are web-enabled and capable of 
connecting sensors to hydra network can be used. Resourceful device can 
hold complete middleware but, devices like smart phones can hold only 
part of it, where the difference between these two mainly lies in their net-
work managing capability. These hydra devices can be controlled via net-
work using terminals by physician at the hospital.

Figure 6 Hydra as gateway between non-hydra devices and net-
work

2.  Gateway
A hydra device with IP ability supporting web services provides Universal 
Plug and Play protocol (UPnP) for discovery process and capable of com-
piling discovery manager. It handles proxies to control other devices. PC, 
Laptop, smart phones, PDAs etc….can be used as gateway to which non-
hydra devices are connected.

3.  Bridge 
It is software present in hydra device (gateway) converting non-IP into IP 
communication.

4.  Proxy 
It is a software component resides in hydra device (gateway) knows about 
the data configuration and technology used to interact with non-hydra 
device. The proxy must be aware of the technology because different clini-
cal device may use different communication protocols like Bluetooth, 
Zigbee etc.… Thus it helps in achieving interoperability by providing 
transparent communication. Proxy runs on UPnP and gives service for 
automatic discovery of devices.

5.  Hydra ID
It is a unique ID for hydra device and service for context-based identifica-
tion. Network manager produces this ID and matches physical and local 
ID.

6.  Session
It cares the state and provides understandable communication between 
entities in hydra network.

7.  Persistent ID
Application code developers can make use of this ID for referring hydra 
device.

8.  Ontology 
It has knowledge about the concepts and logical relations of system in 
OWL language.

9.  Hydra network
Hydra devices located in different local networks can communicate via 
applications to help of IP and web service over peer to peer architecture.

10.  Hydra device
Hydra device holds middleware with web services as interface to the web 
and UPnP for the discovery process

MANAGERS IN HYDRA MIDDLEWARE
1.  Network manager
It is implemented in an ample resource device like a PC, laptop, smart 
phone etc…. which provides proxy for low resource device like glucose 
meter. It routes web service calls and set up a mobile IP to support mobility 
and take care of end nodes that may vanish ads reappear

2.  Event manager
Hydra provides publish/subscribe mechanism where an application is 
informed about the event published by the device when the application 
ispreviously subscribed to that event. Suppose if an intelligent tempera-
ture sensing device publishes an abnormal value, then application sub-
scribed to this event sends alert messages to physicians and care takers. It 
also supports prioritization among events generated at the same time 
such as an event which generates an emergency alert gets high priority 
over normal periodic events.

3.  Quality of service manager
A selection algorithm used to choose the best services from group of ser-
vices sharing similar functionality but with differences in characteristics 
like throughput, energy utilization etc.…Suppose if accuracy is of main 
concern then making use of service with high  throughput.

4.  Context manager   
It is closely connected to application than to middleware and supports 
self-management. It stores semantic data along with raw data supporting 
context awareness.
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TO CONVERT A DEVICE INTO HYDRA DEVICE
A device in which hydra can be deployed is said to be hydra compliant 
and they should provide an interface (eg: Zigbee, Bluetooth) externally  
to interact and control. To enable hydra their functions are to be made  
accessible and controlled by another hydra device in the network.  The 
procedure involves

Ÿ If a device capable of hosting middleware then, Hydra middleware 
parts installed based on available resource on the device 

Ÿ With JAVA, Limbo tools used to create web service code for the 
device provided information about the device and its data

Ÿ Consequently  generate proxy for the device knowing its interface 

PROPERTY OF HYDRA DEVICE
Ÿ Discovered
Ÿ Offers Web service (directly/proxy) to access its functions
Ÿ Provides energy service to get information about energy profile 

and policy of the device
Ÿ Provides generic service to question device property 
Ÿ Support UPnP for discovery process 

Available Hydra devices are shown in Table 2 and 3

Table 2 Available Hydra enabled medical devices

Table 3 Available Hydra enabled networking and gateway 
devices

DEVICE DISCOVERY
After creating a hydra device it must be made available at the IP layer. 
The procedure involves three processes such as device detection, UPnP 
broadcast, resolve semantically. Initially specify information about the 
device interface (WDSL by Limbo) and meta-data about the device (in 
OWL) where meta-data is nothing but device type, manufacturer, 
model, specification and description. Then with this information, web 
service code is created using Limbo in order to give semantic device 
information, web service and UPnP service. Next enroll this service in 
network manager [8] of proxy device which act as a gateway for the 
device to be discovered. Discovery process produces UPnP proxy for 
protocol of the device under discovery so that they are available at the 
IP layer and the proxy calls the application server to register itself with 
the application after device discovery. The device is accessible as the 
hydra device as shown in figure 7.

Figure 7 Device discovery process

MOBILITY AND UBIQUITOUS
Hydra devices have their own IP address which changes while support-
ing mobility. In order to address them particularly in hydra network sup-
porting mobility, each device is referred using Hydra ID which helps to 
identify the device uniquely though the patient moves to different loca-
tion which leads to change in IP address. Hydra middleware abstracts 
heterogeneous devices by offering web service irrespective of com-
munication protocol. All devices in Hydra network holds part of 
middleware and works cooperatively without need of centralized sys-
tem to build ubiquitous environment.

TRANSPARENT AND COMPATIBILITY WITH WSN
Hydra middleware is highly compatible with existing wireless sensor 
network because it uses IP accomplished gateway device to provide 
proxy for resource restricted wireless sensor nodes having heteroge-
neous communication protocols. Hydra thus provides legal and trans-
parent communication platform by interacting with each nodes in the 
wireless sensor network.

IMPLEMENTATION CASE STUDY
Body area network periodically monitors and gives out measured medi-
cal parameters. These parameters are received transparently through 
microcontroller based hydra gateway and analysed locally in order to 
determine whether there exist any emergency condition. Event man-
ager in middleware provides publish subscribe mechanism which pub-
lishes the events based on subscribed parameters given by BAN.

Figure 8 Hierarchical Implementation of Hydra middleware 
using microcontroller

Web service as proxy and client applications built for user interface. 
J2ME technology can be utilized to create mobile application which in 
turn gains access to web service deployed at middleware. It is both 
adaptable and scalable by connecting heterogeneous devices.

SECURITY                                                                                                                              
 In hydra project, security is considered as an important feature from 
the starting point and presents a meta-model concept to realize secu-
rity. Confidentiality, truthfulness, authorization, availability, privacy 
and non-repudiation are the key elements to be considered in security 
aspects. Remote health care monitoring system must provide secure 
peer to peer communication [6] , secure routing information, authenti-
cate entering of new peers, secure network access permission , secure 
exchange of data, and protect the device and user ID. A procedure 
offered by hydra to protect the message end wise at application layer 
results in confidentiality and non-repudiation.
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The requirement of contextual information about application and device 
results in high linkage of various contexts which leads to disclosure of per-
sonal information. Hydra encounters this problem by reducing gathering 
of information but still supporting context-awareness.
 
Hydra developers implement two concepts they are [12] Virtualization 
and meta-data for security. Hydra provides Virtualization which is a logical 
representation of device, application, traffic, user and identity. It maps one 
logical representation of multiple entities (one to many mapping). For 
example, virtual ID helps to identify the user only in a particular context 
and the same user can't be identified in other contexts with this virtual ID 
thus it provides privacy. Middleware resolves the entry of new device 
semantically using meta-data about the device and its protocol. 

Hydra spreads it security till boundary which contains only hydra enabled 
device, beyond that the proxy allows non-hydra authorized device to 
exchange information with hydra network and to provide security at this 
point it can utilize the security attributes supported by device protocol. 

Security attributes by device protocol
Rfid, Bluetooth, WiFi, Zigbee, serial, and USB are the communication pro-
tocols supported by middleware to integrate heterogeneous devices as 
shown in figure 9.

Figure 9 Hydra supporting communication protocols 
 
Each of which have their own optimized security algorithms in their 
domain to attain maximum protection against security attacks. Keys used 
for encryption, gaining access, and certification are safeguarded with 
cipher key management. Hydra also offers a procedure to safeguard the 
cached information in database from gaining illegal access. WiFi pro-
tected access-2 (WPA-2) is a wireless security uses AES and supports data 
integrity to prevent illegal access in WiFi. Pre-shared symmetric key 
encryption is performed in Bluetooth supporting confidentiality, integ-
rity, authentication, access control and authorization. Zigbee uses 128-bit 
symmetric key for encryption and has security architecture based on Coun-
ter with CBC-MAC (CCM) which provides confidentiality and verification. 
Passive RFid tag if used can be utilized elliptic curve cryptography (ECC) 
[16] which is public key cryptography suitable for resource constrained 
device providing good security. Finding discrete logarithm for an arbitrary 
elliptic curve with known point is impossible thus it gives a good security 
level with the small key size and adequate computation. RFid reader can 
be attached to the proxy device through USB or using wireless technol-
ogy. Proxies supporting these security attributes and safe key manage-
ment with the help of middleware makes the health monitoring system 
secure.

TRAFFIC 
Continuous and periodic monitoring can be done based on patient condi-
tion after acute care. The continuous transmission of medical data to the 
hospital server from a number of patients will drown the physician so 
intelligent application should be built at patient side such that it will ana-
lyse the data to make intelligent decisions like able to differentiate normal 
and abnormal values and inform in case it encounters an abnormal value 
to physician with SMS being cost-effective. The measured data can be tem-
porarily stored in end device and can be transmitted as a bulk message to 
a database which should have the ability to compress the history of 
patient relevant to medical data. Frequency of measuring medical param-
eter based on health status can be done as given by Mersini Paschou et al. 
To take care of diabetes patient blood pressure, breath rate, and oxygen 
saturation are measured 3 times per week [3] and blood glucose 3 times 
per day. The medical parameters measured are transmitted to the server 
immediately in case of detecting any abnormal value by end application 
or else in bulk mode to a server which helps to reduce the traffic due to 
medical data.
Physicians analyse these medical records and can send changed pre-
scription if needed or any medical relevant advices can be sent to the 
patient through hydra network. Intelligent application in the mobile 
phone can remind the patient about medicine intake or health advices 
based on prescription.

CONCLUSION
In summary, taking into account the health monitoring system requires 
intense and reliable monitoring so web based access provided by embed-
ded Hydra middleware in monitoring equipments offer remote and reli-
able monitoring. In this particular case, internet of things creates smart 
environments for remote health monitoring of elderly patient having 
chronic illness. Moreover, it creates a pervasive environment to lead a com-
fortable easy way of living along with the quality of healthcare. On the 
other hand, the work at initial stage briefly describes an architecture mak-
ing use of the Hydra middleware which allows interoperability between 
heterogeneous devices and comforts both application and device devel-
opers by providing transparency. Furthermore, hydra holding devices like 
smart phones is being developed so it will be easy to develop such a 
health monitoring system. After developing hydra deployed devices, 
applications need to be developed using facilities offered by Hydra. 
Undoubtedly, this work proposes hydra middleware based remote 
healthcare monitoring system for elderly patient which give rise to advan-
tages like using existing technology, easy integration, trust & security, 
mobility support, reduced cost and labour, continuous assessment, fast 
diagnosis and treatment, increased efficiency and service, lifesaving, phy-
sicians are informed, and easy analysis of disease with medical history. 
Among existing iot-middleware, hydra suits well for the healthcare 
domain because of its interoperability, portability, and security. It is 
always better to prefer substantial evidence to wishful thinking and in this 
case, the future work includes the development of intelligent applications 
to find out abnormalities and use of context awareness for decision mak-
ing to make this world a better place to live in.
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