
238  X INDIAN JOURNAL OF APPLIED RESEARCH

Volume : 3 | Issue : 5  | May 2013 | ISSN - 2249-555XResearch Paper Engineering

Implementation of Image Secret Sharing Scheme

Miss. Aarti G. Ghule Dr. Prashant R. Deshmukh
Computer Science & Engineering, Sipna C.O.E.T

Amravati, India
Computer Science & Engineering, Sipna C.O.E.T

Amravati, India

Keywords Image Processing, Secret Sharing 

ABSTRACT Secret sharing (also called secret splitting) refers to method for distributing a secret amongst a group of 
participants, each of whom is allocated a share of the secret. The secret can be reconstructed only when a 

sufficient number, of possibly different types, of shares are combined together; individual shares are of no use on their own. 
In an Effective Implementation of Image Secret Sharing Scheme, image secret sharing method which incorporates two k-
out-of-n secret sharing schemes: Shamir’s secret sharing scheme . The technique allows a colored secret to be divided as n 
image shares so that: i) any k image shares (k ≤ n) are sufficient to reconstruct the secret image in the lossless manner and 
ii) any (k − 1) or fewer image shares cannot get enough information to reveal the secret image. It is an effective, and secure 
method to prevent the secret image from being lost, stolen or corrupted. In comparison with other image secret sharing 
methods, this approach’s advantages are its large compression rate of the image shares, its strong protection of the secret 
image and its ability for the real time processing.

I.	 Introdauction
Secret sharing is one type of key establishment protocols. 
The Trusted Authority (TA) divides the secret into pieces 
and distributes the pieces to different users. These pieces 
are called shares. Shares contain partial information about 
the secret. However, shares are constructed in such a way 
that although the secret can be reconstructed by combining 
a number of shares, simply examining individual user’s share 
will not reveal the secret information at all.           

The effective and secure protections of sensitive information 
are primary concerns in commercial, medical and military sys-
tems (e.g. communication systems or network storage sys-
tems). Needless to say, it is also important for any information 
process to ensure data is not being tampered. Encryption 
methods are one of the popular approaches to ensure the 
integrity and secrecy of the protected information. However, 
one of the critical vulnerabilities of encryption techniques 
is the single-point-failure. For example, the secret informa-
tion cannot be recovered if the decryption key is lost or the 
encrypted content is corrupted during the transmission. To 
address these reliability problems, in particular for large in-
formation content items such as secret images (say satellite 
photos or medical images), an image secret sharing scheme 
(SSS) is a good alternative to remedy these types of vulner-
abilities. Blakley and Shamir invented two (k, n) threshold-
based SSS independently in 1979. The general idea behind 
“secret sharing” is to distribute a secret (e.g., encryption/
decryption key) to n different participants so that any k par-
ticipants can reconstruct the secret, and any (k − 1) or fewer 
participants cannot reveal anything about the secret. Karnin 
suggested the concept of perfect secret sharing (PSS) where 
zero information of the secret is revealed for an unqualified 
group of (k −1) or fewer members. Apparently, there is a sub-
tle difference between the unqualified group cannot obtain 
any information about the secret and the unqualified group 
cannot reconstruct the secret with some information. For ex-
ample, an unqualified group may know information about 
the secret as an even number, but the group still cannot dis-
cover the exact value of the secret. Specifically, Karnin  used 
a term referred as information entropy (a measurement of the 
uncertainty of the secret), denoted as H(s) where s is a secret 
shared among n participants. The claim of PSS schemes must 
satisfy the following:

1.	 a qualified coalition of k or more participants, C can re-
construct the secret(s) s:

H(s|C) = 0 ∀C| ≥ k,

2.	 an unqualified coalition of (k − 1) or few participants, C 
has no information about the secret(s), s:

H(s|C) = H(s) ∀C| < k.

For these requirements in PSS schemes, a secret has zero 
uncertainty if the secret can be discovered by k or more par-
ticipants. On the contrary, the secret, in PSS schemes, remain 
the same uncertainty for (k − 1) or fewer members. Therefore, 
there is no information exposed to the (k−1) or fewer mem-
bers. When exposed information is proportional to the size 
of the unqualified coalition, these types of SSS are referred 
as a ramp secret sharing (RSS). Various research papers are 
devoted on the topics of PSS schemes and RSS schemes.

Naor and Shamir  extended the secret sharing concept into 
image research, and referred it as visual cryptography. Visual 
cryptography is a PSS scheme, and requires stacking any k 
image shares (or shadow images) to show the original image 
without any cryptographic computation. They are not appli-
cable for lossless image recovery due to: 

i)	 image shares have larger image size compared to the 
size of the original secret image and

ii)	  the contrast ratio in the reconstructed image is quite 
poor.

A better image secret sharing approach was presented by 
Thien and Lin. With some cryptographic computation, they 
cleverly used Shamir’s SSS to share a secret image. The 
method significantly reduces the size of the image shares to 
become 1/k of the size of the secret image, and the secret 
image can be reconstructed with good quality. A drawback, 
in terms of security, requires that the image is permutated by 
a key before the image share can be computed.

II.	 LITERATURE REVIEW
We describe several (k, n) threshold-based SSSs and describe 
how a secret and an image is shared among n participants. 
These schemes are briefly described in this section with their 
interesting features.

1.1	Shamir’s Secret Sharing Scheme:
Shamir developed the idea of a (k, n) threshold based secret 
sharing technique (k ≤ n). The  technique allows a  polynomial 
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function of order (k −1) constructed as, 

f(x) = d0 + d1x + d2x2 + . . . + dk−1xk−1 (mod p),

where ,the value d0 is the secret and p is a prime number.   
The secret shares are the pairs of values      

(xi, yi) where yi = f(xi), 1 ≤ i ≤ n and 0 < x1 < x2 . . . < xn ≤ 
p − 1.

III.	ANALYSIS OF PROBLEM
Thien and Lin proposed a (k, n) threshold-based image SSS 
by cleverly using Shamir’s SSS  to generate image shares. 
The essential idea is to use a polynomial function of order 
(k − 1) to construct n image shares. This method reduces the 
size of image shares to become 1/k of the size of the secret 
image. Any k image shares are able to reconstruct every pixel 
value in the secret image. Thien and Lin also provided some 
research insights for lossless image recovery using their tech-
nique.

Since Thien and Lin’s method reduces the size of image 
shares to become 1/k of the size of the secret image, the 
scheme  can not be qualified as a “perfect” image SSS . In 
fact, this method is a multiple-secret “ramp” SSS . In other 
words, the information about the secret exposed is propor-
tional to the number of shares available until the number of 
shares becomes k or more. In addition, the pixel values in a 
natural image are not random because the neighboring pix-
els often have equal or close values. A secret image can be 
possibly recovered from less than k image shares because 
neighboring pixels are highly correlated. To address these 
security issues, Thien and Lin suggested an idea by permuta-
tion the order of pixels (with a permutation key) in the secret 
image before the image shares are computed. Conversely, 
the secret image can still be reconstructed from any k im-
age shares by solving the permutated image and applying 
inverse-permutation using the permutation key. Neverthe-
less, the permutation key becomes the single-point-failure in 
the system because the key can get lost or corrupted.

IV.	PROPOSED WORK
We will Implement the Algorithm related to schemes which 
summarized in following 

objectives:
•	 Study the Secret Sharing Scheme.
•	 Implementation of  an algorithm.
•	 Checking applicability with images.

•	 Comparing Efficiency of schemes proposed by our algo-
rithm with the existing schemes. 

Among several interesting properties of matrix projection 
SSS, an image application can be easily extended from this 
scheme’s ability to share multiple secrets. The pixels in an 
image can be regarded as elements in a matrix. Although 
the technique is not a PSS scheme, it has strong protection 
on the secret, even if the remainder matrix R is made public. 
However, matrix R can become single-point-failure if it is cor-
rupted or lost. To overcome this problem, we propose to use 
Thien and Lin’s method (which is essentially a Shamir’s SSS) to 
share the remainder matrix R without any permutation. 

V.	 APPLICATION
•	 Medical applications such as telediagnosis require infor-

mation exchange over insecure networks. Therefore, pro-
tection of the integrity and confidentiality of the medical 
images is an important issue. 

•	 A secret sharing scheme can secure a secret over mul-
tiple servers and remain recoverable despite multiple 
server failures. The dealer may treat himself as several 
distinct participants, distributing the shares between 
himself. Each share may be stored on a different server, 
but the dealer can recover the secret even if several serv-
ers break down as long as he can recover at least t shares; 
however, crackers that break into one server would still 
not know the secret as long as fewer than t shares are 
stored on each server

VI.	CONCULSION
We proposed an image SSS using essentially technique 
Shamir’s SSS. A colored secret image can be successfully re-
constructed from any k image shares, but cannot be revealed 
from any (k − 1) or fewer image shares. The size of image 
shares is smaller than the size of the secret image. Another 
advantage is the this scheme can be used in almost realtime 
by simultaneous processing smaller blocks partitioned from 
the secret image. For all these block images, we can parallel 
process the generation of image shares or the reconstruction 
of the secret image.
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