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ABSTRACT   Ad-hoc networks are becoming an effective tool for many mission critical applications such as troop coordi-
nation in a combat field and situational awareness, etc. for that it need multicast style of communication traf-

fic. Ad-hoc Networks applications are characterized by the hostile environment that they serve in and by the multicast-style 
of communication traffic. Authenticating the source and ensuring the integrity of the message traffic become a fundamental 
requirement for the operation and management of the network. Efficient and secure source Authentication scheme for 
Multicast traffic is used for large scale dense ad-hoc networks and the source authentication scheme for secret information 
asymmetry, hybrid  asymmetry and time asymmetry. The receiver can verify the message origin using the MAC. This prop-
erty is used for providing data sources for preventing impersonation. 

1. INTRODUCTION
Ad-hoc network  is a decentralized type of  wireless net-
work.  The adhoc  network does not depend on  routers  in 
wired networks or access points  in a wireless networks. In 
recent years ad-hoc networks have been attracting increased 
attention from the engineering community and research mo-
tivated by applications like asset tracking, digital battlefield, 
air-borne safety, border protection and situational awareness. 
The efficient network management solutions suitable for 
nodes that are constrained in on-board energy and in their 
computation and communication capacities, it is important 
to devise for these network applications. 

In addition, to rely on multicast for management-related 
control traffic such as neighbour/route discovery to setup 
the establishment of time synchronization, multihop paths 
etc., is common for ad-hoc networks. Such multicast traffic 
among the nodes in the adhoc network has to be delivered in 
a secure and trusted manner. Providing an efficient multicast 
message and source authentication security service that can 
easily scale for large networks is an important capability for 
the operation and management of the underlying network.

In existing system Group communication is considered a 
critical service in adhoc networks due to their inherently con-
tributive operations, where the nodes cooperate in network 
management and strive to accomplish common missions 
autonomously in highly unpredictable environment without 
reliance on infrastructure. The limited computational, the 
large scale deployment and the unguaranteed connectivity 
to trusted authorities make known solutions for wired and 
single-hop wireless networks.

II. PROPOSED SYSTEM
The secure source authentication for multicast in adhoc net-
works is used to develop a Tiered Authentication scheme 
for Multicast traffic for large scale dense ad-hoc networks. It 
combines the advantages of the time asymmetry and the se-
cret information asymmetry paradigms and exploits network 
clustering to reduce overhead and ensure scalability. Multi-
cast traffic within a cluster employs a one-way hash function 
chain in order to authenticate the message source. Cross-
cluster multicast traffic includes message authentication 
codes (MACs) that are based on a set of keys. Each cluster 
uses a unique subset of keys to look for its distinct combina-
tion of valid MACs in the message in order to authenticate 
the source. The asymmetry property denotes that a receiver 
can verify the message origin using the MAC in a packet 
without knowing how to generate the MAC. This property is 

the key for preventing impersonation of data sources. 

Fig. 1.System Architecture

Depending on the applications, an ad-hoc network may 
include up to a few hundreds or even a thousand nodes. 
Communications among nodes are via multihop routes us-
ing omnidirectional wireless broadcasts with limited transmis-
sion range. In the system model considered in this paper, 
nodes are grouped into clusters. The clusters formation can 
be based on location and radio connectivity. It is assumed 
that clusters are established securely by using pre-distribut-
ed public keys, employing a robust trust model or applying 
identity based asymmetric key-pair cryptographic methods 
and that a proper key management protocol is followed in 
order to perform clustering when needed. Clustering is a 
popular architectural mechanism for enabling scalability of 
network management functions. It has been shown that clus-
tered network topologies better support routing of multicast 
traffic and the performance gain dominates the overhead of 
creating and maintaining the clusters. 

III. MODULES WITH DESCRIPTION
A. Deployment of cluster formation
In the cluster formation, to create the Users enter the Node 
Name, IpAddress, port number, Group Name of the node to 
register in the Database. While entering the next node the 
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user must check the database for that node exists or new 
one. If the node is already available the server informs to the 
user, otherwise the new cluster is created.

Fig. 2 Block diagram for Deployment of cluster formation

B. Authenticate the source and message
A security solution should scale for large group of receivers 
and long multi-hop paths. Thus, a solution that is based on 
a distinct authentication key for every receiver will introduce 
prohibitive overhead to the message and consume signifi-
cant portion of the available bandwidth. Moreover, the solu-
tion should scale for large number of senders by requiring 
reasonable memory resources at the individual receivers for 
storing authentication keys. Finally, it is desired to enable the 
validation of every packet without excessive delay and inde-
pendent of the other packets.

Fig. 3 Block diagram for Authenticate The Source And 
Message

C. MAC generation and Dissimination
Cross-cluster multicast traffic includes message authentica-
tion codes (MACs) that are based on multiple keys. Each clus-
ter looks for a distinct combination of MACs in the message 
in order to authenticate the source. The source generates the 
keys at the time of establishing the multicast session. The 
keys will be securely transmitted to the head of every cluster 
that hosts one or multiple receivers. The multicast message 
is then transmitted to the cluster-heads which authenticate 
the source and then deliver the message to the intended 
receivers using the intra-cluster authentication scheme. The 
rationale is that the MAC will be associated with the cluster 
rather than the nodes and thus the overhead is reduced sig-
nificantly.

D. Authorization for cluster node
After generation of MAC by the source, It can be broadcast 

the message to particular destination whether the destina-
tion may be internal cluster or not. If the node is in valid state 
Perform some action. 

IV. RELATED WORK
Authenticated signature Algorithm and Message Authentica-
tion code is used for multicast traffic in adhoc networks

A. AUTHENTICATED SIGNATURE ALGORITHM
Authenticated Signature Algorithm use public key algorithms 
to provide data integrity. When you sign data with a digital 
signature, someone else can verify the signature, and can 
prove that the data originated from you and was not altered 
after you signed it. 

Authenticated signature scheme given prime p, public ran-
dom number g, private (key) random number x, compute

y = gx(mod p)

public key is (y,g,p)

nb (g,p) may be shared by many users

p must be large enough so discrete log is hard

private key is (x)

to sign a message M

choose a random number k, GCD(k,p-1)=1

compute

a = gk(mod p)

use extended Euclidean (inverse) algorithm to solve

M = x.a + k.b (mod p-1)

 the signature is (a,b), k must be kept secret

to verify a signature (a,b) confirm:

ya.ab(mod p) = gM(mod p)

B. MESSAGE AUTHENTICATION CODE
consistent initialize( )

while consistent do

(X; valx ) select( V ar, 0 ) 

if solve( (X; valx ), V ar n fXg, Sol, 1 ) then

return true

DxDx n fvalx g

consistentDx =6 ; and propagate( V ar n fXg, 1 )

solve( in: (X; valx ), V ar, Sol, level ; out: Sol ) return boolean

Sol Sol[ f(X; valx )g

if level = N then

return true

for each a 2 Dx, a =6 valx do

DxDx n fag

consistent propagate( V ar, level )
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while consistent do

 (Y; valy ) select( V ar, level )

if solve( (Y; valy ), V ar n fY g, Sol, level+1 )

return true

DyDy n fvalyg

consistentDy =6 ; and propagate( V ar n fY g, level )

Sol Sol n f(X; valx )g

restore( level )

return false

B. CONCLUSION
The collaborative nature of these applications makes multi-
cast traffic very common. Securing such traffic is of great im-
portance, particularly authenticating the source and message 
to prevent any infiltration attempts by an intruder. Contem-
porary source authentication schemes found in the literature 
either introduce excessive overhead or do not scale for large 
networks. The efficient and secure source authentication of 
multicast traffic, which pursues a two tired hierarchical strat-
egy combining both time and secret-information asymmetry 
in order to achieve scalability and resource efficiency. The 
performance has been analysed mathematically and through 
simulation, confirming its effectiveness. In addition, the effect 
of the various parameters has been studied and guidelines 
have been highlighted for picking the most suitable config-
uration in the context of the particular application require-
ments.


