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ABSTRACT Security is an important property in role based access control system. To preserve the confidentiality and 
integrity we need certain policies. In this paper we enhance abstract syntax tree (express the user role and 

permission) with cipher text policy attribute based encryption technique. This will provide the security policy for the ad-
ministration. The cipher text policy attribute based encryption is much more flexible than plain identity-based encryption.

INTRODUCTION
The access control to system resources must be provided ef-
ficiently and confidentially. The security policy such as Organ-
ization policy and Government policy can be made. Require-
ments includes such as Restrict read access (confidentiality), 
Restrict write access (integrity)and Restrict execute access 
(for application systems).

In this work, we construct the role based access structure and 
also provide security policy using Cipher text policy-attribute 
based Encryption. When creating a role access structure, the 
assignment of permissions to each role must be verified. The 
two or more permission can also be given to the single user. 
Here, clustering can be performed by classifying user groups. 
The similar permissions sets are avoided   in our work for 
obtaining throughput.

The CP-ABE is much more flexible than plain identity-based 
encryption, in that it allows complex rules which specify pri-
vate keys can decrypt cipher text. The identity-based encryp-
tion can be done by using one public key and Master Private 
Key used to make more restricted private keys. But there is 
very expressive rules for which private keys can decrypt .They 
are Private keys have “attributes” or labels and Cipher texts 
have decryption policies. CP-ABE can be viewed as a gener-
alization of identity-based encryption. So as in identity-based 
encryption, there is a single public key, and there is a master 
private key that can be used to make more limited private 
keys. Using a few keys to encrypt many files may lose the fine 
grained control we had over access policies. However, specif-
ically, the private keys are associated with sets of attributes or 
labels, and when we encrypt, we encrypt to an access policy 
which specifies which keys will be able to decrypt. To access 
any files in remote storage the scalable and reliability is an 
important property. The more we replicate our files, the more 
we introduce potential points of compromise and the more 
trust we require. For this problem CP-ABE may be useful.

AbSTRACT TRee SYNTAX
To specify RBAC policies, the abstract syntax has been ex-
tended to include set and set operations to model role-
based access control requirements. A set can be used as a 
component itself or can be an attribute of a component. Ba-
sic set operations such as union, compliment, and intersec-
tion are allowed. It also includes membership and cardinality. 
A session can be represented as a component and may have 
active roles as an attributes. Objects are represented as com-
ponents and operations performed on them are represented 
as its states. The membership of a user in a specified role is 
checked by using the set membership function in Abstract 
Syntax Tree. 

ROLe bASeD ACCeSS CONTROL
To have effective access control on authorized system, DAC-
MACS (Data Access Control for Multi-Authority Cloud Stor-
age) is used. An effective and secure data access control 
scheme for storage systems can be modeled.

Role based access structure for an organization; the fine 
grained permission assignment should be created. The im-
portant functions for our implementation are user assign-
ment for role and Permission assignment for user.

User assignment for role
The user assignment for role is a function to identify a user 
for a particular role. The operations such as union, intersec-
tion and compliment are allowed. It includes membership 
and cardinality. 

permission assignment for user 
The permission assignment for role is a function used for 
assigning permission sets for each role in an organization. 
There may be two or more permission sets for important 
roles.

Access structure 
Consider the set of attributes (A1, A2,..,An), where A ⊆  
2(A1,A2,…An)  is specified as monotone.  For all B∈C, if B C A and 
B ⊆  A then C∈A. An access structure is an collection of non 
empty subsets with the authorized sets. It also includes that 
are not in set A is unauthorized sets.

 
Fig 1: Access structure
 
The access structure for an organization will have several lev-
els. Each level will have different roles. Each roles will have 
different permission in access structure. The CP-ABE scheme 
with efficient encryption/decryption is used for both forward 
and backward security. 
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Cp-Abe
In CP-ABE attributes play an important role because they are 
attached to a user’s secret key. In the real world, the attrib-
utes never remain static. The attributes can be changed dy-
namically.  The following are the requirements of the dynamic 
attribute-updating scheme: 

1. The operations such as add/delete/update can be per-
formed for any dynamic attribute, in any number and at 
any desired instance. 

2.  Values must be assigned to a chosen dynamic attribute. 
3.  The attribute values must be independent of the same to 

the other when values are modified. 
 
Attribute based encryption
The Bilinear mapping is used for attribute based encryption. 
Consider a map ^t: Gx×Gy ! GX , from multiplicative groups 
(Gx, _) and (Gy._) to another multiplicative group (GX , _), 
with all groups of prime order s. The following are the prop-
erty for a bilinear pairing:

• Linearity in the first argument
• Linearity in the second argument
• Non-degeneracy (strong)
 
If the pairing is defined such that Gx = Gy then it is said to be 
symmetric, otherwise asymmetric. 

CpAbe Algorithm
In this algorithm, the public parameters such as public key PK 
and a master key MK is used.

The encryption algorithm takes input parameter such as the 
public parameters PK, a message M, and an access structure 
A .   

encrypt (pK,M,A) which will encrypt M and yields an Cipher 
text . Now only the user who has Possesses a set of that par-
ticular Access structure can decrypt the M. Now we can con-
sider A as implicit cipher text.  
 
Key Generation (MK, S). The inputs for the key generation 
algorithms are the master key MK and a set of attributes S, 
which describe the key. It generates a private key SK.
Secret (SK, ˜ R). The Secret algorithm takes as input a secret 
key SK for some set of attributes R and a set ̃  R ⊆ R.It output 
a secret key S˜K for the set of attributes R˜.

Security model
The cipher texts are identified with access structures and the 
private keys with attributes in CP ABE. It follows security defi-
nition the adversary will choose to be challenged on an en-
cryption to an access structure A* and can ask for any private 
key SK such that SK does not satisfy SK*

CONCLUSION
We could conclude that our paper describes the security 
policy for an organization. In this paper we built abstract syn-
tax tree for a role access and to secure the process CP ABE 
algorithm is used. For any role which has been accessed by 
user is secured and prevented by CP ABE algorithm. The en-
cryption and decryption technique is used in which key has 
been protected. In our future work we would like to extend 
our security policy.


