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ABSTRACT Authentication is any process of system verifies the identity of the user access information. Source pri-
vacy is an important to the network security. Network security validate by a provisions and policies. The 

provisions and policies mainly used to authorize person access the information. Message authentication is a standout 
amongst the best approaches to defeat unapproved and undermined messages from being sent in wireless sensor 
systems.  Hence, various message verification plans have been produced, based on symmetric-key cryptosystems. The 
majority of them, not withstanding, have the limits of high computational also correspondence overhead not withstand-
ing absence of adaptability and flexibility to hub trade off assaults.A polynomial-based plan was as introduced. When 
the quantity of messages transmitted is bigger than this limit, the foe can completely recuperate the polynomial.

In this paper,a Blind Signature Scheme is proposed for source privacy. The blind signature schemes with a complexity-
based proof of security. Our scheme enables the intermediate nodes to authenticate the message so that all corrupted 
message can be detected and dropped to conserve the sensor power. The blind signature scheme does not have the 
threshold problem.

 I. INTRODUCTION            
A network is connected by number of different devices. 
These different devices providing the different services and 
used to give different types of systems, in different loca-
tions the ability to communicate. The network devices such 
as routers, hubs, bridges, switches and repeaters.

The whole network system is fully connected through mul-
ti-hop communications. Message is tampered in route; it 
will be detected by the receiver. This method is not effec-
tive due to the following reasons: First reason [7] it cannot 
authenticate messages that are multicast because, if one of 
the recipients is compromised, the attacker can use the se-
cret key held by the compromised receiver to fake MACs 
for messages modified by itself to cheat receivers. Second-
ly, the method only allows end-to-end message authenti-
cation en-route forwarding nodes cannot authenticate pass 
by messages, the intruder may launch denial-of-service 
attacks by repeatedly modifying messages [5] or injecting 
false messages to deplete the communication resources of 
intermediate forwarding nodes.

A secret polynomial [8] based message confirmation plan 
was introduced. The thought of this plan is like an edge 
mystery offering, where the edge is controlled by the level 
of the polynomial. The quantity of messages transmitted is 
bigger than the limit, the polynomial can be completely re-
cuperated and the framework is totally broken.

II. PREVIOUS WORK
D. Point cheval and J. Stern, “Security Arguments for Digi-
tal Signatures” [4] Way to achieve some kind of provable 
security is to identify concrete cryptography objects such 
as hash functions with ideal random objects.

M. Bellare and P. Rogawa described “Paradigm for de-
signing efficient protocols”[6] of the random oracle model 
where all parties have access to a public random oracle  
provides a bridge between cryptography theory and cryp-

tography practice 

Masayuki Abe.et.al [1] “A Secure Three-move Blind Signa-
ture Scheme” of the work is security against adaptive and 
parallel attacks can be proven in the random oracle model 
either need five data exchanges between the signer and 
the user 

N. Asokan et.al described”Optimistic fair exchange of digi-
tal signatures” [2] of the work can also be adapted to ex-
change encrypted data

R. Rivest.et.al explained [5] “Leak A Secret” in the notion 
of a ring signature, makes it possible to specify a set of 
possible signers without revealing which member actually 
produced the signature. 

R. Rivest, et.al “A method for obtaining digital signatures 
[9] encryption method” presented with the novel property 
that publicly revealing an encryption key does not thereby 
reveal the corresponding decryption key. 

T.A. ElGamal,”A public key cryptosystem and a signature 
scheme [10] based on discrete logarithms” are used to a 
new signature scheme is introduced, together with an im-
plementation of the Diffie-Hellman key distribution scheme 
that achieves a public key cryptosystem.

III. PROPOSED WORK
In this paper I have done my work Blind signatures allow 
a signer to interactively sign messages for users such that 
the messages are hidden from the signer. Blind signature 
scheme is mainly used to source privacy. This blind sig-
nature scheme enhance the security at three levels by (a) 
Hiding source node (b) Encrypt the file (c) Generate unique 
message authentication code(MAC) and signature. Hence 
it is impossible for an intruder to retrieve the message 
from intermediate node.
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Fig 1 shows that Security server is responsible for key 
generation and stores the data. The security server con-
tains the node name, address, port, id, signature, public 
key and private key. All the details stored to the security 
server. Every node registered that time retrieve the node 
details from security server.

Blind Signature Scheme allows a person to get a message 
signed by another party without revealing any information 
about the message to the other party. The main purpose 
of blind signature scheme hides the source node so data is 
protected to unauthorized person.

Message authentication is an important to the network 
security. Each and every level provides the unique mes-
sage authentication code (MAC) and signature created. 
The data is transferred to node then verify the message 
authentication code and signature. Every level verification 
process is occurred. 

Fig 1 System Mode
A node has been identified as compromised; the SS (Se-
curity Server) can remove its public key from its public key 
list. The public key mainly used to key distribution, authen-
tication and integrity. 

The blind signature scheme following some steps

Step 1: Create wireless sensor network
Step 2: Wireless sensor network
 
Initialization
Step 3: All the nodes are registration
Step 4: Topology configuration

Step 5: Login to the all nodes
Step 6: Browse the file and apply the encryption
Step 7: Active path processing
Step 8: Hide the source node
Step 9: Generate MAC code and signature
Step 10: Forwarder checks the verification        and send  

 to the next hop.
Step 11: Finally receiver checks the verification.
Step 12: Verification process completed after decrypt to  

 the file.
 
IV. Simulation/ExpErimEntal rESultS

Blind Signature Scheme is used to secure level sending the 
data to one node to another node. If authorized user ac-
cess the information using this blind signature. Each and 
every level applies the message authentication process so 
protecting the information.

Fig 2 Encryption
 
Figure 2 illustrates a choose file process. In this way en-
cryption process applies to the selected file. The encryp-
tion process over and sender ready to send the data. En-
cryption process mainly used to protecting the information.

Fig 3 Build Active Path
Figure 3 illustrates a sender send to active path request to 
the ambiguity server. The ambiguity server is providing the 
active path. 
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Fig 4 Decryption
Figure 4 shows that a receiver check the verification pro-
cess.The verified the MAC code then MAC code match 
and displayed  message authentication success and de-
crypt the data. The original message secure to reach the 
receiver.

V.CONCLUSION
Blind Signature Scheme is very simple because the source 
node hide and the information send secure manner. Blind 
signature scheme working to the multi hob communica-
tions so the data is send multiple path. This method ac-
cess the all path and which one give the minimum cost 
and that path is take to new active path .This method ac-
cessible for the all the virtual graphs. The main purpose of 
blind signature scheme is cost considerable, message veri-
fication, source privacy.
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