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ABSTRACT In the emerging patient-centric model of health data is exchange. The Data owner allows a partial con-
trol to the proxy server for their medical records and to share health data to their users and emergency 

staff. This is often outsourced to be stored at a third party, such as cloud provider. It is stimulating to have convenient 
Personal health record services for everyone. There are more security and privacy risks which could obstruct its broad 
adoption. In the proposed system, introduce a Proxy Server where maintain the key management based on IBE. And 
with the data owner support to perform a secure key access in the Proxy server by One Time Password (OTP) Verifica-
tion. It is essential to have fine-grained data access control mechanisms that work with semi-trusted servers. Further, 
Data owner always retain the right to, not only permit, but also revoke access privileges through the OTP.

I. INTRODUCTION
The Personal health record securely shared in cloud there 
are contain a several issues such as risks of privacy expo-
sure, scalability in key management[1], supple access and 
proficient user revocation, have been remained the most 
important challenges toward achieving fine-grained, cryp-
tographically imposed data access control. Healthcare 
regulations such as HIPAA which is recently amended to 
incorporate business associates, cloud providers are usually 
not enclosed entities. The high value of the sensitive PHI 
[10], the third party storage servers are often the targets of 
various malicious behaviours which may lead to exposure 
of the PHI. There have been wide privacy concerns as per-
sonal health information could be exposed to those third 
party servers and to unauthorized parties.

A PHR file should only be available to the users who are 
given the corresponding decryption key, while stay on con-
fidential to the rest of users. Furthermore, the patient al-
ways retains the right to not only grant, but also invalidate 
access privileges when they feel it is necessary. Each user 
obtain keys from every owner whose PHR wants to 

read would limit the accessibility. A proxy server is employ 
the key management on behalf of all PHR owners, but this 
requires too much trust on an authority (i.e., cause the key 
escrow problem). 

The patient-centric [4], secure sharing of PHRs stored on 
semi-trusted servers, focus on addressing the complicated 
and challenging key management issues. The complexi-
ties of encryption, key generation, and decryption are only 
linear with the number of attributes involved .However, to 
integrate IBE into a large-scale PHR system. The verifier is 
attribute based to verifies the integrity of user data and 
verifying a data using user location and port number. In an 
emergency access is to verifying user detail or staff detail 
used to get the data authentically.

II. SYSTEM MODEL

III. PREVIOUS WORK
Some early works on cryptosystem [1], cipher texts are la-
belled with sets of attributes and private keys are associ-
ated with access structures that control which cipher texts 
a user is able to decrypt. Those demonstrate the applica-
bility of our construction to sharing of audit-log informa-
tion and broadcast encryption [3]. In a PHR multi owner [4] 
for each patient, the PHR data encrypted so that it is scal-
able with the number of users having access. Also, since 
there are multiple owners (patients) in a PHR system and 
every owner would encrypt her PHR files using a different 
set of cryptographic keys [1], it is important to reduce the 
key distribution complexity in such multi-owner settings. 
In a secure e-health [6] present a security architecture for 
establishing privacy domains in e-health infrastructures and 
provides client platform security and appropriately com-
bines this with network security concepts. The APkS [7] are 
key functionalities of a  service such as keyword searches 
by multiple users become especially challenging with PHRs 
stored in encrypted form. Basically, users’ queries be per-
formed in a privacy preserving way that hides both the 
keywords in the queries and documents. Shared search-
able encrypted data [9] an encryption scheme where each 
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authorized user in the system has own keys to encrypt and 
decrypt data. The scheme supports keyword search which 
enables the server to return only the encrypted data that 
satisfies an encrypted query without decrypting it. 

IV. PROPOSED WORK
Storing the data in cloud environment becomes natural 
and also essential. But, security becomes one of the ma-
jor concerns for all entities in cloud services .In the pro-
pose system, introduce a Proxy Server where  maintain the 
key management based on IBE. And with the data owner 
support to perform a secure key access in the Proxy server 
by One Time Password (OTP) Verification. It is essential 
to have fine-grained data access control mechanisms that 
work with semi-trusted servers. Further, Data owner always 
retain the precise to not only grant, but also repeal access 
privileges through the OTP.

In emergency data access, the users may be physically 
unable to grant data access or without the perfect knowl-
edge to decide if the data requester is a legitimate EMT. 
They require authorization to be fine-grained [5] and au-
thorized parties’ access activities to leave cryptographic 
evidence. The cloud server sends the auditing proof, in the 
response of that which contains possession of shared data. 
Than by verifying the correctness of the auditing proof, 
verifier checks the correctness of the data. There is imme-
diate remediation should be performed upon detection of 
anomalies. 

A. IDENTITY BASED ACCESS POLICY METHODOLOGY
Public-key cryptography offers very strong protection for 
electronic communications. A large amount of its strength 
comes from the use of paired keys, which are separate 
codes that encrypt and decrypt a message; one key is 
public and one is known only to the recipient.

Identity-based systems allow any party to generate a pub-
lic key from a User identity value.  A trusted third party, 
called the Private Key Generator (PKG), generates the 
equivalent private key. To get a corresponding private key, 
the authorized person to use the identity ID exchanges the 
PKG, which uses the master private key to generate the 
private key for identity ID.

Proxy server may encrypt messages (or verify signatures) 
with no prior distribution of keys between individual par-
ticipants. This is exceedingly useful in cases where pre-dis-
tribution of authenticated keys is inconvenient or infeasible 
due to technical fetters. However, to decrypt messages, 
the authorized user must get the appropriate private key 
from the Proxy server. 

A sender might specify an expiration date for a message. 
Appends this timestamp to the actual recipient’s identity 
.Data owner send the health information to proxy server 
.This generates a key and maintains the encrypted data. 
Generally, embedding data in the ID corresponds to open-
ing an additional channel between sender and PKG with 
authenticity guaranteed through the dependency of the 
private key on the identifier.

B. DATA CONFIDENTIALITY METHODOLOGY
The owners upload IBE-encrypted from Proxy server for 
the PHR files to the server. Each owner PHR file is encrypt-
ed under a certain fine grained and role-based access pol-
icy for users from the public or private domain to access, 
and under a selected set of data Identity that allows ac-
cess and the OTP (One Time Password) to access the User 

in the PHR. Only allowed users can decrypt the PHR files 
Using IBE. 

The data owner support to perform a secure key access in 
the Proxy server by One Time Password (OTP) Verification. 
It is essential to fine-grained [5] data access control mecha-
nisms that work with semi-trusted servers. 

V. Simulation/ExpErimEntal rESultS

In this method is used to get the particular medical data 
efficiently and quickly. This method is privacy for protect-
ing information. The searching process is very securely pro-
cessed for hiding data. 

FIGURE 1
The figure (1)  illustrates a proxy server checks the data 
owner id and client id. And then generate the one time 
password using hex digit. In this password send to user for 
verifying authorised user.

FIGURE 2
The figure (2) illustrates a user receive an otp and send to 
cloud server. It check

Password and give the data in an encrypted format. For a 
decryption process user get a secret key view the record.

FIGURE 3
The figure (3) illustrates, the information are encrypted for-
mat give a recipient public key and user secret key to de-
crypt the data and view the detail.

VI.CONCLUSION
In this paper, proposed the privacy for user data and 
health service providers. The medical care information of 
user also in emergency cases using Identity based authen-
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tication scheme to avail the information at anytime and 
anywhere .This system also provide privacy by mean of se-
cure function.
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