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ABSTRACT The use of cloud computing has increased rapidly in many organizations. Cloud computing provides 
many benefits in terms of low cost and accessibility of data. Cloud computing creates a large number of 

security issues and challenges.Ensuring the security of cloud computing is a major factor in the cloud computing envi-
ronment, as users often store sensitive information with cloud storage providers but these providers may be untrusted. 
One idea on reducing the risk for data and applications in a public cloud is the simultaneous usage of multiple clouds 
.The basic underlying idea is to use multiple distinct clouds at the same time to mitigate the risks of malicious data 
manipulation, disclosure, and process tampering.Multicloud Architectures provide integrity and confidentiality for ap-
plication and data.

1  Introduction
Cloud computing is a model for enabling convenient, on-
demand network access to a shared pool of configurable 
computing resources (e.g., networks, servers, storage, ap-
plications, and services) that can be rapidly provisioned 
and released with minimal management effort or service 
provider interaction.

The cloud computing model consists of five characteristics, 
three delivery models, and four deployment models [1]. 
The five key characteristics of cloud computing are: loca-
tion-independent resource pooling, on-demand self-ser-
vice, rapid elasticity, broad network access, and measured 
service.The three key cloud delivery models are infrastruc-
ture as a service (IaaS), platform as a service (PaaS), and 
software as a service (SaaS). 

Cloud computing creates a large number of security issues 
and challenges.Cloud providers should address privacy 
and security issues as a matter of high and urgent prior-
ity. using “single cloud” for deploying application and data 
is becoming less popular with customers due to potential 
problems such as service availability failure and the possi-
bility that there are malicious insiders in the single cloud. 
In recent years, there has been a move towards “multi-
clouds”.Several approaches employing this paradigm have 
been proposed recently. They differ in partitioning and dis-
tribution patterns, technologies, cryptographic methods, 
and targeted scenarios as well as security levels.

2 Security prospects by multicloud architectures
The issues related to cloud security is integrity and confi-
dentiality of application and data. The data stored in sin-
gle cloud may suffer from damage during transition op-
erations from or to the cloud storage provider. The idea 
of making use of multiple clouds has been proposed by 
Bernstein and Celesti.  The basic idea is to integrate multi-
ple distinct clouds at the same time to mitigate the risks of 
malicious data manipulation, disclosure, and process tam-
pering. Different architectural patterns like Replication of 
applications, Partition of application system into tiers, Parti-
tion of application logic into fragments and Partition of ap-
plication data into fragments are used.

3  Replication of application
The main issues faced by application and data when 
stored in a single cloud provider are privacy preservation 
and integrity of the ressult obtained. Replication of appli-
cations allows to receive multiple results by executing mul-
tiple copies of the same application on multiple distinct 
clouds. By comparing the obtained results, the cloud user 
gets evidence on the integrity of the result.

4 Partition of application system into tiers
This architecture targets the risk of undesired data leak-
age by the separation of the application system’s tiers and 
their delegation to distinct clouds.The logic and the data 
is stored in two different clouds sothat any flaws in the ap-
plication logic  does not affect data.

5 Partition of application logic into fragments
This architecture variant targets the confidentiality of data 
and processing logic.Data should be protected when it is 
processed.Instead of  using single cloud for  entire appli-
cation logic,the logic is partitioned into fine-grained parts 
and these parts are distributed to distinct clouds. This ap-
proach can be instantiated in different ways depending on 
how the partitioning is performed. The clouds participating 
in the fragmented applications can be symmetric or asym-
metric in terms of computing power and trust.Two concepts 
are common. The first involves a trusted private cloud that 
takes a small critical share of the computation,and a untrust-
ed public cloud that takes most of the computational load. 
The second distributes the computation among several un-
trusted public clouds, with the assumption that these clouds 
will not collude to break the security. This has two benefits. 
First, no cloud provider learns the complete application log-
ic. Second, no cloud provider learns the overall calculated 
result of the application. Thus, this leads to data and appli-
cation confidentiality.

6 Partition of application data into fragments
This multicloud architecture specifies that the application 
data is partitioned and distributed to distinct clouds. The 
most common forms of data storage are files and databas-
es. Files typically contain unstructured data and do not al-
low for easily splitting or exchanging parts of the data. This 
kind of data can only be partitioned using cryptographic 
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methods.Databases contain data in structured form organ-
ized in columns and rows. Here, data partitioning can be 
performed by distributing different parts of the database to 
different cloud providers. Finally, files can also contain struc-
tured data. Here, the data can be splitted using similar ap-
proaches like for databases. XML data, for example, can be 
partitioned on XML element level. However, such operations 
are very costly. Thus, this data are commonly rather treated 
using cryptographic data splitting.

7  Partition of application logic and data into frag-
ments.
Proposed system aims to provide integrity and confidenti-
ality for application logic and data(Fig.1)Here the applica-
tion logic and data will be fragmented and distributed to 
distinct clouds.This approach have many advantages.Con-
sidering the application logic , no cloud provider learn the 
complete application logic and no cloud provider learns 
the over all calculated result of the application.

Fig. 1.Partition of application logic and data into frag-
ments.
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It also allows distributing fine-grained fragments of the 
data to distinct clouds.None of the involved cloud provider 
gains access to all the data,which safe guards data’s confi-
dentiality.Databases contains data in structured form or-
ganized in columns and rows.Here, data partitioning can 
be performed by distributing different parts of the data-
base to to different cloud providers.Data encryption 
scheme also improves the confidentiality of data. To pro-
vide integrity multiple distinct clouds executing multiple 
copies of the same application can be deployed.Applica-

tion logic can be deployed into multiple distinct clouds 
where same operation is performed by distinct clouds. By 
comparing the obtained result ,the cloud user gets evi-
dence on the integrity of the result.

Communication Architecture
Communication architecture (Fig 2) specifies how the com-
munication between different cloud providers and client is 
established. It consist of follwowing parts.

1.Service Client
It is used to access a service made available by a server.
when user requests a logic to be executed, service client 
direct the service request to correct service provider.

2.Service Interface
Services expose their capabilities via well-defined ,standars 
service interfaces. Program logic  is seperated from un-
derlying technologies through the use of Interfaces each 
of which defines a contract between a service consumer 
and a service provider.Service interface helps the client 
to know about the data to be send to the service,input 
parameters,return values etc.it publish the functionalities 
implemented in the cloud.

3.Integration Layer
It consolidate and show the result obtained by executing the 
logic in the cloud.Logic will be executed on  multiple distinct 
clouds and compare the result to get evidence on the integ-
rity of the result and show the correct result to the user.

4.Data Security Layer
This layer is used for handling application data.Data will be 
encrypted by suitable encryption  scheme and encrypted 
data will be stored in cloud.When user requests to retrieve 
data, encrypted data will be taken from cloud and decryp-
tion is performed by data security layer and result is shown 
to the user. Homomorphic encryption can be used to secure 
the data while it is processed.In homomorphic encryption, 
the user encrypts the data with his public key and uploads 
the ciphertexts to the Cloud. The cloud can independently 
compute on the encrypted data to obtain an encrypted re-
sult, which only the user can decrypt.Therefore homomor-
phic encryption uses an asymmetric fragmentation, where 
the user manages the keys and performs the encryption 
and decryption operations, while the massive computation 
on encrypted data is done by an untrusted public cloud. 
Pailier cryptosystem can be used for implementing homo-
morphic encryption.It include keygeneration,encryption and 
decryption.A simpler variant of key generation is used here.

Fig. 2.Communication Architecture
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Key generation
1.Choose two large  prime numbers  p  and  q  of equivalent 
length gcd(pq,(p-1)(q-1)=12 .Compute n=pq and λ=(p-1)(q-
1)

3 .Select random integer g where g=n+1

4.Compute µ=[(p-1)(q-1)]-1 mod n

Public key (n,g)

Private key (λ, µ)

Encryption
1.Let m be a message to be encrypted where 

   m ∈ ℤn 

2.Select random  r where  𝑟∈  ℤ𝑛*

3.Compute ciphertext as c=gm rn mod n2

Decryption
1. Ciphertext 𝑐 ∈  ℤ𝑛

2*

2. Compute message:

        𝑚 =(( (𝑐𝜆 mod 𝑛2 )- 1)/n)  𝜇 mod n)

Homomorphic properties
A notable feature of the Paillier cryptosystem is its homo-
morphic properties. As the encryption function is additively 
homomorphic, the following identities can be described:

Homomorphic addition of plaintexts
1.The product of two ciphertexts will decrypt to the sum of 
their corresponding plaintexts,

D(E(m1,r1).E(m2,r2)mod n2)=m1+m2modn

2.The product of a ciphertext with a plaintext raising g will 
decrypt to the sum of the corresponding plaintexts,

D(E(m1,r1).g
m2mod n2)=m1+m2modn

Homomorphic multiplication of plaintexts
1.An encrypted plaintext raised to the power of another 
plaintext will decrypt to the product of the two plaintexts,

D(E(m1,r1)
 m2mod n2)=m1m2modn

D(E(m2,r2)
 m1mod n2)=m1m2modn

2.More generally, an encrypted plaintext raised to a con-
stant k will decrypt to the product of the plaintext and the 
constant,

D(E(m1,r1)
 k mod n2)=k m1m2modn

However, given the Paillier encryptions of two messages 
there is no known way to    compute an encryption of the 
product of these messages without knowing the private 
key.

8   Conclusion
This paper focus on integrity and confidentiality of appli-
cation logic and data. By Partitioning and deploying the 
application  logic and data into multiple clouds, confiden-
tiality of logic and data can be improved. Homomorphic 
encryption allows to store and process the encrypted data 
in the cloud.Use of multiple distinct clouds to execute mul-
tiple copies of the same application provides integrity for 
the result. 
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