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ABSTRACT Cyber-pirates are the people who make and distribute copies of a music files, videos, video games, films, 
books and other digital content on internet illegally without authorization from the developers or owners. 

Content publisher such as film industries and publications are expecting to lose several billions of dollars in copyright 
revenues. All these things promoted by the search engines for earning revenues. To address this problem, I propose 
building an effective methodology, where content publisher will register their valuable digital content. This web service 
will crawl the web, than compare the web content to the registered content and will notify the content owners as well 
as search engines of illegal intellectual property.

Protecting intellectual property has received a lot of attention recently, both in terms of revised intellectual property 
laws, as well as new technology-based solutions. We now outline a few technology-based solutions in research proto-
types, or that are already available in commercial products.

Fundamental
Plagiarism has been defined as “the taking and using as 
one’s own of the thoughts, writings or inventions of anoth-
er”. There are many varieties and degrees of plagiarism. 
We will deal here with plagiarism of written work in aca-
demia and science, although the problem is not limited to 
these areas. Many people think of plagiarism as copying 
another’s work, or borrowing someone else’s original ideas. 
But terms like “copying” and “borrowing” can disguise the 
seriousness of the offense.

According to the Merriam-Webster Online Dictionary, to 
“plagiarize” means

•	  To steal and pass off (the ideas or words of another) 
as one’s own

•	  To use (another’s production) without crediting the 
source

•	  To commit literary theft
•	  To present as new and original an idea or product de-

rived from an existing source.
 
In other words, plagiarism is an act of fraud. It involves 
both stealing someone else’s work and lying about it af-
terward. 

All of the following are measured plagiarism:

•	  Turning in someone else’s work as your own
•	  Copying words or ideas from someone else without 

giving credit
•	  Failing to put a quotation in quotation marks
•	  Giving incorrect information about the source of a 

quotation
•	  Changing words but copying the sentence structure 

of a source without giving credit
•	  Copying so many words or ideas from a source that 

it makes up the majority of your work, whether you 
give credit or not (see our section on “fair use” 
rules)

 

Problems in Focus 
Plagiarism, either intentional or inadvertent can occur in 
varying degrees for quite a few reasons:

•	  Some don’t know they are or don’t understand how 
to properly cite a source to give credit.

•	  Laziness-don’t want to do the work and Poor plan-
ning-ran out of time.

•	  Writers block.
•	  Competition-they think others are and don’t want 

them to have the advantage.
•	  Too busy to do the work.
 
For example, the web also creates new problems for 
publishers of digital content. Once a customer has pur-
chased some goods and pay for them, the merchant 
to deliver the content. Digital case, the trader such as 
HTTP or email to use some of the information exchange 
protocol can deliver the goods to the customer. Howev-
er, once a provider of digital content delivery, custom-
ers own Web site on this material, a Usenet newsgroup 
can post it or email it to friends or perhaps free or a 
reduced price. Publisher loses revenue due to reduced 
sales, although other potential customers of the cyber - 
rover will begin to access the content. Intellectual prop-
erty protection has received much attention recently, 
both refined and intellectual property, as well as new 
solutions based on the laws in terms of technology. I 
am going to buildup research prototype of technology-
based solutions that reduce plagiarism through remov-
ing content from the search engines. Figure 1.1 shows 
the reality of the search engine and plagiarism. 
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Figure 1.1 Problems in Focus
 
Recent approaches to combat cyber-piracy
•	 Plagiarism Prevention
•	 Plagiarism Detection
 
Plagiarism Prevention: 
With copy prevention, content providers make it difficult 
to copy the original content. One common approach is to 
place information on stand-alone CD-ROM systems and 
allow users to access the data only through a restricted 
interface. A related approach is to use special purpose 
hardware to build fully trusted systems using fully trusted 
components and secure interconnections.

We believe that protecting content using special-purpose 
hardware works well in practice for relatively small-scale 
deployments.  However this approach is unlikely to work 
for a global digital distribution channel because of the 
following “chicken and egg” problem. End-users will buy 
special-purpose hardware units only if (1) there is signifi-
cant, valuable content available through these units, and 
(2) this content is not available elsewhere (e.g., as physical 
PDS). Publishers on the other hand are unlikely to switch 
away from existing distribution media (e.g., physical PDS), 
until they are convinced that customers will quickly adopt 
the new means (recall failure of Sony’s Betamax video play-
ers and Digital Video Express’ DivX players). Firstly, their 
approach requires a user’s favorite viewer (Like emacs, vi, 
Microsoft Word) to be DigiBox-compatible. Secondly, hack-
ers with software emulators or screen capture software 
can copy the data when they view or play it. Also, the ap-
proach is designed for a publisher who is exclusively sell-
ing content online.

Plagiarism Detection:
With copy detection, the content provider (author or pub-
lisher) imposes few restrictions on content distribution un-
like the copy protection schemes we discussed earlier. 

 
Figure 1.2 Plagiarism Detection Systems
 

However the provider registers his/her valuable digital con-
tent into a Plagiarism Detection System (PDS). The PDS 
then accesses public web sites, newsgroups, and FTP sites, 
and notifies the publisher as well as SEs if it finds copies of 
registered digital content using one of the following tech-
niques:

Watermarking: In the watermarking approach, the con-
tent provider uses Steganographic techniques to hide in-
formation into digital content before selling the content. 
For instance when the content provider sells an image to 
a customer, the image is imperceptibly marked with the 
user’s credit card number as well as the content publish-
er’s name. When the PDS finds digital content at a public 
site, it automatically extracts the watermarks from the con-
tent. The PDS then notifies the corresponding publisher 
where the copy is located as well as the extracted credit 
card number (i.e., who was the initial buyer of the con-
tent.) Currently, there is a significant body of research into 
watermarking for multimedia content. For example, if two 
customers collude to compare the different versions of the 
content they bought, they can automatically remove differ-
ences (the watermarks) between the two versions. Also the 
watermarking approach does not address the problem of 
a person digitizing content available through other means 
(e.g., ripping a CD), and making it publicly avail.

Content-based: In this approach, the PDS compares the 
content on public sources (e.g., web sites) against the reg-
istered content and identifies potential copies of the reg-
istered content. For example, if Walt Disney Corporation 
wants to find all images of Mickey Mouse available on the 
web, they would register some sample images of Mickey 
Mouse with the PDS. The PDS will then try to identify im-
ages on public sources that are “similar” to Mickey Mouse 
and notify Disney of these copies. Building a content-
based PDS is easy if the PDS only has to find exact copies 
of registered content. For example, we can use a simple 
checksum-based comparison of the content to identify po-
tentially exact copies and then manually compare the con-
tent.

However, a cyber-pirate can defeat such a PDS by modi-
fying his copy of the content so it has a different check-
sum than the original registered content. For instance, the 
cyber-pirate may change the sampling rate of an audio clip 
before offering it on a web site. In general, the cyber-pi-
rate will modify digital content so that the “quality” of the 
modified content is retained and there is little loss in the 
content’s commercial value. Therefore, the goal of the PDS 
is to compare digital objects efficiently and identify good-
quality renderings of registered content.

One problem with the copy detection approach is that the 
PDS can only access digital content in public web sites 
and newsgroups. The PDS cannot find copied content that 
is delivered through private email or content that is avail-
able behind fire-walls and password-protected sites. How-
ever, we believe this weakness is not significant for the 
following reason. Content publishers expect to lose signifi-
cant revenues primarily from piracy on publicly accessible 
sites and not from “below the radar” password-protected 
sites and firewalls. If a password-protected site tries to at-
tract more traffic by publishing its password, the PDS can 
also access content at the site. So we expect PDS systems 
to play a crucial role in protecting intellectual property as 
we discuss in the next section.
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CONCLUSIONS
Digital Copyright Infringement in the time of data innova-
tion has gotten to be all the more real and not a difficult 
issue. The paper talks about the most effective method 
to decrease digital copyright infringement. Training foun-
dations need to concentrate more on digital copyright 
infringement identification methods. Generally used pla-
giarism detection methods are usually separate statistical 
analysis shows that the metrics are used because of their 
simplicity and easiness tools will be implemented. They 
have a number of shortcomings, and, therefore, still re-
quire manual inspection and human judgment. Abilities of 
existing tools for the detection of copyright infringement 
are not accessible. But even though a computer - based 
plagiarism detection tools can be of assistance for you to 
locate documents significant for the pilfering.


