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INVERTIBLE MESSAGE HIDING USING HISTOGRAM
MODIFICATION BY LabVIEW: A NEW APPROACH.
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Anapproach in which the original image is retrieved effectively without any failure is known as reversible or lossless data hiding. It
is primitively a water marking. Basically the ideology is to embed the data in a host image and reconstruct original host image along with the
embedded data without any failure and distortion loss. We have implemented an algorithm based on histogram modification and put forward it in
LabVIEW. The rudimental approach of this paper is to use LabVIEW tool effectively and elegantly to implement the reversible data hiding technique
using the block diagram approach. In the propounded algorithm, the difference between the neighboring pixels is used to accomplish higher data
hiding capacity. The algorithm uses the difference between the adjoining pixels to embed the data. The amount of data to be embedded into the image
is decided by the number of pixels consociated with peak point. Observations are visualized using the image histograms of the 8 bit image i.e.

grayscaleimage. The algorithm also works effectively for colored images consideringone plane at a time.

INTRODUCTION

Any of the data that can be rebuild and reconstructed back without
any failure using several algorithms, mathematics, calculations,
evaluation techniques explicitly is lossless data hiding also known as
reversible data hiding. This operation embeds data message usually
some cryptic information into an image in a reversible trend i.e.
considering the aspect to recreating the original image. Data Hiding
merges image processing along with cryptography, coding theory
and human visual perception. Hiding any sensitive data inside a
digital image is also called as steganography .Medical, military,
authentication, fingerprinting are few applications. Copyright
protection of the images i.e authentication, image integrity
protection a.k.a (also known as) fraud detection, this reversibility is a
crucial aspect and the most desirable characteristic, and thus
considerable amount of research has been done over last so many
years. The root challenge for all the known data hiding techniques is
only the embedding capacity, i.e. the number of data bits one can
embed. The conduct of the image defines and assesses the
performance of a reversible data hiding methodology. For required
embedding capacity, a good embedded/watermarked image quality
can be obtained by reducing the distortion of the image obtained
after embedding the data or message as much as possible. Some of
the methods used so far for reversible data hiding are histogram
modification ,difference expansion, prediction-error expansion
Jinteger transform, lossless compression, etc. Amid all these
methods, the most widely used methods are Histogram methods. Itis
used widely and applied so as to prevent overflow i.e. (255+1) 256 and
underflow i.e. (0-1)-1 problems. Several arithmetic operations
performed on the pixel during the data embedding, the addi-
tion/subtraction of 1, could result in an overflow at edge values like 0
and 255. Because the -1 and 256 are not valid in a gray scale.
Henceforth, it must be dodged cleverly. Animage histogram is chiefly
a graphical representation of color allocation in a digital image. It is
just a plot of number of pixels against the intensity of each pixel. It
gives correlation among the adjoining pixels of theimage.

Not all data hiding techniques are reversible completely. There are
chiefly three main categories of the reversible data hiding
techniques-

1.Data compression,
2.Pixel value difference expansion
3.Histogram shifting.

The method of histogram based reversible data hiding was
incorporated by Ni et al. in [1],wherein message is embedded within
the histogram. In the histogram shifting methodology the peak and
zero points of the histogram are changed for embedding of the
message or data. In addition histogram shifting technique prevents
overflow, the situation wherein the gray value exceeds overshoots
255 and underflow, the situation wherein the gray value undershoots
0.The data embedding in the original image is accomplished by
repositioning the histogram of the image. This methodology
produces higher data hiding capacity with very low distortion.
The approach described in this paper is inspired by the Ni's
Reversible Data Hiding algorithm [1].The method of Ni uses certain
histogram properties to embed data. More precisely it focuses on the
peak point of the histogram, i.e., the pixels that have the
most common pixel value.

METHOD

It is expected to construct a reversible method of data hiding with
higher data embedding capacity than Ni's approach along with
relatively high Peak Signal-to-Noise Ratio a.k.a PSNR. Henceforth
this approach proves to be very convincing along with good results
making human visual perception almost unnoticeable in regards to
the image. Assume an image, basically a grayscale image I with N as
the number of pixels with p; as the i" pixel of the image. In the gray
scale image the pixel values are in the range of [0,255].As image is
itselfa 2D object, constructing a single 1D vector from the 2D matrix
is the most primitive stage of the algorithm. This is accomplished by
viewing image through Inverse-S Order. A histogram is created with
the adjoining pixel difference values to discover the peak point a.k.a
PP. It is the most frequent difference. The data to be ciphered is
embedded onlyabitat atime as follows.

1. Theveryfirst element of 1D vector retains its value.

2. The second and following elements of the vector calculates the
difference between the prevailing pixel and the preceding pixel from
the created 1D vector.Itis denoted by d.

3.If d is equal to PP i.e., this identifies an embeddable pixel, then
increase the difference by the correspondent bit value from the data
byte from LSB to MSBi.e.add 0 or 1 to the prevailing pixel value, if the
next pendingbit from the message byteisOor 1.
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4.Ifdis greater than P, then simplyincrease the difference by 1, so that
this value does not become a part of the embedding data pixels of the
2D image, i.e. w, free the (PP + 1)value for embedding purposes. It
makes sure that if a pixel consociated with the peak point is
encountered, itimplies datais embedded init. [4]

SIMULATION USING LabVIEW

LabVIEW (Laboratory Virtual Instrument Engineering Workbench)
is a basically a software tool used for multidisciplinary engineering
applications. It is a platform for system design and visual program-
ming language environment for the development of system and
system applications. It is a product by National Instruments. It uses
graphical programming unlike traditional C. The graphical language
is named as “G”.LabVIEW programs are called as Virtual Instru-
ments,or VIs.

The most consequential and crucial aim of this paper is to use
LabVIEW tool for image processing applications through different
image processing algorithms and applications using LabVIEW and
its IMAQ (Image Acquisition) vision toolbox. IMAQ vision toolbox
proffers dynamic and complete set for digital image processing and
data acquisition functions to enhance the efficiency of the projects
along with reducing the effort of the programming undertaken by the
users. Hence LabVIEW helps to achieve better results in shorter time
duration. Therefore, the IMAQ vision toolbox utilized by LabVIEW is
a very interesting and an unique tool used to and for analyzing an
image in subtle details and in simplicity. The purpose of emphasizing
the effectiveness and flexibility offered by LabVIEW tool is seen
through this data embedding algorithm. Henceforth, presenting
different proposition and strategies about digital image processing
and its different applications in the field of image acquisition, image
transformations such as inverse and transpose images, image
handling, image processing using IMAQ vision toolbox.[5]

WHY ONLY LabVIEW ?

It uses graphical programming language called G programming, It is
one of its own kind along with easy to use and execute. LabVIEW is
one of the most advanced tool for real time application, yet unknown
to most the users and to simplify algorithms efficiently with robust
methodologies using simple block diagrams.

Histogram Report
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Fig2.LabVIEW code for the proffered algorithm.

PROPOSED ALGORITHM

Assume the pixel value of the i" pixel of an image as p,, the embed-
ded/watermarked value as w, the difference between the current and
preceding pixel as d;=|p, - p,,| and the bit to be embedded as b from a
given message byte, then the rules mentioned above can be
summarized in the following

A.Encoding
1.Read the original grayscale image in Inverse-S Order.
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2. Compute the difference d, between the prevailing pixel p, &
preceding pixel p,, by using:

d=p,if 1=0
di=Ip,,-pl otherwise

3.Determine the peak point a.k.a PP from the pixel differences i.e. the
most frequent difference.

4. Change each pixel by 1 unit if the difference computed is greater
thanthe peakpointi.e.d, > PP, usingthe following equation:

wi= pi, ifi=0 ord; <PP
Wi= Peiy ifd;>PPandx; > X
Wi= Py ifd;>PPandx; <Xgy

where wi is the watermarked value of pixel P, i.e. original image along
with databits embedded into theimage.

5. Qualify the pixel p, agreeing to the message bit b[0,1] if d; = PP, to
forma watermarked/embedded image

w,=pi+b,
w=pi—b,

iffpi>p,, and d;=PP
iffpi<p,,, and d;=PP

wherebisadatabittobe embedded,bis either Oor1.

B.Decoding

1.Read the watermarked/data embedded image in the same Inverse
S- Order at the receiving end to extract and decipher the embedded
data.

2.The data bit b can be extracted by: b= 0, iff PP =1w; - pi- 1 b=1,
iff PP+ 1=Iwi—p;-, 1

3.The pixel values p; of the original image can be obtained back as
follows:

=wi+1, iff wi<p,,andl wi—p,, I>PP
pi=wi- 1, iffwi>p,, andl wi—p,, 1>PP
=w;, otherwise.

Thus by using these pixel values p; we can rebuild the original
greyscale image. Overall, this methodology uses only one peak point
for embedding the data message. One must use multiple peak points
so that the embedding capacity can be increased in a complex
system. [4]

EXPERIMENTALRESULTS

From the graphic illustrations given below it can be seen that the
proffered methodology is used and simulated effectively through
LabVIEW. It well defines the data hiding i.e. watermarking concept
along with the elegance of the algorithm used. Histogram only gives
the clear idea about the subtle differences between the original and
watermarked image through the observation of the spikes and
troughs. This methodology and algorithm was applied to variety of
images like Lena, Fruits, Barbara to check its universality and
effectiveness in LabVIEW environment. The images used for testing
and analysis were all grayscale images. It was a success.
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Fig 3. Original and Watermarked Images
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Fig5. Watermark/Embedded Histogram(Image-Lena)

CALCULATION AND ANALYSIS

The effectiveness and application of the proposed methodology is
effectively evaluated on images Lena, Fruits and Barbara. These are
all gray scaleimages.

1. Embedding Capacity is the total number of the pixels consociated
with peak point a.k.a PP. It is expressed in terms of bits, i.e. number of
pixels that can be used for data embedding

2.Bitrateis the ratio of the embedding capacity to the total number of
the pixelsinanimage.

3.Peak Signal To Noise Ratio (PSNR) is defined as the ratio between
the maximum possible power of the signal and power of the noise
affecting the fidelity of the signal.

PSNR=10*log,((255)" /MSE)

where, Mean Square Error (MSE) is:
= (1 /M*N)*Zk:muMZk:um.\l(p(i’j )-W(l,] ))l

Here, p(i,j) isi"coordinate of the original image.
w(i,j)isi" coordinate of the watermarked image.

Fig6.Images used in the algorithm execution

Table No.01
Sr. Image Embedding | Bitrate (bpp) | PSNR (dB)
no. Capacity
1. Lena 9620 0.1467 48.66
2. Fruit 33664 0.2709 48.43
3. Barbara 31361 0.1196 48.55
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CONCLUSIONS

1. A robust technique of reversible lossless data hiding using
histogram modification is implemented seeing the difference
between adjoining pixels.

2. Extraction and deciphering of the data message is only possible
with the knowledge of the peak point i.e. the key to decipher the
message.

3.LabVIEW tool and its IMAQ vision toolbox is evaluated.

4. The proffered algorithm and methodology gives higher PSNR
values.

5. Algorithm work perfectly fine without any image distortion as
compared to most of the algorithms extant.

6. All the experiments were simulated using LabVIEW. IMAQ vision
toolbox provides basis forimage processing and analysis techniques
with mosteffective and easiest approach.
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