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ABSTRACT Software Watermark is a technique which helps in proving the ownership of the developer. In this paper

the design of VBSW is shown. In the remaining part of the paper the design of VBSW, properties of VBSW, and

comparison of VBSW model with previous work is given.

1. INTRODUCTION

A key element of any software is to protect the software from
various attacks and in case if any theft has occurred then the
developer must be able to prove their ownership[1][2][9][10]
[11][21]. Software Watermarking is one of the technique which
helps in proving the authentication of the developer in which
the developer embeds a secret message into cover message[6]
[71[8][13][14]. A lot of research was done in Software water-
marking but all this work is discussing on various embedding
techniques of a software watermark into a program [3][4][5]
[12][15][20] and the software watermark which was used for
embedding is a serial number or a unique identification of the
developer [16][17][18][19]. In this paper a new methodology
to obtain the software watermark, which is known as Version
Based Software Watermark, is given. The remaining part of the
paper discusses on the importance of the Version Based Soft-
ware Watermark, properties of VBSW and evaluation results of
the VBSW.

2. Problem Statement

Version Based Software Watermark is one of new approach of a
Software Watermark. It is making use of LOC and Version num-
ber of software which are the heart of any software. The Lines
of Code is the number of lines that have been used to develop
the software. While counting this number of lines the dummy
lines i.e the authors name, date of development, is not counted
for Lines of code. Version number is the latest software release.
Every release of the software has a new feature or a set of new
features with new version number. The Version Based Software
Watermark is calculated using the LOC and Version number of
the software. This is useful not only to prove the ownership of
the software but also can be protected from version attack and
lines of code attack. The goal of the work is that it must be dif-
ficult to retrieve the watermark by the attacker under different
conditions.

3. Design of Version Watermark
The flow chart for the calculating the Version Watermark:

Figure: Owner Figure: Client

The design of Version Watermark system consists of various
phases, in brief it can be explained that the version watermark
V is calculated, and inserted into the software, the watermark is
subjected to various transformations such as Tamper-proofing
and Obfuscation and the watermarked software is uploaded into
the Server. The client downloads the software from the Server,
and computes the new Version Watermark from the received
software and compares it with the received Version Watermark,
using a Recognizer function and co

4. Properties of Version Based Software Watermark

4.1 Toughness of a Version Based Software Watermark

Version Watermark that is embedded must be tough to reason-
able set of de-watermarking attacks and it must be possible to
recognize the watermark even after it is subjected to various at-
tacks.

T: A(S)-V

A(S) is the attack function where S is subjected to various at-
tacks, and it is possible to retrieve the original Version Water-
mark, V.

4.2 Magnitude of a Version Based Software Watermark

The Magnitude of Version Based Software Watermark is defined
as the magnitude of the Version Watermark must be very small
when compared to the magnitude of the software.

M(V)<M(S)

Where M(V) is the magnitude of the Version Watermark and
M(S) is the magnitude of the Software.

4.3 Covertness of a Version Based Software Watermark

The Covertness of a Version based Software Watermark is the
insertion of watermark does not change the statistical proper-
ties of software.

C(SH=C(S)

Where C(S") is the Covertness of the Version Watermark and
C(S) is the Covertness of the Software.

5. COMPARISON

1. In the previous Watermarking techniques various embed-
ding techniques are identified. In these techniques Water-
mark is a piece of secret information or an identity which
was embedded in a binary form into the software.

2. In our technique we have gone a new way of calculating the
watermark, which makes use of the LOC and version num-
ber of the software. This watermark known as Version Wa-
termark is inserted into the software.

3. In the previous work, the embedding algorithms are mak-
ing use of three parameters in which a key value is included
and it is assumed that the key value is shared between de-
veloper and the user.

4. In the proposed technique the Insertion algorithm is con-
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sisting of two parameters, and it is not making use a key new attacks are proposed related to the watermark known
value. Therefore distribution of key is not a problem in the as version attack and LOC attack, and how to overcome
technique. from these attacks are also discussed.

5. All the other techniques that are discussed are static or dy-
namic, but the proposed one is a semi-dynamic in nature. 6. CONCLUSION

6. Apart from the exiting attacks such as additive attack, sub- In this paper the concept of VBSW, design of VBSW, properties of
tractive attack, collusive attack, and distortion attack, two VBSW, and comparison with previous work were studied.
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