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ABSTRACT Our research aim is to present certain cyber attacker behavioral characteristics studied using agent based 
simulation modeling, highlighting their trends in the context of economic changes. There is to be determined 

that the overall behavior progression of such cyber threats is greatly influenced by economical shifts. 
While a constant improvement of technology and security controls is a characteristic of matured IT environments, in the case of up-
per middle developing countries that are still growing, organizations are managing security controls at lower levels and cooperation 
between business entities and regulatory institutions. By implying different reputational and operational risks exposures, the devel-
opment process of the cyber security framework is developing slowly within these organizations with the negative effect of being an 
open market for vulnerabilities exploitation.  
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1.	 Introduction
Agent based systems are a significant exploration domain, espe-
cially in the field of information technology and cyber security, 
with an extensive number of research starting from the fun-
damental roles, basics and its effects on private and public or-
ganizations (Amoroso, 2007), to comprehensive approaches of 
information assurance from both a national and global perspec-
tive covering risks, threats and emergency response planning 
(Knapp, 2009) and going through deep cyber warfare technical 
information sustained by real world examples and guidance on 
network defensive strategies (Andress and Winterfeld, 2011) 
up to the present by providing policies issues on a global scale 
as well as objectives and guidance for decision makers (Bayuk 
et al., 2012); on a more technical approach, research studies 
detailing encryption techniques, networking protocols, security 
standards and management systems are also provided (Zubairi 
and Mahboob, 2012).

2.	 Research Objectives
Though our research, we are attempting to determine the 
changes that occur in the behavior of a cyber-attacker in the 
context of macro-economic changes, with the purpose of raising 
awareness of required security controls and decision making 
strategies in response to the accelerated growth in complexity 
and intensity of malware threats. Defined parameters to moni-
tor the characteristics of the agents permit the performance re-
view and impact over the security elements. Economic changes 
considered as events motivate behavior to occur, and conse-
quences such as a high probability of not being caught sustain 
it (Jackson, 2012).

The general cyber security model proposed in prior work 
(Neghina and Scarlat, 2013) is defined with a focus on forecast-
ing methods and risk analysis of cyber threats. An overview of 
the components of the model is presented below:

Figure 1. Graphical result of the model

Based on the model design presented in fig. no. 1, it is highlight-
ed a significant degree of symmetry and interactions between 
actors, the optimization being applied based on its immedi-
ate scientific benefits as an effective approach to investigating 
cyber-defense mechanisms against network threats (Kotenko, 

2010). The characteristics of the cyber attacker’s behavioral 
model are designed to interconnect with each actor in a manor 
corresponding to the interactions and operational environment 
of a real IT security system. A graphical diagram of the cyber at-
tacker’s model input elements, expected output parameters as 
well as other impacting elements is presented below. 

Figure 2. Proposed cyber attacker agent architecture

For the current study, the economic factors (dynamics and avail-
ability of information to be obtained, investment rate in technol-
ogy and security of assets, etc.) are seen as a class of risk factors 
of a cyber-threat such as social or political activism, classified 
governmental data theft, foreign economic interest, leakage of 
business intelligence to be further traded on underground mar-
kets. 

Based on the existing Lewin’s equation in psychology, the math-
ematical statement of behavior as a function of the person P in 
their environment E (Sansone, Morf & Panter, 2004) B = ƒ(P, E), 
our aim is to express through a linear expression the profile of 
the cyber attacker based on the defined input characteristics, 
as follows:

(1)	Profile = f (TRL, CP, DE, APP, ST) 	

Table 1. Influencing variables of the cyber attacker’s behav-
ioral function

Var. Definition Explanation

TRL
Technology 
Readiness 
Assessment

The technological and security maturity 
level of the targeted entity, expressed by 
a qualitative variable ranging from 1 to 9 
(TRA Guidance, 2011).

CP Cooperation 
Percentage

Level of cooperation between entities 
(either private or public) to notify 
uncertain activity within private 
networks.

DE Motivation 
Dynamics of the entity’s economy, 
representing a general measure of the 
winnings expected by the cyber attacker.

APP Approach
Variable influenced by parameters such 
as attack approach – either structured or 
not, type of attack, etc.
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ST Skills and 
Tools

Variable influenced by the attacker’s 
experience and skills, available tools 
– more advanced that the available 
technology of the entity in scope, 
teamwork or not, etc.

In order to sustain our research, based on the National Institute 
of Statistics data, the trend of the investments indices within Ro-
mania for the previous year is a slightly increasing one, having a 
positive percentage rate of 2%, encouraging a more dynamic be-
havior of the cyber attacker. However, as per the previous year 
e-Threat Landscape Report (BitDefender, 2012), an increasing 
activity in cyber threats and behavior was forecasted for the 
following period, with a rate of approximately 6% from previ-
ous year, in 2011, presenting a more dynamic environment of 
the cyber threats. As highlighted in previous work (Neghina & 
Scarlat, 2013) the cyber attacker’s activity has a tendency to de-
velop more rapidly than decision makers may assess problems 
and determine appropriate countermeasures. Moreover, based 
on the study into cyber security (Security and Defense Agenda 
report, 2012), Romania ranked in the top most vulnerable coun-
tries to cyber-attacks and cybercrime, having a relative low level 
of resilience to cyber threats. It is considered a developing, up-
per middle income country (World Bank Institute, 2013) and is 
characterized by growing technological infrastructures with a 
middle maturity level that clearly represent new opportunities 
for cyber attackers in the context of economic changes. 

By increasing and decreasing the economic stimulation, how-
ever with a direct impact over the technological progress, we 
have obtained different modifications in the output of the cy-
ber agent behavior model. The effects were identified in certain 
schemes of events in which the cyber attacker agent was first 
monitored for a period of time after which the input parameters 
for economical characteristics are altered multiple times, deter-
mining lower values and increased ones:

Figure 4. Behavior agent parameters variation results

3.	 Discussions over Obtained Results	
We have set the first cluster of columns with an average level 
of 1 of all input and output elements of the model, generating 

a starting reference point. For the second one, we have slightly 
increased the economical parameter, with an influence over the 
technological parameter and an increase in the cyber attacker’s 
behavior. Such a situation is plausible for the malicious behavior 
of an individual hacker with the profile of a hacktivist. 

For the second and third simulation exercises, we have modi-
fied the technological input, slightly decreasing it, obtaining 
also a decrease for the economic aspects and for the behavior of 
the attacker. Interestingly enough is the fact that for the fourth 
cluster, the economical aspect was raised with the technical as-
pect kept constant and a significant increase in the dynamism of 
the behavior can be easily observed. This is explained as a real 
situation since the attacker will be provoked and would take ad-
vantage of the fact that the targeted gains may be higher, thus 
intensifying his activity and aggressiveness in actions. For the 
fifth simulation test we have increased the economic parameter, 
observing an approximately doubled activity for the cyber at-
tacker’s profile. We have considered this as a theoretical case, 
where the economy is developing over a very short period of 
time, attracting malicious behavior. 

The rest of the simulation trials are based on variations of the 
same principal situations described above, simulated for as-
sessment purposes in order to test a wide functional profile of 
malicious behavior, directly impacted by economic and techno-
logical drivers. To change this basic agent model into a signifi-
cant decision making data analysis tool, mainly for forecasting 
use and validation, additional work is required to correct and 
catalogue the characteristics of the involved actors in order to 
reflect to the best extent the capabilities the human behavior 
and actual situations. 

4.	 Conclusions and Future Work
It is important to see the cyber attacker in the context of the 
global model, being impacted by other actors and additional 
parameters. The model may support IT security analysts in 
verifying different hypotheses without any impact and time and 
resource consuming activities.

Open research areas are achieved by validating further the 
group cyber attacker’s characteristics, as they increase signifi-
cantly the impact they have as a formation on the same param-
eters and actors of the model. If the behavior of a cyber-attacker 
can be modeled, the anticipated impact on the security environ-
ment of an entity can be efficiently predicted, allowing for better 
planning and resources allocation.
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