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ABSTRACT

Full network level privacy has often been categorized into four sub-categories: Identity, Route, Location and
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Data privacy. Achieving full network level privacy is a critical and challenging problem due to the constraints
imposed by the sensor nodes (e.g., energy, memory and computation power), sensor networks (e.g., mobility and topology) and QoS
issues (e.g., packet reach-ability and timeliness). In this paper, we proposed two new identity, route and location privacy algorithms
and data privacy mechanism that addresses this problem. The proposed solutions provide additional trustworthiness and reliability
at modest cost of memory and energy. Also, we proved that our proposed solutions provide protection against various privacy disclo-
sure attacks, such as eavesdropping and hop-by-hop trace back attacks.

1.Introduction

With the spreading application of Wireless Sensor Networks
(WSNs) in various sensitive areas such as health-care, military,
habitat monitoring, etc, the need to ensure security and privacy
is becoming imperatively important. For example, in battlefield
application scenario, “the location of a soldier should not be ex-
posed if he initiates broadcast query” . In the meantime, query
must be transferred to the destination in an encrypted manner
via only trusted en-route nodes. Similarly, in habitat monitoring
application scenarios, such as Great Duck Island or Save-the-
panda application where large numbers of sensor nodes are
deployed to observe the vast habitat of ducks and pandas, an
adversary can try to capture the panda or duck by back-tracing
the routing path until it reaches the source sensor nodes. There-
fore, in order to prevent the adversary from back-tracing, the
route, location and data privacy mechanisms must be enforced.
With respect to these application scenarios, network level pri-
vacy has often been categorized into four categories:

1. Sender node identity privacy: no intermediate node can get
any information about who is sending the packets except
the source, its immediate neighbors and the destination,

2. Sender node location privacy: no intermediate node can
have any information about the location (in terms of physi-
cal distance or number of hops) about the sender node ex-
cept the source, its immediate neighbors and the destina-
tion,

3. Route privacy: no node can predict the information about
the complete path (from source to destination). Also, a mo-
bile adversary gets no clue to trace back the source node
either from the contents and/or directional information of
the captured packet(s), and

4. Data packet privacy: no node can see the information inside
in a payload of the data packet except the source and the
destination.

In order to achieve this goal, we incorporate basic design fea-
tures from related research fields such as geographic routing
and cryptographic systems. To our knowledge, we propose the
first full network level privacy solution for WSNs. Our contribu-
tion lies in following features.

¢ A new Identity, Route and Location (IRL) privacy algorithm
is proposed that ensures the anonymity of source node’s
identity and location. It also assures that the packets will
reach their destination by passing through only trusted in-
termediate nodes.

¢ A new reliable Identity, Route and Location (r-IRL) pri-
vacy algorithm is proposed, which is the extension of our
proposed IRL algorithm. This algorithm has the ability to
forward packets from multiple secure paths to increase the
packet reach-ability.

¢ A new data privacy mechanism is proposed, which is

unique in the sense that it provides data secrecy and packet
authentication in the presence of identity anonymity.

2. Network, Assumptions and Adversary Model

2.1. Network Model

A wireless sensor network (WSN) is composed of large number
of small sensor nodes that are of limited resource and densely
deployed in an environment. Whenever end users require infor-
mation about any event related to some object(s), they send a
query to the sensor network via the base station. And the base
station propagates that query to the entire network or to a spe-
cific region of the network.

Wireless Sensor Networis

Figure 1. Typical WSN scenario.

2.2. Adversary Model

¢ Device-rich: the adversary is equipped with devices like
antenna and spectrum analyzers, so that the adversary can
measure the angle of arrival of the packet and received sig-
nal strength

¢ Resource-rich: the adversary has no resource constraint in
computation power, memory or energy.

3. Proposed Scheme

3.1. Concepts and Definitions

In our proposed algorithms, we have used two notions: direc-
tion and trust. Both these notions (direction and trust) are used
to provide reliable (non-malicious and non-faulty) secure paths
for achieving robust route privacy. Direction: The first notion
used in our algorithms is that of direction. The physical location
of the base station is the reference point for each sensor node.
Based on this reference point, each node classifies its neighbor-
ing nodes into four categories: (1) forward neighboring nodes
(F), (2) right side backward neighboring nodes (Br), (3) left side
backward neighboring nodes (BI), and (4) middle backward
neighboring nodes (Bm).
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Figure 2. Neighbor node classification

Trust: The second notion used in our algorithms is that of trust.
The definition of a trust here is based on our other paper and
restated here. A node can be classified into one of the three cat-
egories trustworthy, untrustworthy, and uncertain.

Based on these successful and unsuccessful interactions node ¢ can calculete the trust value of node

yinfollowing fashion:
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Mp(Ty) =4 uncertain

untrustworthy

Algorithm 1 IRL - Routing at Source Node.

I: previgp + W nextpgy + 0
if M(tg) # 0 then
nextyoy k) = Rand(M (tp));
else
if M(tp,)UM(tg,) # @ then
nextpop(k)= Rand(M (g, ) U M(tg,)):
else if M(tp,, ) # 0 then
nextpop(k)= Rand(M (tg,, )):

else

10 Drop packet and Exit;

it:  endif

12 end if

13: Set prevpgy = myig;

14 Form pkt p = {preungp, nezthop, seql D, payload};
15: Create Signature and save in buffer;
16: Forward packet 0 nextygp!

{7: Set timer At = Eﬁ X pr;

18 while Af = truedo

19 Signature remains in buffer;

20: end while

21: Signature removed from buffer;

Algorithm 2 IRL - Routing at Intermediate Node.

1: nertnop +— B
2 Miemp =0

3: if Signature of new packet already exists in buffer then

4: Mycmp {Micmp} + Lasttime Prevyg,
5: Mycmp {Micmp} + LasttimeNeriy,g
G Set counter = times Recevied Be fore + 13
T Remowve signature from buffer;

#: if counter = 3 then

@ Drop packet and exit;
10 end if
11: end if

122 Myprnp = {Miemp} + Prevyo,

13 if (M (ip) — {M(tg) [ Micmp}) # 0 then

14: neripa(k) = Rand(M (tg) — {M(tr) [T Micmg )z
15: else

16 if packet came from 5. then

17: Miempr = M (tg ) UM (tg,,)

18: if Micmp: 7 0 then

19: neripoy(k) = Rand{Memp1 ):

20: else if AL (g “ @ then

21: nexripoplk) = Rand(M (tg, ) — {M(tg )M Micmp}
22: else

23: Drop packet and Exit:

24: end if

25: else if packet came from /) then

26: Miempz = M (g ) U M(te_)

27: if Mycrmpz # 0 then

28: nexrtrop(k) = Rand(Mecmpz — { Miempz [ Miemp } )
29: else if M (fg,) # 0 then

30 nextpop(k) = Rand(M (g ) — {M{ig ) ﬂ.-'lh,,mp 1
3l else

32: Drop packet and Exit:

33 end if

34: else

35: Myernpa= M(tg ) U Mtg)

3a: if Mycrmps # 0 then

3T: nertpap (k)= Rand(Mycmps — { Micmps [ Miemp 0
38: else if M (fg ) # O then

39: nerfpap (k)= Rand(M (fg_ ) — {M (s, ) [ Micmp
A6 else

41: Drop packet and Exit;

4 end if

43: end if

44: end if

45: Rest is same as Algorithm 1 from lines 13:21;

Figure 3. Sample routing scenario of IRL scheme.
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This routing strategy may result in the creation of a cycle (loop).
However, due to the randomness in the selection of the next-hop
and the presence of the different four direction sets, the prob-
ability of creation of any cycle is very low. Nevertheless, in order
to fully avoid the occurrence of the cycles, each node (prior to
forwarding of a packet) will save the signature of the packet in
the buffer for the 6t time, that is:

where D is the distance between the forwarding node and the
base station, d is the distance between the forwarding node and
the next hop, and pt is the propagation transfer time between
the forwarding node and the next hop. This signature consists of
two fields: (1) sequence number of the packet, and (2) the pay-
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load. Corresponding to this signature, three more fields are also
stored in the buffer: (1) previous hop identity, (2) next hop iden-
tity where the packet is forwarded, and (3) counter, that tells
how many times the same packet is received by the node.
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Figure 4. Three sample cycle detection and prevention sce-
narios.

Our proposed data privacy approach provides several benefits.
Firstly, data secrecy is achieved in the presence of identity ano-
nymity. This feature is not available in earlier proposed privacy
schemes. Secondly, the base station will receive both the iden-
tity of the actual source node and message authentication. If the
packet has been successfully decrypted with the shared secret
key, it means that packet is received from genuine sensor node.

4. Analysis and Evaluation

4.1. Security Resiliency Analysis

Suppose we have an adversary A who strives to defeat our priva-
cy protocols and guess the original source node. We will distin-
guish between two kinds of nodes. A source node is the original
sender of a packet g and a forwarding node is the node that for-
wards a packet to another node until it reaches the destination.
Hence the source node is also a forwarding node.

We will deal with separate cases. Given a packet g and a subset
of nodes N/, find out the sender node s. In other words, the algo-
rithm for the adversary takes two inputs and outputs a node s’
Namely A(g,N") = s". If s” = s, the adversary succeeds in defeating
our protocol. We have to find:

Pr[A(g,N’) = s], which is the probability for an adversary to find
out the sender node. Our assumption I s that, from an adver-
sarial perspective, all nodes are equally likely to be senders of a
packet. This does not necessarily mean that the network traffic
is uniformly distributed. Notice that if the adversary knows be-
forehand which nodes are more likely to send packets, then no
privacy preserving method can
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4.2. Memory Consumption Analysis

Each sensor node needs to maintain one table that contains the
list of neighboring nodes, their direction and their trust states
as shown in Table 2. Node identity can be represent in two bytes

Table 2. Neighbor list table at sensor node.

Past inferactions based

on time window
Neighbor Successful | Unsuccessful
nodelD | Direction | interactions | interactions | Trust value
(Integer) (Sey) (Usy)
| Fooy (105 4]..] ] 90

Mo By [ 5).|7|0].]3]| T
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Table 3. Memory requirement in bits.

PFR [3] (16+1)M bits

PSR [4] (16+16+1)M bits

SAS[5] K{4M+2N)+16M bits

CAS [3] K(6+7M)+16M bits
[RL/r-IRL | M(26 + 32At) + b, + ks pobits

4.3. Energy Consumption Analysis
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In this section, we will show the efficiency of our routing strate-
gies with existing schemes. Energy is computed based on the
communication overhead (including transmission and recep-
tion cost, path length) introduced by our proposed routing pro-
tocols and compared it with other existing schemes.

Table 4. Simulation parameters.

Network Number of nodes 300
specific Distance b/w nodes 50 units
Mobility of nodes Zero

Sensor node’s Initial battery | 1 x 10°]

Power consumption for trans. 1.6W

Node Power consumption for recv. 1.2W

specific Idle power consumption 1.I5W

Carrier sense threshold 365 10W

Receive power threshold | 1.55¢1'W

Frequency 9.14¢
Trans. & Recv. antenna gain 1.0
Protocal & Application CBR

Application | Reliability param. r for r-IRL 3
specific | hy, param. for PFR & PSR 10

We have compared our proposed IRL and r-IRL algorithms with
the four variations of phantom routing schemes that are:

1.

2.

Phantom single path routing scheme with hop-based ap-
proach (PSR-hop).

Phantom single path routing scheme with sector-based ap-
proach (PSR-sec).

Phantom flood routing scheme with hop-based approach
(PFR-hop).

Phantom flood routing scheme with sector-based approach
(PFR-sec).We did not compared our schemes with the SAS
and CAS [5] schemes because the authors did not propose
any routing strategy.

Figure 6, Energy consumption analysis: simulation time: 5,000,
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5.4. Path Diversity Analysis

Strength of route privacy is dependent on path diversity. High
path diversity provides strong route privacy and low path diver-
sity provides weak rout privacy. Path diversity can be catego-
rized into two types.

1.

2.

Length variation: Path could be long or short and mainly
dependent on routing scheme.

Path variation: Each packet may follow different route. It is
also dependent on routing strategy..

Our proposed routing strategies (IRL and r-IRL) have both fea-
tures. Because of the concept ofdirection , proposed schemes
provide more length variation and because of the randomness

Figure 7. Path diversity of privacy schemes.
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4.5. Discussion

From the memory, energy and path diversity analysis, we see
that our solution is optimal especially with respect to the PSR-
hop scheme. However, at a modest cost of memory and energy,
our solutions provide full network level privacy as compared
with the other existing schemes. This cost is justifiable because
we have additionally achieved trustworthiness and reliability
(in terms of packet reach-ability). With this level of resource
consumption, our solutions can easily be used on real sensor
nodes, for example, MICA2 sensor node has ATMega 128L micro
controller (8 MHz @ 8 MIPS), 128 Kbyte program flash memory,
512 Kbyte measurement (serial) flash, and 4 Kbyte EEPROM .

5. Conclusions and Future work
Existing privacy schemes of WSNs only provides partial net-
work level privacy. Providing full network level privacy is a criti-

cal and challenging issue due to the constraints imposed by the
sensor nodes (e.g., energy, memory and computation power),
sensor network (e.g, mobility and topology) and QoS issues
(e.g., packet reach-ability and timeliness). Therefore, in this
paper we proposed the first full network level privacy solution
that is composed of two new identity, route and location privacy
algorithms and data privacy mechanism. Our solutions provide
additional trustworthiness and reliability at modest cost of en-
ergy and memory. We also proved analytically that our solutions
provides protection against an adversary who is capable of per-
forming privacy disclosure attacks such as eavesdropping and
hop-by-hop trace backing.

In our future work, we will evaluate our proposed schemes from
the perspective of computation cost that is required to perform
encryption and random number generation.
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