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ABSTRACT Though the immense development in digital information technology has brought us in the era of powerful

information, we are having some severe challenging issues related with information. One of them is the cred-
ibility of information. Today, editing or modifying the content of a digital video can be done efficiently and seamlessly. In this paper
we present a brief survey on video authentication. We have also discussed the video authentication regarding robustness. Further we
have classified the existing video authentication techniques and explained with their short coming. Moreover the difficult scenarios

for video authentication have also given by us.

INTRODUCTION

In P2P file sharing systems like Bit Torrent, eMule etc., each user
acts as a relay which not only receives the requested contents
but also forwards the received portions to other users file shar-
ing systems, various digital formats such as JPEG, BMP,GIF for
images and MPEG,H.264/AVC for videos, are available for shar-
ing. On the other hand[1], the un-trusted intermediaries might
tamper with the media for a variety of reasons, such as inter-
fering with the distribution of particular files or piggybacking
unauthentic content.

The problem become more challenging if some legitimate ad-
justments, such as cropping and resizing an image are allowed
in addition to lossy compression. Here, additional adjustments
might not change the meaning of the content, but could be mis-
classified as tampering [1].

In some applications the authenticity of any given video is of
paramount interest such as in video surveillance, forensic inves-
tigations, law enforcement and content ownership [29]. For ex-
ample, in court of law, it is significant to verify the authenticity
of any video that is used as evidence. As in another scenario, for
example, if a stationary video recorder for surveillance purpose,
is positioned on the post of a railway platform to record every
activity on that platform along a side, it would be quite simple
to remove a certain activity, people or even an event by simply
eliminating a handful of frames from these type of videos. On
the other hand it would also be feasible to insert, into these vid-
eos, certain objects and people, taken from some other cameras
and in different time. So video authentication is a process which
ascertains that the content in a given video is authentic and ex-
actly same as when captured.

VIDEO TAMPERING

A continuous video sequence V_(xyt) is a scalar real valued
function of two spatial dimensions x and y and time t, usually
observed in a rectangular spatial window W over some time in-
terval T. If B(x,y,t) is modification vector then the tampered vid-
eoM_ (xyt) would also be a scalar real valued function of spatial
dimensions x and y and time t as follows:

M, (xyt)=Bxyt)+V_(xyt)

When the content of information, being produced by a given
video sequence is maliciously altered, then it is called tamper-
ing of video data. It can be performed for several purposes, for
example to manipulate the integrity of any individual. Since a
vast range of sophisticated and low cost video editing tools and
software are available in the market that make it easy to ma-
nipulate the video content information maliciously, it projects
severe challenges to the researchers to be solved.

2.1. Video Tampering Attacks

There are several possible attacks that can be applied on a
video to alter the contents of a video data. Formally a panoptic
range of authentication techniques have been proposed by the

researchers in the literature but most of them have been pri-
marily focused on still images. In various applications, due to
immense availability of information in videos, it may be more
important if the video authentication system can tell where the
modifications happened and how the video is tampered [5].
On considering these where and how, the video tampering at-
tacks can be classified into different categories. A lot of works
have been done that concisely address the classification based
on where [29], [5]. And some papers address the classification
based on how [28]. In general, finding where the video data is
modified is more efficient than to find out how the video data is
tampered. When a video is being recorded by a video recorder, it
captures the scene which is in front of the camera lens, frame by
frame, with respect to time. Number of frames being captured
by video recorder in a second depends on the hardware specifi-
cation of the recording device. Thus a video can be viewed as a
collection of consecutive frames with temporal dependency, in
a three dimensional plane. This is called the regional property
of the videos. When a malicious modification is performed on a
video, it either attacks on the contents of the video (i.e. visual
information presented by the frames of the video), or attacks on
the temporal dependency of the video. Therefore based on the
regional property of the videos, the video tampering attacks can
be broadly classified into three categories: spatial tampering at-
tacks, temporal tampering attacks and the combination of these
two, spatio-temporal tampering attacks [5]. They can be further
classified into their subcategories.

2.1.1. Spatial Tampering

In spatial tampering malicious modifications are performed on
the contents of the frames (X-Y axis) of videos. The operations
that can be performed as tampering attack in spatial tampering
are cropping and replacement, morphing, content (object) add-
ing and removing etc [5]. These attacks can be efficiently per-
formed with the help of sophisticated video editing tools and
software as Photoshop, etc.

2.1.2. Temporal Tampering

In temporal tampering manipulation is performed on the se-
quence of the video frames. The focus is on the temporal de-
pendency. Temporal tampering attacks mainly affect the time
sequence of visual information, captured by video recording de-
vices. The common attacks in temporal tampering are frame ad-
dition, frame removal and frame reordering or frame shuffling.

2.1.3. Spatio-Temporal Tampering

Spatio-temporal tampering attacks are the combination of the
spatial and temporal, both kinds of tampering attack. Frame
sequences are modified as well as visual contents of the video
frames are modified in the same video. The video authentica-
tion system should be able to identify both kinds of tamper-
ing.

All these tampering attacks are further classified into their sub-
categories. Spatial tampering can be in effect either at block
level or at pixel level. In both the cases the objects of the video
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frames are modified. Further the objects of the video frames are
classified into two categories: Foreground objects and Back-
ground objects. The foreground objects are those which are
captured as individual elements, excluding the background, in
a frame of the video. And the background object is the back-
ground part of the video frame excluding all of the foreground
objects. The different pieces of visual information shown in the
video frames are modified in spatial tampering attack. Basically
the contents of the video frames are treated as objects. Based on
these objects and their classification the spatial tampering can
be further classified as shown in the following figure.
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Fig.1. Spatial Tampering Classification
Fig. 1 shows an explicit classification of spatial tampering at-
tacks in reference of objects of the frames.

2.1.1.1. Object Removal Attack

In object removal attack, the objects of the video frames are
eliminated. This kind of tampering attack is commonly per-
formed where a particular person wants to hide his/her pres-
ence in a certain sequence of video frames. With this kind of
tampering attack he /she may disappear in a specific time do-
main, recorded in the video. This attack can be performed with
both kinds of object, foreground objects and background object,
as shown in Fig. 2

2.1.1.2. Object Addition Attack

When an object is injected deliberately in a video frame or in a set
of video frames then there is a kind of spatial tampering attack:
say Object addition attack. In any video, which can be treated as
evidence, an additional object can be pasted in a frame or set
of frames, with the help of sophisticated video editing software
to mislead the investigation agencies as well as court of law. As
shown in fig. 3, it can also be performed with both kinds of ob-
jects, foreground objects and background objects.

Original Frame
Fig. 2 {a).

Tampered | rame

Orriginal Frame

Tampered Frame
Fig. 2 {b).
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Fig.2. Example of object removal attack. Fig.2 (a) shows ob-
ject removal attack with foreground object, where a device is
removed from the original frame in tampered frame. Whereas
Fig.2 (b) shows the object removal attack with background ob-
ject. Here an object from the background wall is eliminated from
the original frame in tampered frame.

2.1.1.3. Object Modification Attack

In Object modification attack, any existing object of the video
frame(s) can be altered in such a way that the original identity of
that object is lost, and a new object may be in appearance which is
totally different from the original object. The object modification
attacks can be existed in many prospects in the given video. For
instance, the size and shape of the existing object may be changed,
the color of the object may be changed or it may be discolored, and
with the help of additional effect the nature of the object and it’s re-
lation with other objects also may be changed. In fact it is very hard
to detect this kind of attack for authentication systems, since these
attacks are performed at pixel level. The authentication systems
should be robust enough to differentiate this kind of attack with
the normal video processing operations. Fig.4 shows a typical ex-
ample of object modification attack where the face of a person has
been changed in such a way that a new person’s face is introduced
in the altered frame. These attacks can also be performed with both
kinds of objects, foreground and background objects.

Besides spatial tampering, temporal tampering attacks have also
sub classifications. Temporal tampering attacks can be performed
at scene level, shot level and frame level, but the primary focus is
on attacking the temporal dependency of the frames of the video.

Original Frame Tampered Frame

Fig.3. (a)

Original Frame Tampered frame

Fig.3. (b)

Fig.3. Example of Object Addition attack. In original frame of
Fig.3 (a) one persons is there as major foreground objects, while
in tampered frame of Fig.3 (a) an additional person as a fore-
ground object is added. In tampered frame of the Fig.3 (b), not
only a foreground object is added but also an additional wall as
a background object, in the middle of the frame, is added.

Original Frame

Tampered Frame
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Fig.4. Example of Object modification attack. The face of the per-
son in original frame is modified in tampered frame, in such a
way that the new face of the person cannot be identified as the
same as in original frame.

We call it “Third dimensional (dimension with respect to time)
attack’ on the video sequences. Therefore based on this third
dimensional attack we can classify the temporal tampering at-
tacks into following categories.

2.1.2.1. Frame Addition Attack

In frame addition attack, additional frames from another video,
which has the same statistical properties, are intentionally in-
serted at some random locations in a given video. This attack
is intended to camouflage the actual content and provide incor-
rect information [29]. A typical example of the frame addition
attack is shown in fig. 5.

2.1.2.2. Frame Removal Attack

In frame removal attack the frames of the given video are inten-
tionally eliminated. In this kind of attack frames or set of frames
can be removed from a specific location to a fixed location or
can be removed from different locations. It depends upon the
intention. Commonly this kind of tampering attack is performed
on surveillance video where an intruder wants to remove his/
her presence at all. Fig. 6 shows a typical example of frame re-
moval attack

Added Frame Frame 26

Fig.5 Example of Frame addition attack. In first row the original
frame sequence from frame 6 to frame 25 has been shown. After
attack, the second row of the frames shows the altered frame
sequence in which a new frame is inserted between frame 6 and
frame 25. And frame 25 becomes frame 26.

Frame 6

Frame 193

Frame 434

Fig.6 Example of Frame removal attack. The first row of this fig-
ure shows the original frame sequence with frame 193, frame
411 and frame 435. In second row of the frame sequence, which
shows the tampered frame sequence with frame removal attack,
frame 411 is eliminated from the video and hence frame 435
becomes frame 434.

2.1.2.3. Frame Shuffling Attack

In frame shuffling attack, frames of a given video are shuffled or
reordered in such a way that the correct frame sequence is in-
termingled and wrong information is produced by the video as
compared to original recorded video. Fig. 7 shows a typical ex-
ample of frame shuffling attack where two frames are shuffled.
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Frame 152 Frame 153 Frame 242

Frame 152 Frame 183

Frame 242

Frame 152 Frame 183 Frame 242 Fig.7. Example of Frame shuf-
fling attack. The first row of this figure shows the original frame
sequence with frame 152, frame 183 and frame 242. After the
frame shuffling attack, the original frame sequence is tampered
as shown in second row of the figure where the positions of
frame 152 and frame 242 have been changed.

3. STATE OF THE ART REVIEW

By definition, authenticity means sometimes “as being in ac-
cordance with fact, as being true in substance”, or “as being
what it professes in origin or authorship, as being genuine” [30].
Similarly authentication means to prove that something is “ac-
tually coming from the alleged source or origin” [31]. In general,
over the last few years Video authentication has received con-
siderable attention by academic world and researchers.

As shown in fig. 8, A typical video authentication system initially
starts with the feature extraction. After that, it undergoes the
process of specific video authentication algorithm, the authen-
tication data H is generated using the features of the video. This
generated data H is encrypted and packaged with the video as a
signature or instead it can be embedded into the video content
as a watermark. The video integrity is confirmed by computing
new authentication data H' for the given video. To check the
authenticity of the data, the new authentication data H' is com-
pared with decrypted original authentication data H. If both are
matched, the video is treated as authentic else it is constructed
to be tampered.

3.1. Classification of Authentication Techniques

The image/video authentication is frequently needed in digital
forensic investigations. In digital forensics, the user validates
the authentication of an image/video solely by checking the re-
ceived content [33]-[35].

Watermarking is an another way for insuring the trustworthiness
of video information. A semi fragile watermark is embedded in
to the video frames. User can assure the authenticity by extract-
ing the watermark from the received content. The system design
should ensure that the watermark survives lossy compression
but that it breaks as result of malicious manipulations [1].
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Cryptographic hashing might also be use for image authentica-
tion. In this technique, the user checks the integrity of received

IJSR - INTERNATIONAL JOURNAL OF SCIENTIFIC RESEARCH 63




Volume :2|Issue:2 | Feb 2013 « ISSN No 2277 - 8179 Research Paper

content using a small amount of data derived from the original
content[1].

Many hash base image authentication system achieve robust-
ness against lossy compression by using compression invariant
features.

The two fundamental schemes for authentication are fragile
watermarking and digital signatures [5]. Moreover the work is
done on intelligent techniques for video authentication. Apart
from these digital signature, fragile watermarking and intelli-
gent techniques, some other authentication techniques are also
introduced by researchers. We are giving here a short classifica-
tion of video authentication techniques.

3.1.1. Digital Signature Based Authentication

Integrity of multimedia data can be significantly verified by
digital signature. Diffie and Hellman were the first,to introduce
the authentication of multimedia data in 1976[26]. In the au-
thentication process, digital signatures can be saved in two dif-
ferent ways. Either they can be saved in the header part of the
compressed source data, or it can be saved as an independent
file. Moreover they can be produced at the time of verification.
In the prospective of robustness, its provides enhanced results
since the digital signature remains unchanged when the pixel
values of the images/videos are changed. The authenticity of
the digital signature of the signer to the data depends on the
content of data on some secret information which is only known
to signer [27].Therefore, the digital signature cannot be copied,
and the end user can verify a received multimedia data by in-
vestigating whether the contents of data match the information
put across in the digital signature. The Johns Hopkins Univer-
sity Applied Physics Laboratory (APL) has developed a system
for authentication of digital video [7]. To compute secure com-
puter generated digital signatures for information recorded by a
standard digital video camcorder in the authentication system.
In the process of recording, compressed digital video is simul-
taneously written to digital tape in the camcorder and broad-
cast from the camera into the Digital video authenticator. In this
authentication system, video is divided into individual frames
and three unique digital signatures are produced per frame-one
each for video, audio and (camcorder) control data- at the cam-
corder frame rate. The process which is used is the key cryp-
tography. In this process two keys were used. The first key is
called a “private” key, it is used to generate the signatures and
is destroyed when the recording is complete. The second key
is a “public” key, which is used for verification. The signatures
that are generated make it simple to identify tampering. If a
frame, which is added, would not have a signature then it will be
detected immediately and if an original frame is tampered, the
signature would not match the new data and it will be detected
in verification procedure. To generate the digital signature, Dit-
mann [17] and Queluz [18] used the feature edge /corner of the
image. It is stated that this feature is robust against high quality
compression and scaling but the difficulty is that the signature
generated based on the edge is too long, and the consistency of
the edge itself is also a difficulty. The tampered regions were de-
tected by the digital signature and watermarking, but often they
are too fragile to resist incidental manipulations. For this type of
incidental manipulations structural digital signature [23] can be
used for image authentication. This approach makes use of an
image’s content to construct a structural digital signature (SDS)
for image authentication. In this approach [23], many incidental
manipulations which can be detected as malicious modifica-
tions in other digital signature verifications or fragile water-
marking schemes, can be ignored. In the scenario of a station
streaming video over network, it is significant for the audiences
to have guarantees that the video stream they are watching is
indeed from the station. Schemes that are used for this purpose
can prevent the malicious parties from injecting commercials or
offensive materials into the video streams. Actually this prob-
lem has been covered in information security called streaming
signing [12] [13], which is an extension from message signing
by digital signature schemes. A separate authentication code is
written in [3] from the blocks of the video frames. Here the au-
thors Po-Chyi Su et al use the approach of scalar/vector quanti-
zation on the reliable features. Once the authentication code is

written, it is transmitted along with the video. Thus the authen-
ticity of the given video content can be checked by matching the
extracted feature with the transmitted authentication code.

In [1] Authors describe a two state channel that models the tar-
getimage and then present the image authentication system us-
ing distributed source coding.

In their proposed authentication system a pseudorandom pro-
jection (based on randomly drawn seedKs ) is applied to the
original image x and its projection coefficients X, which are
quantized to yield Xq. The authentication data are comprised
of two parts both derived from Xq. The Slepial-Wolf bit stream
S(Xq) is the output of Slepial-Wolf encoder based on LDPC codes
[2] and the much smaller digital signature D(Xq,Ks) consist of
the seed Ks and a cryptographic hash value of Xq signed with
a private key.

The authentication data are generated by a server upon request.
Each response uses are different random seedKs. which is pro-
vided to the decoder as part of the authentication data.

At the receiving end the user seeks to authenticate the image y
with authentication data S(Xq) andD(Xq ,Ks) . It first projection
image y to Y in the same way as during authentication data gen-
eration using the same random seedKs. A Slepial-Wolf decoder
reconstructs Xv' from the Slepial-Wolf bit stream S(Xq) using Y
as side information. Finally the image digest of Xq' is computed
and compared to the image digest, decrypted from the digital
signature D(Xq,Ks) using a public key. If these two image digest
do not match, the receiver recognizes that image y is tampered.

Similar to Dittmann’s [17] content based digital signature ap-
proach for image/ video authentication using edge characteris-
tics, Bhattacharjee and Kutter [25] projected a scheme to gener-
ate a digital signature by encrypting the attribute positions in
an image. In this approach authentication is accomplished by
comparing the positions of the feature point extracted from the
targeted image with those decrypted from the previously en-
crypted digital signature.

3.1.2. Watermarking Based Authentication

Watermarking always remains an important issue for solving
authentication problems regarding digital multimedia data, in
past few years. A wide range of watermarking techniques have
been proposed by various researchers in literature. Based on
the application areas, watermarking can be classified in differ-
ent categories [28]. Beside to ensure the integrity of the digital
data and recognizing the malicious manipulations, watermark-
ing can be used for the authentication of the author or producer
of the content. Watermarks can be embedded with the multi-
media data, without changing the meaning of the content of the
data. The advantageous feature with the watermarks is that,
they can be embedded without degrading the quality of multi-
media data too much. Since the watermarks are embedded in
the content of video data, once the data is manipulated, these
watermarks will also be modified such that the authentica-
tion system can examine them to verify the integrity of data. In
[4], authors describe the use of video authentication template,
which uses a bubble random sampling approach applied for
synchronization and content verification in the context of video
watermarking. The authentication template is introduced in or-
der to ensure temporal synchronization and to prevent content
tampering in video sequences [4]. Basically in past few years,
an increasing use of digital information in our society and avail-
ability of very sophisticated and low cost video editing software
creates problems associated with copyright protection and au-
thentication. The owners or producers of information resources
are being worried of releasing proprietary information to an
environment that appears to be lacking in security [9]. On the
other hand with the help of powerful video editing software one
can challenge the trustworthiness of digital information. In [9],
M. P. Queluz presents the generic models with labeling and wa-
termarking approaches for content authentication. In labeling
based approach authentication data are written in separate file
[9], while in watermarking based approach the authentication
information is embedded in the frames. In this labeling-based
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authentication system, features C and C" are extracted from the
original and modified pictures respectively as according:

C=f(1),C'=f ( 1) In order to assure the authenticity of the la-
bel content, it is signed in a trustworthy way, that is, the label is
encrypted with a private key(Kpr). The label content is produced
as:

L=EKpr (C,C_)

Where C, is optional information, says Complementary Informa-
tion, about the frame and its author, assigned by an author soci-
ety. In the authentication system the corresponding public key
Kpu is used to decrypt the label, producing:

C,C_=EKpu(L)

Moreover in [9] M. P. Queluz presents two classical image fea-
tures for image/video content authentication. The first image
feature is concerned with second order image moments. The
second feature relies on image edges and it takes the problem of
image/video authentication from a semantic view [9]. In image
moments feature, for a two dimensional continuous function
f(x, y), the moments of order (p+q) is defined as

o Il %Py flxy) dx dy

—oo

For p,q=0,1,2,.............

For a digital image the above equation would be as follows:

mpg = ) ) P (i)
i

Where f(i,j) represents image color values at pixel site (i, j).
Moments are usually normalized dividing it by the image total
mass, defined as};, Zi f(i,j). Chang-yin Liang, et al [16] proposed
a video authentication system which is robust enough to sepa-
rate the malicious attack from natural video processing opera-
tions with the cloud watermark. In the authentication system
[16], first of all, the video sequence is split into shots and the
feature vectors are extracted from each shot. Then the extracted
feature is used to generate watermark cloud drops with a cloud
generator [16]. Here, for robustness, content based and semi
fragile watermark is used for authentication. In this authentica-
tion technique DCT coefficients are evaluated first by partially
decoding the given video. After watermarking, the video is en-
coded again [16]. The extracted watermarks are compared with
the features derived from the received video, to check the au-
thenticity of the given video.

3.1.3. Intelligent Authentication Techniques

Intelligent techniques for video authentication use database of
videos. The database comprises authentic video clips as well as
tampered video clips. As in [29], the authors proposed an intel-
ligent technique for video authentication which uses inherent
video information for authentication, thus making it useful for
real world applications. The proposed algorithm in [29] is vali-
dated using a database of 795 tampered and non tampered vid-
eos and the results of algorithm show a classification accuracy
0f 99.92%. The main advantage of intelligent techniques is that
they do not require the computation and storage of secret key or
embedding of watermark. The algorithm in [29] computes the
local relative correlation information and classifies the video as
tampered or non-tampered. Here the algorithm uses Support
Vector Machine (SVM) for the classification of the tampered and
authentic videos. SVM [10] is a powerful methodology for solv-
ing problems in non linear classification, function estimation
and density estimation [11]. This algorithm [29] is performed
in two stages: (1) SVM training and (2) Tamper detection and
classification, usingSVM. In SVM training, the algorithm trains
the SVM by using a manually labelled training video database,
if the video in the training data is tampered, then it is assigned
the label -1 otherwise the label is +1 (for the authentic video).
From the training videos, relative correlation information be-
tween two adjacent frames of the video is computed, with the
help of corner detection algorithm [14]. Then relative correla-

tion information RC is computed for all adjacent frames of the
video with the help of

m
1
RC=— > L,
m £
=1

Where Li is local correlation between two frames for i=1,2,...
m. and is the number of corresponding corner points in the
two frames. The local correlation information RC is computed
for each video and the RC with the label information of all the
training video data are provided as input to theSVM. With this
information of all the video in video database, the SVM [10] is
trained to classify the tampered and non tampered video data.
Output of SVM training is a trained hyper plane with classified
tampered and non tampered video data. In [24], authors inte-
grate the learning based support vector machine classification
(for tampered and non tampered video) with singular value
decomposition watermarking. This algorithm is independent of
the choice of watermark and does not require any key to store.
This intelligent authentication technique embeds the inherent
video information in frames using SVD watermarking and uses
it for classification by projecting them into a non linear SVM hy-
per plane. This technique can detect multiple tampering attacks.

3.1.4. Other Authentication Techniques

Apart from digital signature, watermarking and intelligent tech-
niques, various other techniques are proposed by researchers
for authentication purpose of digital video in the literature. In
[19], an authentication scheme for digital video is introduced
which is based on motion trajectory and cryptographic secret
sharing [19]. In this scheme, the given video is first segmented
into shots then all the frames of the video shots are mapped to
a trajectory in the feature space by which the key frames of the
video shot are computed. Once the key frames are evaluated, a
secret frame is computed from the key frames information of
the video shot. These secret frames are used to construct a hi-
erarchical structure and after that final master key is obtained.
This master key is used to identify the authenticity of the video.
Any modification in a shot or in the important content of a shot
will be reflected as changes in the computed master key. Here
trajectory is constructed, using the histogram energy of the
frames of the video shot.

Once the key frames are computed these are utilized to compute
the secret frame by extrapolation. Now an interpolating polyno-
mial f(x) is computed by using key frames as follows.

paad | aay §

j=1 1=1 -"j_-"i ]

This is Lagrange interpolation formulation where the xi posi-
tion refers to each key frame and li is the pixel value of the key
frames. By using this equation and extrapolation a frame at x=0
is computed, which is regarded as the secret key. Considering
the set of secret keys as another set of shares, the master key
frame is computed for that particular video. With this scheme
any video can be authenticated by comparing its computed
master key with the original master key. This comparison can
be performed by using the general cosine correlation measure
given by:

Ip. Iy
o Iyl

Where [ and I are the original master key and the new master
key cosidered as vectors. The similarity value would be in the
range [0, 1] and if sim = 1, the two master keys would be the
same, however if sim = 0, the two master keys would be differ-
ent. In [20], the key frames are selected by deleting the most
predictable frame. In the approach of [21], the key frames are
extracted from a video shot based on the nearest feature line.
The work in [22] authenticates a video by guaranteeing the ed-
ited video to be the subsequence of the original video using a
special hash function. The MPEG video standard is one of the
most popular video standards in today’s digital era. In [15]
Weihong Wang and Hany Farid have been worked on MPEG
video standard( MPEG-1 and MPEG-2 ) in this paper they spe-
cifically show how a doubly compressed MPEG video sequence

sim =
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introduces specific static and temporal statistical perturbations
whose presence can be used as evidence of tampering. In [6]
Hany Farid describes three techniques to expose digital forger-
ies in which the approach is to first understand how a specific
form of tampering disturbs certain statistical properties of an
image and then to develop a mathematical algorithm to detect
this perturbation. These are Cloning, Lighting and Retouching.
In Cloning, a digital image is first partitioned into small blocks
of the regions. The blocks are then reordered so that they are
placed a distance to each other that is proportional to the dif-
ferences in their pixel colors [6]. Since it is statistically unlikely
to find identical and spatially coherent regions in an image,
therefore their presence can be used as evidence of tampering.
In lighting approach the direction of an illuminating light source
for each object or person in an image is automatically evaluated
by some mathematical techniques. The retouching technique
exploits the technology by which a digital camera sensor re-
cords an image, for detecting a specific form of tampering.

4. DIFFICULT SITUATIONS FOR VIDEO AUTHENTICATION
The surveillance systems has to face the great challenge for the
storage and transmission costs of the video clips. So, to reduce
the storage and transmission cost only the essential video clips
which contain objects of importance are necessary to be sent and
stored. Further, in majority of the video surveillance applications,
background object changes very slowly in compared to foreground
objects. A feasible and efficient solution for this problem is that
only the significant objects generally foreground objects are sent
out frame by frame in real time while the background object is sent
once in a long time period. In such surveillance applications, it is
important to provide shield to the authenticity of the video like the
authenticity against malicious alterations and the authenticity for
the detection of the video source. In surveillance systems which de-
pend on event, the camera will capture the video sequences when-
ever there is any kind of change in the view of the existed event.
If there is uniformity in the scene the camera will not capture the
scene. This type of surveillance system is applied in armed forces
system for the safety at border. To provide authenticity to the video
clips, it is an issue because there is not a proper time gap between
the video sequences captured by the surveillance camera. These
are the key points which creates considerable challenges to the re-
searchers to solve for authentication.

5. SUMMARY

Video authentication plays a great role in assuring the credibil-
ity of video information. However much works has been done
in watermarking and digital signature based methodologies,
other authentication techniques (including intelligent tech-
nique) also produce better results for authentication purpose of
video information. The size of authentication code doesn’t mat-
ter in digital signature based authentication techniques, how-

ever, they provide better results regarding robustness, since the
digital signature remains unchanged when there is a change in
pixel values of the video frames. But if the location where digital
signature is stored is compromised then it is easy to deceive the
authentication system. On the other hand fragile watermarking
based authentication algorithms perform better than algorithm
based on conventional cryptography [32]. Fragile and semi frag-
ile algorithm show good results for detecting and locating any
malicious manipulations but often they are too fragile to resist
incidental manipulations. Moreover embedding the watermark
may change the content of video which is not permissible in
court of law [29]. In addition of these techniques, intelligent
techniques explore the new dimensions in video authentica-
tion. However learning based intelligent video authentication
algorithm does not require computation and storage of any key
or embedding of secret information in the video data, it requires
a large database of tampered and non tampered video to let the
algorithm learn so that it can classify whether the given video
is authentic or not. These techniques are slower than some ex-
isting authentication techniques, since they use sufficient large
database to learn the algorithm. In other techniques, most of the
authentication techniques are established for specific attacks.
For example motion trajectory based algorithm only detects the
frame addition and deletion attacks (temporal attacks). Moreo-
ver compression and scaling operations also affect the perfor-
mance of existing algorithms.

6. CONCLUSION

Now a days, Video authentication is a very challenging problem
and of high importance in several applications such as in forensic
inspection of digital video for law enforcement department, video
surveyance and presenting video affirmation in court of justice.
However with the increase use of powerful video editing tools
and technology, there is an extension in the field of video tamper-
ing attacks. In upcoming days it is going to be a big nuisance for
information security. By analyzing the type of video tampering
attacks one can use a variety of video authentication techniques
that were presented in this paper. The authentication techniques
are definite to the function like surveillance, entertainment in-
dustry, medical, copyright, etc. With the advancement of the
time, we are getting more concerned towards video applications,
in our daily life. There is a great use of video application in our
information systems. But with the immense increase of tamper-
ing attacks, the information security system has to face several
challenges. In future, to classify the acceptable video processing
operations from malicious tampering attacks robustness would
be one of the key point to get the solution for video authentication
techniques. However A perfect video authentication algorithm
that identify all kinds of malicious manipulations and that can tol-
erate all content preserving manipulations is yet to be discovered.
We can hope for the better in the future.
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