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ABSTRACT

Credit Crime detection is very essential aspect of all computer applications. Especially Credit crime is much
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reported crime in the literature. Credit application fraud is one of the examples of Credit crime. The existing
applications that do not use data mining techniques for Credit crime detection have limitations. To overcome the limitations and ad-
dress the Credit crime in the real world, this paper presents a Java based, user-friendly application based on the multilayered detection
approach proposed by Phua et al. The layers include CD (Communal Detection) and SD (Spike Detection). The CD algorithm can find
social relationships in the dataset while the SD algorithm finds spikes in duplicates. The combination of these algorithms can detect
many attacks. Our prototype application in Java shows how the Credit crime is detected. The results reveal that this application can

be used in real world applications as supplement.

I. INTRODUCTION

Credit crime refers a form of stealing identity of someone and
performing fraudulent activities in the name of that person
(victim). In such incidents, generally, the victim suffers from
unexpected consequences [1]. With modern technologies iden-
tity theft has become easy while its detection has become more
and more difficult. In the real world Credit crime can occur in
two ways. Stealing real identity or making a synthetic identity
of other person and misuse it. The Credit crime is increase for
many reasons including the availability of real identity informa-
tion of people over Internet. Through unsecured mailboxes and
social networking web applications, confidential data is made
available. Thus the Credit crime is increased in the society. An-
other way round is that the perpetrators are able to hide their
true identities. The domains in which the fraud can take place
include telecommunications, credit, and insurance. This kind of
fraud is prevalent and costly.

Stolen identity information can be used by people with mali-
cious intentions for the purpose of payment card fraud, home
equity and tax returns. Thus real consumers lose money and
suffer from consequences. There are laws in developed coun-
tries to deal with such fraud cases. When organizations are sub-
jected to Credit crimes, they suffer great damage in terms of lost
customers and also economically [1]. Credit applications such
as Internet based applications and paper form-based forms that
capture users written requests for various monetary reasons
such as personal loans, mortgage loans, and credit cards pro-
vide chances for fraudulent people to commit Credit crime. Both
real and synthetic identity frauds are part of credit application
fraud [8]. The patterns followed by the malicious people might
change from time to time. They are persistent in committing
fraud as they gain high monetary benefits from it. There might
be some applications which have duplicates or share common
contents. The shared content might have exactly duplicates or
duplicates to some extent. In [1] it is argued that sudden spike
in duplicates in very short time can represent successful credit
application fraud. From fraudster’s point of view it is hard to
avoid duplicates as they increase their success ratio. Compara-
tively the synthetic identity fraudsters enjoy low success ratio
while the real identity fraudsters have high success rate. This
paper presents methods that support detection of Credit crime.
The methods are based on the concept of white-listing in order
to detect the spike in the similar applications. As social relation-
ships are used in white-listing, it results in reducing false posi-
tives. On a set of attributes the process of detecting spikes with
appropriate changes in suspicion scores can increase true posi-
tives. In case of synthetic identity fraud, the patterns obtained
through data mining can provide necessary symptoms to iden-
tify crime early [4].

Any security system is subjected to tradeoffs in general and
achieving resilience is an important aspect which throws some
challenges [5]. The detection systems need the defense mecha-
nisms in depth as they need to withstand a variety of attacks.
The data mining based security has two specific challenges
namely usage of quality data and adaptivity. When fraud behav-
ior changes, the system has to adapt to such changing behavior.
Quality of data refers to the data which has no noise or errors.
There are many existing application for fraud detection. Some
of them are non-data mining based while others make use of
data mining techniques. However, they are not resilient in na-
ture. This paper proposes resilience besides facing the chal-
lenges such as quality of data and adaptivity. They are achieved
using communal detection and spike detection algorithms. The
former is a white-list based approach while the latter is an at-
tribute-oriented approach.

II. RELATED WORK

Fraud detection has been around for many years. Fraud behav-
ior has been increased as the financial institutions are providing
electronic payment options by issuing credit and debit cards.
Banks and other such outfits are worried about possible fraud.
Fraud will reduce the image of such institutions as people will
be not be able to use such electronic cards. Fraud detection has
been a challenging job in credit applications. Many data min-
ing algorithms came into existence in order to detect fraud. For
instance K-Means algorithm along with Hidden Markov Model
can effectively build a model which can detect credit card fraud.
However, the algorithms were not resilient as it was not ad-
dressed comprehensively. Lot of work on the fraud detection is
proprietary in nature. For instance [6] described ID Score-Risk
which gives a view of characteristics of credit applications and
how they are similar to other industry provided characteristics.
In other research work by name “Detect” policy rules are pro-
vided with respect to four categories to identify fraud. One such
rule is to check historical data with new credit application to
ensure consistency. Case Based Reasoning (CBR) [7] was also
used to screen credit card applications. It can analyze hardest
cases such as misclassified ones using existing techniques or
methods. When compared with other algorithms, CBR has 20%
higher true positives rate. The SD and CD algorithms in this pa-
per are even better than CBR for Credit crime detection. Some
algorithms which are in similar lines are Peer Group Analysis
and Break Point Analysis [8]. They observe behavior of accounts
over a period of time. As spending patterns change dramatically,
they can detect fraud or identify the probability of fraud.

To uncover simulated anthrax attacks Bayesian networks [11]
can be used as they work on the data of emergency department.
A survey of all such algorithms is made in [10] which are meant
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for identifying suspicious activities. In order to track the symp-
toms of anthrax [11] used time series analysis. Many algorithms
such as generalized linear models, exponential weighted mov-
ing averages and control-chart-based statistics are explored
in [12] with respect to the detection of bio-terrorism. The SD
algorithm implemented in this paper can be compared with Ex-
ponentially Weighted Moving Average (EWMA) with respect to
performing linear forecasting.

III. IDENTITY DETECTION METHODS

This section provides information about the two algorithms that
work together to detect identity fraud. The communal detection
and spike detection methods are presented in this section.

Communal Detection

The need for communal detection is described here. When there
are two credit applications where in same kind of records exist
with very slight changes, there are three possibilities. The first
possibility is that there are twin brothers whose data is same
except slight change in the name. The second possibility is that
a fraudster is attempting to get multiple credit cards from fi-
nancial institution. Other possibility is that a person is applying
twice in order to get monetary benefits. Communal Detection
is an approach which can detect such scenarios. This algorithm
compares data of various credit applications. It works on fixed
set of attributes and uses white-list oriented approach. It finds
self and communal relationships among applications. The com-
munal relationships are nothing but records with near duplicate
values on the selected attributes [13]. A white-list is construct-
ed with entities that exhibit more probabilities of communal
relationships. The algorithm takes state of alert, input size
threshold, exponential smoothing factor, exact duplicate filter,
attribute threshold, string similarity threshold, link-types in
current white-list, moving window and current application as
input and returns output as suspicion score, new parameter
value and new white-list. The algorithm is as shown in listing 1.

Step 1: Find attributes that exceed string similarity thresh-
old; create multi-attribute links against link - types in current
white-list when their duplicates’ similarity is more than attrib-
ute threshold.

Step 2: Using Step1’s multi-attribute links calculate single link
score.

Step 3: Using previous applications linked to Step1, calculate
average prior scores.

Step 4: Calculate suspicion score based on the result of Step 2
and Step 3.

Step 5: Through State of Art find out new or same parameter
value.

Step 6: Determine new white-list

Listing 1 - Communal detection algorithm.

As can be seen in listing 1, the communal detection algorithm
whose functionality is described her. The first step is to match
current application’s value with other applications in order to
find links using the following equation.
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It is the first case and as per the Jaro - Winkler [14]. It is case
sensitive. For non-match values, the second case is:
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Here the Time is the difference in time in minutes. In Step 2,
single link communal detection is made using
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There are three cases in this formula. The first case uses at-
tribute weights with given values as default. The second case
is the graylist link score. The third case is used if there exists no

multi-attribute link. In Step 3, single link average previous score
is computed as follows.
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In this equation, the first case computes each previous appli-

cation’s average score while the second case is applied if there
is no multi-attribute link. In Step 4 multiple-links score is com-

puted as follows.
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Here it computes score of every current application using pre-
vious application score and every link present over there. The
Step 5 computes parameter’s value change as follows.
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It has three cases. In the first case the SoA is set to low when sus-
piciousness of output is low. In the second case the SoA is set to
high when it experiences conditions which are opposite to the
first case. Medium is the value set to SoA in the last case. In Step
6 tamper-resistance is improved by constructing new white-list.

Spike Detection

The spike detection process is required in order to improve
adaptivity and also resilience of the proposed solution for Cred-
it crime detection. Communal detection has a limitation in the
form of attribute threshold. The spike detection complements
communal detection which providing attribute weights. Entry
of new applications can also be adapted using spike detection.
This algorithm takes current application, other applications,
current step, string similarity threshold, time difference filter,
and exponential smoothing factor as input and returns output
as suspicion score and attribute weights. The algorithm is as
given in listing 2.

Step 1: Match current value with previous values

Step 2: Based on Step 1's matches, compute current value’s
score

Step 3: Calculate multiple-values score

Step 4: Find suitable SD attributes

Step 5: Determine the attribute weights for CD

Listing 2 - Spike Detection Algorithm

As can be seen in listing 2, the spike detection algorithm has five
important steps. In Step 1 it matches present value with previ-
ous values.
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The first case uses Jaro - Winkler as proposed in [14] while the
second case is for non-match. In the Step 2 performs single val-
ue spike detection as follows.

S s (ai)

Slair) = (1 —a) x sglair) + o x == —
In Step 3 multiple-values score is computed as follows.

N
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SD attribute selection is made in Step 4 as follows.
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Average density of each attribute is computed in first case and
finally retains weights of the best attributes. In Step 5 attributes
weight change of CD is computed as follows.
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IV. EXPERIMENTAL RESULTS

The environment used to develop the proposed prototype ap-
plication is JDK 1.6, NetBeans IDE, a PC with 2GB RAM and Core
2 Dual processor. The dataset used for experiments is as shown
in table 1. It has 6 attributes pertaining to 6 credit applications.

i | Given | Family | Unit | Street Home Date

or | name | name | no. name phone of

j no. birth

T | John | Smith T | Gircular | 91234567 | 1/1/1982
road

2 Joan | Smith T | Gircular | 91234567 | 1/1/1982
road

3] Jack | Jones 3 Square | 93535353 | 37271955
drive

4 | Ella | Jones 3 Square | 93535353 | 6/8/1957
drive

5 | Riley Lee 2 | Circular | 91235078 | 5/3/1983
road

6 | Liam | Smyth 2| Circular | 91235078 | 1/1/1982
road

Table 1- dataset with 6 credit applications

Many experiments have been made to demonstrate the claims
in this paper. They experiments are named as CD - base line,
SD-baseline, CD-adaptive, SD-adaptive, No-white-list, CD-SD
resilient, and CD-SD resilient best. The experiments named
No-whitelist, CD-baseline, and CD-adaptive are used to demon-
strate the reduction of false positives while other experiments
are to demonstrate Credit crime detection with resilience. The
experimental results are shown in fig. 1.
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Fig. 1 - Results of CD and SD experiments Using F-measure
As can be seen in fig. 1 results are inferior without white-list.
When compared with CD-baseline experiment, no-whitelist ex-
periment performs poorly. CD Adaptive performs better than CD
baseline. SD adaptive has higher performance than SD baseline.
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Fig. 2 - ROC Curves of CD and SD experiments

As can be seen in fig. 2, with respect to ROC curves, results are
inferior without white-list. When compared with CD-baseline
experiment, no-whitelist experiment performs poorly. CD Adap-
tive performs better than CD baseline. SD adaptive has higher
performance than SD baseline.
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Fig. 3 - F-measure Curve of CD-SD resilient best parameters

As can be seen in fig. 3, it shows results of doubling and also CD-
SD resilient best. With respect to F-measure, doubling is proved
to be the most influential parameters.

V. CONCLUSION

This paper focused on robust Credit crime detection. It has im-
plemented algorithms to safeguard applications that involve
monetary transactions. It proposed prototype application has
many layers of defense using data mining which can be used in
the real world credit applications or for credit card fraud de-
tection. The proposed prototype has many important concepts
such as quality of data, adaptivity and multi-layered defense.
The communal detection and spike detection concepts pro-
posed by Phua et al. were used in the implementation of the
Credit crime detection system. The application is tested with
real and synthetic datasets. The experimental results revealed
that the proposed algorithms are robust and can be used in the
real world credit applications.
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