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PG Student, Department of Information Technology, KLN College of Information
Technology, Sivagangai, India

new approach for a steganography in color image based on detection technique combining two transform for
dividing an image into edge and smooth areas. LSB insertion techniques are used to hide information at the edge areas whereas an-
other LSB substitution technique is used to hide message at the smooth areas. Input cover image is divided into edge and smooth areas
using transform. Based on the LSB insertion and adaptive LSB substitution techniques the messages are hiding at edge and smooth
areas. The Proposed methods achieve the high eminence of the stego-image with direct accomplishment of the edge areas being high
in contrast and frequency can tolerate more changes in their pixel values than smooth areas by comparing with the PSNR.

Introduction

Steganography is an art of hiding secret information into a mul-
timedia data such as audio, video, image etc. The basic structure
of Steganography is made up of three components: the “carrier”,
the message, and the key [3]. The carrier can be a image, a digi-
tal image, an mp3, even a TCP/IP packet among other things. It
is the object that will ‘carry’ the hidden message. A key is used
to decode or decipher or discover the hidden message [3]. The
basic model shows the basic process involved in Steganography
which consists of delivery service, information and Password.
Carrier is also known as cover image, in which message is em-
bedded and serves to hide the presence of the message [1].
The data can be any type of data such as plain text, cipher text
or other image that the sender wishes to remain confidential.
Code word or Password is known as stego-key, which ensures
that only beneficiary who knows the corresponding decoding
key will be able to extract the message from a cover image. The
cover-image with the secretly embedded message is then called
the stego-image [1]. Steganography is based on two steps. They
are given below

a.

Identification of redundant bits in cover object. Redundant
bits are bits which can be modified without corrupting
quality or destroying the integrity of cover image.

The embedding process then selects the subset of the re-
dundant bits to be replaced with data from secret message.
The stego image is created by replacing selected redundant
bits with message bits [3].

Image steganography techniques can be classified into two cat-
egories. They are Spatial-domain or Image domain based steg-
anography and frequency domain or Transform domain based
steganography. In spatial domain method, the secret messages
are embedded directly. The most common and simplest steg-
anography method is the least significant bits (LSB) insertion
method [1]. The other methods used in spatial domain method
are Hiding Gray Images Using Blocks Method, Hiding Secret
Message in Edges of the Images Method, Grey Level Modifica-
tion Steganography Method. In the LSB technique, the least sig-
nificant bits of the pixels are replaced by the message bits which
are modified before embedding. Transform domain techniques
hide data in mathematical functions that are in compression al-
gorithms [6].

Related Work

LSB (Least Significant Bit) Method

The majority steganography technique is to hide information by
replacing only the least-significant bits (LSB) of an image with
bits from the file that is to be hidden. This technique is common-
ly called as LSB encoding. The following example shows how the
letter A can be hidden in the first eight bytes of three pixels in a
24-bit image [1].

Example is specified as follow as:

Pixels: (10101111 11101001 10101000)
(10100111 01011000 11101001)
(11011000 10000111 01011001)
Secret message: 01000001

Result: (10101110 11101001 10101000)
(10100110 01011000 11101000)
(11011000 10000111 01011001)

The three bold bits are the only three bits that were actually al-
tered. Since the 8-bit letter A only requires eight bytes to hide
in ninth byte of the three pixels that can be used to begin hid-
ing the next character of the hidden message. A slight variation
of this technique allows for embedding the message in two or
more of the least significant bits per byte [1]. This increases the
hidden information capacity of the cover image but the cover
image is degraded more and therefore it is more noticeable [5].

Other variations on this technique include ensuring that arith-
metic changes in the image do not occur. Some intelligent
software also checks for areas that are made up of one solid
color. While LSB insertion is easy to implement, it is also eas-
ily attacked. Slight modifications in the color palette and sim-
ple image manipulations will destroy the entire hidden mes-
sage [5]. Some examples of these simple image manipulations
include image resizing and cropping. Since the steganalysis of
LSB method is easier. Therefore, it is suggested that the image
should be first manipulated before the embedding of the mes-
sage into it.

The Steganography algorithm for LSB is Non-filtering algorithm
as shown in figure 1. This algorithm is the simplest method
based in the use of LSB. The embedding process consists of the
chronological replacement of each LSB of the image pixel for
each bit of the message. This method can camouflage a great
volume of information. It is obligatory only a chronological LSB
reading starting from the first image pixel to extract the secret
message. This method also generates a deranged distribution
of the changed pixels, because the message is embedded at the
first pixels of the image, departure unaffected the remaining
pixels.

The carrier image is divided into non overlapping blocks of size
8x8 and applies DCT on each of blocks of cover image using for-
ward DCT. Now perform Huffman encoding on the 2D secret im-
age of size M2xN2, to convert it into 1D stream. Huffman code is
decomposed in 8-bits blocks [1]. The least significant bit of all
of the DCT coefficients inside 8x8 block is changed to a bit taken
from each 8 bit block from left to right. Now, perform the inverse
block DCT using inverse DCT and obtain a new image which
contains secret image. At the receiver side, the stego-image is
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received, which is in the spatial domain [2].

Solution Proposal

The new approaches for image steganography are based on LSB
with the following steps and the original image or cover image
is mentioned in figure 1.

LSB Technique at Edge areas

Image is represented as arrays of values which represent the
intensity pixel values. Each and every pixel value is represented
R as Most Significant Byte, then G and B are Least Significant
byte. A LSB based steganography method introduces two com-
ponents out of three components is based on visual perception
of color image. Blue component is minimum, average for green
component and maximum for Red color. Integrate maximum
changes in Blue component and average changes in green color
and less change in red color without making much difference in
color image.
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Figure 1. Cover image or Before Embedding secret message

Procedure for embedding data in Edge areas are mentioned be-
low:

a. Extract all the pixels in the given image and store it in the
pixel-array.

b. Extract all the characters in the given text file and store it in
the character-array.

c. Extract all the characters form the stego key and store it in
the key array.

d. Choose first pixel and pick characters from key-array and
then place it in the eight bits of the first component.

e. Suppose we have more characters in key array then we
place rest in the four bits of its second component and then
to the next pixel and so on. Then we obtain the stego-image.

LSB Technique for smooth areas

In this technique variable numbers of LSBs are utilized for em-
bedding secret message bits according to the algorithm. First of
all every pixel value in this image are analyzed and then check-
ing process is employed for all the three bytes. If the value of the
pixel is in the range from 240 to 255, then we embed four bits of
secret data into the LSBs of the pixel. If the value of pixel is 224
to 239 then we embed three bits of secret data into the three
bits of secret data into the LSBs of the pixel. If the value of the
pixel is ranges from 192 to 223 then we embed two bits of secret
data into the two LSBs of the pixel. In other cases we embed one
bit of data into one LSB of the pixel.

Procedures for embedding data in the smooth areas are

given below:

a. Calculate the number of bits based on the techniques men-
tioned above.

b. Place the remaining characters from character into an avail-
able bit of a pixel array

c. These steps are repeated until we reach and end of a char-
acter array.

The stego image is mentioned in figure 2 after the data are em-

bedded in the cover image.
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Figure 2. Stego-Image or After Embedding secret Message

Measures of Image Quality

Two measures are used they are MSE and PSNR. Peak Signal-to-
Noise Ratio is often called as PSNR. It is an engineering term for
the ratio between the maximum possible power of a signal and
the power of corrupting noise that affects the dependability of
its representation. PSNR is the most commonly used to meas-
ure the image quality. Mean Square Error is often called as MSE.
MSE is used to quantify the difference between values implied
by an estimator and the true values of that quantification are
being estimated.

The MSE between two images such as & (X , y) and g (x . y)

is mentioned in equation (1)

€ysE :%J ii é(”ﬁm)_g(”l»m) (l)

n=1 m=1

PSNR avoids the problem which occurs in MSE by scaling ac-
cording to the image range is mentioned in equation (2)

PSNR =0 log, e, /S*-(2)

Here, S is the maximum pixel values. PSNR is measured in deci-
bels (DB).The PSNR is a good measure for comparing restora-
tion results for the same image.

Conclusion

In this paper a new approach of LSB steganography is proposed.
In this two LSB techniques are used for to hide data in separate
areas such as smooth areas and edge areas. This algorithm is
not only to embed the secret message but also to predict the
length of the secret message in color images. A new technique
for information hiding presents an improved method for non-
adjacent and random pixel location in edges of image and se-
lected pixels in smooth images. Experimental results shows the
evaluated the enhanced data hiding techniques by utilizing all
pixel values with the PSNR values based on RGB are shown in
TABLE L.
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TABLE I
Experimental Results for Cover image and Stego image

PSNR MSE
Image, Noisy image and Mse image

(::1) (552) (:53) (1) (:2) (543)
L | — —

32.5454 32.3877 32.4660 36.4702 37.8191 37.1434
L LS & £ 4 TELTTTEN
Cover image

32.5410 32.3691 32.4788 36.5071 37.9810 37.0339
WO L _—— ]
Stego image
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