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ABSTRACT The end of this decade is marked by a paradigm shift of the industrial information technology towards a

pay-per-use service business model known as cloud computing. Cloud Computing is a new environment in com-
puter oriented services. It is a model for enabling convenient, on-demand network access to a shared pool of configurable computing
resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal
management effort or service provider interaction. This system have some similarities of distributed system, according to this simi-
larities cloud computing also uses the features of networking. Cloud data storage redefines the security issues targeted on customer’s
outsourced data (data that is not stored/retrieved from the costumers own servers). In this work we observed that, from a customer’s
point of view, relying upon a solo Server for his outsourced data is not very promising. In addition, providing better privacy as well as
ensuring data availability can be achieved by dividing the user’s data block into data pieces and distributing them among the avail-
able Servers in such a way that no less than a threshold number of Servers can take part in successful retrieval of the whole data block.
If one of the Servers get crashed or is down the data is retrieved from the backup link. In this paper, we propose a secured and trusted
multi-cloud storage (STMCS) model in cloud computing which holds an economical distribution of data among the available Servers,

to provide customers with data availability as well as secure storage.

1 INTRODUCTION

Cloud computing is the new paradigm which offers flexible ser-
vices to world wide users.Its a pay per use service business mod-
el.The cloud is a term for a group of servers offering a service.
So if you are storing your data in the cloud, it means you have
signed up for a service that allows you to remotely store and re-
trieve your data.Privacy preservation and data integrity are two
of the most critical security issues related to user data [4].The ba-
sic idea in the cloud computing is to move computing tasks from
individual systems into the cloud, which provides hardware and
software resources over the Internet.A main advantage of cloud
computing is that the customers can avoid capital expenditure on
hardware, software, and services but pay for only what they use
to a cloud provider. The major issue in cloud computing is secu-
rity of data, from any unauthorized person who is going to use
it for any wrong purpose.To address such issues,we proposed an
economical distribution of data among the available servers, to
provide customers with data availability as well as secure stor-
age. In this model, CSP (Cloud Service Provider) divides this data
among several servers available, based on available space. As we
are dividing data into multiple chunks and storing it on different
servers, which have different physical locations, so no one can
get the meaningful data unless the authenticated one. As we are
storing data with their backups, we can retrieve data from backup
server if the actual server is down from any network issue.

2 Existing Technology

In conventional simulation models, the organizations had the
physical possession of their data and hence have an ease of
implementing better data security policies.But in case of cloud
computing, the data is stored on an autonomous business party
that provides data storage as a subscription service.The users
have to trust the CSP with security of their data.Many of the
cryptographic approaches have been proposed for hiding the
data from the storage provider and hence preserving data pri-
vacy [8],[5].These approaches concentrate on one single cloud
service provider that can easily become a bottleneck for such
services.In [6], the authors studied and proved that sole cryp-
tographic measures are insufficient for ensuring data privacy in
cloud computing.

One bigger concern that arises in such schemes of cloud stor-
age services is that, there is no full-proof way to be certain that
the service provider does not retain the user data, even after
the user opts out of the subscription.With enormous amount of
time, such data can be decrypted and meaningful information
can be retrieved and user privacy can easily be breached.Since,
the user might not be availing the storage services from that
servers, he will have no clue of such a passive attack.The better
the cryptographic scheme, the more complex will be it's imple-
mentation and hence the service provider will ask for higher
cost.To provide users with better and fair chances to avail ef-
ficient security services for their cloud storage at affordable
costs,Therefore, the conventional single service provider based
cryptographic techniques does not seem too much promising.
In [6], the authors discussed distributing the data over multiple
clouds or networks in such a way that if an adversary is able to
intrude in one network, still he can not retrieve any meaning-
ful data, because complementary pieces are stored in the other
network.Our approach is similar to this approach, because both
aim to remove the centralized distribution of cloud data.This is
why in our model;we propose to use a redundant distribution
scheme, such as in [7], in which at least a threshold number of
pieces of the data are required out of the entire distribution
range,for successful retrieval.

To enhance Data Privacy and Integrity in the Cloud the concept
of “Blind processing” has been used. Utilizing blind communica-
tion and execution services, a user exchanges his/her sensitive
information with a cloud system via isolated processes whose
execution environment and data is shielded from the rest of the
system after ensuring the system has correct hardware, trusted
computing base, correct credentials, and trustworthy state.In
blind processing we have to implement multiple abstraction
process. A main drawback of this concept is the use of more
number of parameters which increases the complexity.

These are the some existing technologies (as discussed above)
which had been developed yet.By analyzing above technologies
it is noticed that still there are many drawbacks present in the
system.So it is needed to think about some innovative ideas
which will be more appreciated by the users.To overcome all
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these drawbacks and make the system more efficient and user
friendly we move towards the concept of “Towards Secured and
Trusted multi-cloud storage with backup link”.

3 System Overview

From a customer’s point of view, relying upon a solo server for
his outsourced data is not very promising.The cloud storage ser-
vice is generally priced on two factors, how much data is to be
stored on the cloud servers and for how long the data is to be
stored.In our model,we assume that all the data is to be stored
for same period of time.
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Fig.1. System Architecture

We consider p number of servers; each available server is asso-
ciated with a QoS factor, along with its cost of providing storage
service per unit of stored data (D).Every server has a different
level of quality of service (QoS) offered as well as a different
amount of storage space associated with it.Hence, the cloud
user can store his data on more than one server according to the
required level of security and storage space.
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Fig.2. Data Storage and Retrieval

Therefore cost effective and better privacy as well as ensuring
data availability can be achieved by dividing the user’s data
into data pieces and distributing them among the available
servers in such a way that no less than a threshold number of
servers can take part in successful retrieval of the whole data
block.To encrypt the data we are using Triple DES algorithm
that is helpful in enhancing the security of whole system.

A. Problem Statement

Given p number of servers (Si:i € 1, 2, .., p). Each server is as-
sociated with a QoS factor (QSi € (0, 1)) along with the cost of
storing data units (Ci). Our Secured and Trusted Multi-Cloud
Storage Model (STMCS) seeks a distribution of customer’s data

pieces among the available servers in such a way that, at least q
number of servers must take part in data retrieval, while mini-
mizing the total cost of storing the data on servers as well as
maximizing the quality of service provided by the servers.

4 Numerical Results

In this section, to illustrate the performance of our secured and
trusted model in providing secure storage scheme as well as
availability of data for users we provide our results in two dif-
ferent scenarios.

Our proposed secured and trusted model has to choose the op-
timal storage allocation based upon the storage of each server,
while maximizing the overall quality of service offered.

In our first scenario, we set that the total number of available
servers to 6. Each server is associated with quality of service
factor. We set the threshold value k = q = 3, which specifies that,
at least 3 data pieces are needed to retrieve the whole data
block. We assume that, there is no upper bound on the budget
of the customer.

Such a model can be used to provide a lower bound for preplan-
ing estimate for cloud data storage for a customer.User’s data
block was divided into 3 data pieces,to retrieve the whole data
block with maintaining a maximized QoS from different servers,
our model will retrieve the 3 data pieces that are required to
reconstruct the whole data block from all servers.In our second
scenario,we provide an initial budget for the user, which plays
a role as an upperbound to the expenditure of storage and re-
trieving from Servers.Our proposed model will try to maximize
the quality of service it can achieve within the available budget.

5 Conclusion

In this project,we proposed secured and Trusted multi cloud
storage (STMCS) with backup link in cloud computing,which
seeks to provide each customer with a better cloud data stor-
age deci-sion,taking into consideration the user budget as
well as providing him with the best quality of service(security
and availability of data)offered by available cloud service
providers,by dividing and distributing customers data on differ-
ent Servers,our proposed model has shown its ability by pro-
viding a customer with a secured and trusted storage under his
affordable budget.
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