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ABSTRACT Two important security related issues in an ad-hoc network are, Key Management (KM), how security keys 
are exchanged and Secure Routing (SR), selecting legitimate nodes for routing. To achieve security for AODV 

route updates a predefined key is to be exchanged between legitimate nodes using Diffie Hellman key exchange mechanism. The 
exchanged public key is to be fed to a 256-bit AES encryption process to encrypt all the route request RREQ control messages. The 
primary goal of this work is to ensure that the route selection and route updates are secured. Since the network considered in this 
project work is android based mobile node which involves different processing capability it is clear that the latency or processing ef-
ficiency might not be constant at all times. However, the project work is aimed at increasing the security of route selection in an AODV 
enabled ad hoc network.

INTRODUCTION 
We consider multiple node scenarios with android based mo-
bile node. Wireless adapter used in this network is of higher 
importance, for this purpose IEEE 802.11 adapter with ad-hoc 
support is been used. The communication between the nodes 
in ad-hoc network is based on AODV protocol. Communication 
between nodes is carried out without the use of access point.

An ad-hoc network is a systematic way of communicating be-
tween nodes in wireless environment. This allows peer-to-peer 
communication. An ad-hoc network does not depend on pre-in-
stalled infrastructure like router, access point, etc[15]. Network 
connectivity between nodes is carried out dynamically and each 
node takes part in routing by forwarding data to other nodes.

Related Work	
Ad-hoc networks use routing policy in order to adapt routing of 
data according to the current environment. Among these, rout-
ing protocols, the two main types are proactive and reactive [3].

Proactive Protocols
These protocols will keep on updating the information about 
the link with other nodes, each node has its own routing ta-
ble[11]. The routing table is updated constantly in the network, 
even though there is no traffic, this adds processing overhead to 
all the nodes in the network. The following are a few examples 
of proactive ad hoc routing protocols.

- OLSR (Optimize Link State Routing Protocol);
- DSDV (Highly Dynamic Destination-Sequenced Distance Vec-

tor routing Protocol).
 
Reactive Protocols
These protocols perform updating on routing table`s informa-
tion on-demand basis. Finding a route between the nodes op-
eration is performed only when source node requests for a path. 
This avoids the details of message until the real communication 
between the nodes takes place. Hence, in this way, the control 
traffic results to be null if there are opened data session. Howev-
er, there is no overhead when source finds the destination node 
route successfully. The cost of this overhead can be considered 
also as latency time for route discovering. In spite of that, this 
family of protocols grants a better power consumption for those 
battery constraint devices [12]. The following are a few exam-
ples of reactive ad hoc routing protocols

- AODV (Ad hoc On Demand Distance Vector routing protocol);
- DSR (Dynamic Source Routing).

Ad Hoc On-Demand Distance Vector Protocol
The AODV is classified as a dynamic reactive routing protocol. 
In a reactive routing protocol, route will be established based 
on demand basis. The process of discovering routing path from 
source to destination node. AODV route discovery uses two con-
trol messages namely Route Request (RREQ) and Route Reply 

(RREP). Both control messages carry a field called destination 
sequence number and it is incremented to determine freshness 
of a particular route. Unlike most other protocols that are used 
in an Ad Hoc environment AODV is not a modification of rout-
ing protocols used in infrastructure based network, it has been 
specifically designed for the use in ad hoc environment. AODV 
achieves its efficiency from minimizing the route acquisition la-
tency and the use of minimal control overhead [11].

In this routing protocol, a node does not have any information 
about other nodes until a communication is needed. By broad-
casting HELLO packets in a regular interval, local connectivity 
information is maintained between known neighbors. 

Ad Hoc on Android
Android devices are usually small handheld devices with lim-
ited power source, but generally includes fully functional Wi-Fi 
adapter, as per IEEE 802.11 standards[4]. In order to make a 
handheld android device be able to participate in a ad hoc net-
work, two main factors are to be considered, they are, the Wi-Fi 
adapter has to support ad hoc mode of operation and the linux 
based android kernel must be able to accept user defined kernel 
modules, in order to generate and transmit customized AODV 
control messages [5] [9].

Cryptographic Algorithms
Symmetric-key algorithms are a class of algorithms for cryp-
tography that use the same cryptographic keys for both encryp-
tion of plaintext and decryption of cipher text. The keys may be 
identical or there may be a simple transformation to go between 
the two keys. The keys, in practice, represent a shared secret 
between two or more parties that can be used to maintain a 
private information link. This requirement that both parties 
have access to the secret key is one of the main drawbacks of 
symmetric key encryption, in comparison to asymmetric key 
encryption. This is also known as private key encryption.

Advanced Encryption Standard 	
The Advanced Encryption Standard (AES) is a specification for 
the encryption of electronic data established by the U.S. Nation-
al Institute of Standards and Technology [2].

The key size used for an AES cipher specifies the number of rep-
etitions of transformation rounds that convert the input, called 
the plaintext, into the final output, called the cipher text. The 
number of cycles of repetition is as follows:
•	 10 cycles of repetition for 128-bit keys.
•	 12 cycles of repetition for 192-bit keys.
•	 14 cycles of repetition for 256-bit keys.
 
Diffie Hellman Key Exchange Mechanism
Diffie–Hellman key exchange is a specific method of exchanging 
cryptographic keys. It is one of the earliest practical examples 
of key exchange implemented within the field of cryptography.
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Diffie and Hellman first brought out the concept of public key 
and digital signature called key agreement protocol [6]. Firstly, 
the system announce two public integer, g and p, amount them 
p is a prime number and g is the element of prime number “p”. 
When both sides have the secret communication (for conveni-
ence, called Node A and Node B), then process the following 
steps: 
•	 Node A generates a random private value Xa, (Best the same 

bit with p), then emerge ya= gX_a modpgetya	
(1)

•	 Node B generates a random private value Xb, (Best the same 
bit with p ), then y_b= g^(X_b ) modpgety_b	 (2)

•	 Node A sends Yato Node B, Node B also sends Ybto Node 
A(Node A does not know Xb, ,Node B does not know Xa,  ei-
ther) 					   

•	 Node A calculates K_a= 〖y_b〗^(X_a ) modp	 (3)
•	 Node B calculates K_b= 〖y_a〗^(X_b ) modp
•	 Then Node A and Node B both have secret key K and sup-

posed to be SecretKey=g^(x_a x_b ) modp

Because equation 5 is discrete logarithm, so for Y, = gx” mod p, 
already know Y, p and g requesting number for X, would be very 
difficult. In other word, when middleperson attacker knows Y, p 
and g, then it would be difficult to infer the number of X. In addi-
tion, system request p and g own the special restriction as well: 
p should be one big prime number and at least 512 bits. For the 
security need, p may set to be 1024 or higher bits, furthermore, 
e of this prime number L should be a prime number or prime 
factor number [8].

Encryption in AODV
In this system, an environment is created by connecting devices 
like Android (Mobile device) in an ad hoc network. Then AODV 
routing protocol operation is performed. The modified Hello 
Packet Message consists of 32 bit key value in addition. RREP 
message format are encrypted and decrypted using AES 256 
bits.

 

Figure 1 Modified Hello Packet

Nodes learn of their neighbors in one of two ways. Whenever a 
node receives a broadcast from a neighbor, it updates its local 
connectivity information to ensure that it includes this neigh-
bor, it broadcasts to its neighbors a hello message (a special un-
solicited RREP), containing its identity and sequence number. 
This hello message is prevented from being rebroadcast out-
side the neighborhood of the node by setting up the time to live 
(TTL) value to 1.

Control Message Exchange
A node keeps track of neighbor node using HELLO message that 
each node broadcast at set of time interval. Diffie Hellman pro-
cessing is done over the uniquely shared common prime num-
ber and base value, to generate symmetric key. This symmetric 
key or public key(whereas here and ) is shared among neighbor 
through the hello message. The symmetric key shard is stored 
in the routing table along with the private key value. The private 
key value is stored due to it random generation of value [14]. Af-
ter exchanging the symmetric key the second phase of the Diffie 
Hellman is continued to obtain secret key. For encryption and 
decryption of AES, the obtained secret key act as a key value.

Secure Routing 
The route request process is similar to that of the existing 
system, as usual the node broadcasts a RREQ message to its 
neighbors with the same control information throughout the 
network. Once the RREQ is received by the destination node or 
an intermediate node which has a route to the destination, that 
specific node generates a RREP, encrypted using AES, based on 
the secret key already generated by the second phase of Diffie 
Hellman[13]. 

RREP is unicasted, each intermediate node has to perform AES 
decryption using the secret key value generated by Diffie Hell-
man that is by making use of symmetric key and private key 
from the routing table. If the neighbor has a valid key, it will be 
able to read the RREP message and forward to designation ad-
dress. For which any node is free to respond by sending a RREP 
message, but the choice of accepting the route is with the origi-
nal requestor. On receipt of a RREP packet a node checks if it has 
a route entry in its routing table, if not a route is added, else the 
sequence numbers in RREP and the route entry are compare. If 
both the sequence number are the same the RREP is discarded, 
if the sequence number in the RREP message is greater than the 
one in the routing table entry, the next hop is checked, if the 
next hop node is same in both the RREP message and the rout-
ing table entry, the sequence number in the routing table entry 
is updated.

Simulation
The simulation of this work is more concern about two control 
messages, RREQ and RREP, the goal is to demonstrate the trust-
worthiness and security addition to the conventional AODV 
routing mechanism, this additions to the control messages pre-
vent attacks such as Black Hole attack [7] and Replay Attack [1], 
which involves involvement of illegitimate node, which could 
possibly not have the Diffie Hellman credentials, thus prevent-
ing its participation in route discovery process [10].

Conclusion
The proposed system provides a novel key management and 
secure routing scheme without interdependency to each oth-
er, Diffie Hellman supports the key management through the 
broadcasted Hello Packets and secure routing mechanism is 
provide by AES for control packet RREP of AODV.
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