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ABSTRACT Mobile ad hoc networks and wireless sensor networks have promised a wide variety of applications. How-

ever, they are often deployed in potentially adverse or even hostile environments. Therefore, they cannot be
readily deployed without first addressing security challenges. Intrusion detection systems provide a necessary layer of in-depth pro-
tection for wired networks. However, relatively little research has been performed about intrusion detection in the areas of mobile ad

hoc networks and wireless sensor networks.

Among all the contemporary wireless networks, Mobile Ad hoc NETwork (MANET) is one of the most important and unique appli-
cations. On the contrary to traditional network architecture, MANET does not require a fixed network infrastructure; every single
node works as both a transmitter and a receiver. Nodes communicate directly with each other when they are both within the same
communication range. Otherwise, they rely on their neighbours to relay messages. The self-configuring ability of nodes in MANET
made it popular among critical mission applications like military use or emergency recovery. However, the open medium and wide
distribution of nodes make MANET vulnerable to malicious attackers. In this case, it is crucial to develop efficient intrusion-detection
mechanisms to protect MANET from attacks. In this paper, we propose and implement a new intrusion-detection system specially
designed for MANETs. Compared to contemporary approaches, it demonstrates higher malicious-behaviour-detection rates in certain
circumstances while does not greatly affect the network performances.

Introduction

A mobile ad hoc network (MANET) is a self configuring network
that is formed automatically by a collection of mobile nodes
without the help of a fixed infrastructure or centralized man-
agement. Each node is equipped with a wireless transmitter
and receiver, which allow it to communicate with other nodes
in its radio communication range. In order for a node to forward
a packet to a node that is out of its radio range, the coopera-
tion of other nodes in the network is needed; this is known as
multi-hop communication. Therefore, each node must act as
both a host and a router at the same time. The network topology
frequently changes due to the mobility of mobile nodes as they
move within, move into, or move out of the network.

As MANETSs become widely used, the security issue has become
one of the primary concerns. There are both passive and active
attacks in MANETSs. For passive attacks, packets containing se-
cret information might be eavesdropped, which violates confi-
dentiality. Active attacks, including injecting packets to invalid
destinations into the network, deleting packets, modifying the
contents of packets, and impersonating other nodes violate
availability, integrity, authentication, and non-repudiation.
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Fig 1: Mobile Ad-hoc NETwork

The purpose of the MANET working group is to standardize
IP routing protocol functionality suitable for wireless routing
application within both static and dynamic topologies with
increased dynamics due to node motion and other factors.

Approaches are intended to be relatively lightweight in na-
ture, suitable for multiple hardware and wireless environ-
ments, and address scenarios where MANETSs are deployed at
the edges of an IP infrastructure. Hybrid mesh infrastructures
(e.g., a mixture of fixed and mobile routers) should also be sup-

ported by MANET specifications and management features.

Using mature components from previous work on experimen-
tal reactive and proactive protocols, the WG will develop two
Standards track routing protocol specifications:

Reactive MANET Protocol(RMP)
Proactive MANET Protocol(PMP)
If significant commonality between RMRP and PMRP proto-
col modules is observed, the WG may decide to go with a con-
verged approach. Both IPv4 and IPv6 will be supported. Rout-
ing security requirements and issues will also be addressed.

The MANET WG will also develop a scoped forwarding protocol
that can efficiently flood data packets to all participating MANET
nodes. The primary purpose of this mechanism is a simplified
best effort multicast forwarding function. The use of this proto-
col is intended to be applied ONLY within MANET routing areas
and the WG effort will be limited to routing layer design issues.

The MANET WG will pay attention to the OSPF-MANET protocol
work within the OSPF WG and IRTF work that is addressing re-
search topics related to MANET environments.

The meaning of this vulnerability is self-evident: there is not
such a clear secure boundary in the mobile ad hoc network,
which can be compared with the clear line of defence in the tra-
ditional wired network. This vulnerability originates from the
nature of the mobile ad hoc network: freedom to join, leave and
move inside the network.

I. Related Works

In this section, we will see some of the related works to using
different approaches:

Sergio, Giuli and Mary proposed a new toots for detecting and
mitigating routing misbehaviour called watchdog and pathrater.
Watchdog scheme is consisted of two parts, namely, Watchdog
and Pathrater. Watchdog serves as IDS for MANETS. It is respon-
sible for detecting malicious node misbehaviors in the network.
Watchdog detects malicious misbehaviors by promiscuously
listening to its next hop’s transmission. If a Watchdog node
overhears that its next node fails to forward the packet within
a certain period of time, it increases its failure counter. When-
ever a node’s failure counter exceeds a predefined threshold,
the Watchdog node reports it as misbehaving. In this case, the
Pathrater cooperates with the routing protocols to avoid the re-
ported nodes in future transmission.

Watchdog scheme fails to detect malicious misbehaviors with
the presence of the following: 1) ambiguous collisions; 2) re-
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ceiver collisions; 3) limited transmission power; 4) false misbe-
havior report; 5) collusion; and 6) partial dropping.

Kejun Liu, Jing Deng and Kashyap Balakrishnan proposed a
new approach for detection of routing misbehaviour called
TWOACK. Aiming to resolve the receiver collision and limited
transmission power problems of Watchdog, TWOACK detects
misbehaving links by acknowledging every data packet trans-
mitted over every three consecutive nodes along the path from
the source to the destination. Upon retrieval of a packet, each
node along the route is required to send back an acknowledg-
ment packet to the node that is two hops away from it down the
route. The working process of TWOACK is Node A first forwards
Packet 1 to node B, and then, node B forwards Packet 1 to node
C. When node C receives Packet 1, as it is two hops away from
node A, node C is obliged to generate a TWOACK packet, which
contains reverse route from node A to node C, and sends it back
to node A. The retrieval of this TWOACK packet at node A indi-
cates that the transmission of Packet 1 from node A to node C
is successful. Otherwise, if this TWOACK packet is not received
in a predefined time period, both nodes B and C are reported
malicious. The same process applies to every three consecutive
nodes along the rest of the route.

The TWOACK scheme successfully solves the receiver collision
and limited transmission power problems posed by Watchdog.
However, the acknowledgment process required in every packet
transmission process added a significant amount of unwanted
network overhead. Due to the limited battery power nature of
MANETSs, such redundant transmission process can easily de-
grade the life span of the entire network.

T. Sheltami, A. Al-Roubaiey, E. Shakshuki, and A. Mahmoud
presents a new system called AACK for finding the presence of
misbehaving nodes in MANETSs. AACK is an acknowledgment-
based network layer scheme which can be considered as a com-
bination of a scheme called TACK (identical to TWOACK) and
an end-to-end acknowledgment scheme called ACKnowledge
(ACK). The concept of adopting a hybrid scheme in AACK great-
ly reduces the network overhead, but both TWOACK and AACK
still suffer from the problem that they fail to detect malicious
nodes with the presence of false misbehavior report and forged
acknowledgment packets.

II. existing system

EAACK is consisted of three major parts, namely, ACK, secure
ACK (S-ACK), and misbehavior report authentication (MRA). In
all the three parts of EAACK, namely, ACK, S-ACK, and MRA, are
acknowledgment-based detection schemes. They all rely on ac-
knowledgment packets to detect misbehaviours in the network.
Thus, it is extremely important to ensure that all acknowledg-
ment packets in EAACK are authentic and untainted. Otherwise,
if the attackers are smart enough to forge acknowledgment
packets, all of the three schemes will be vulnerable. So here use
digital signature.

ACK

ACK is basically an end - to - end acknowledgment scheme .It is
a part of EAACK scheme aiming to reduce the network overhead
when no network misbehavior is detected. The basic flow is if
Node A sends a packet p1 to destination Node D, if the entire in-
termediate nodes are cooperative and successfully receives the
request in the Node D. It will send an ACK to the source (Node
A), if ACK from the destination get delayed then it S-ACK process
will be initialized.
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Fig2. Flowchart of EAACK

S-ACK

The S-ACK scheme is an improved version of the TWOACK
scheme. The principle is to let every three consecutive nodes
work in a group to detect misbehaving nodes. For every three
consecutive nodes in the route, the third node is required to
send an S-ACK acknowledgment packet to the first node. The
intention of introducing S-ACK mode is to detect misbehaving
nodes in the presence of receiver collision or limited transmis-
sion power.

In S-ACK mode, the three consecutive nodes (i.e., F1, F2, and F3)
work in a group to detect misbehaving nodes in the network.
Node F1 first sends out S-ACK data packet Psadl to node F2.
Then, node F2 forwards this packet to node F3. When node F3
receives Psadl, as it is the third node in this three-node group,
node F3 is required to send back an S-ACK acknowledgment
packet Psak1 to node F2. Node F2 forwards Psak1 back to node
F1. If node F1 does not receive this acknowledgment packet
within a predefined time period, both nodes F2 and F3 are
reported as malicious. Moreover, a misbehavior report will be
generated by node F1 and sent to the source node S.

Nevertheless, unlike the TWOACK scheme, where the source
node immediately trusts the misbehavior report, EAACK re-
quires the source node to switch to MRA mode and confirm this
misbehavior report. This is a vital step to detect false misbehav-
ior report in our proposed scheme.

MRA

The MRA scheme is designed to resolve the weakness of Watch-
dog when it fails to detect misbehaving nodes with the presence
of false misbehavior report. The false misbehavior report can
be generated by malicious attackers to falsely report innocent
nodes as malicious. This attack can be lethal to the entire net-
work when the attackers break down sulfficient nodes and thus
cause a network division. The core of MRA scheme is to authen-
ticate whether the destination node has received the reported
missing packet through a different route.

To initiate the MRA mode, the source node first searches its lo-
cal knowledge base and seeks for an alternative route to the
destination node. If there is no other that exists, the source
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node starts a DSR routing request to find another route. Due to
the nature of MANETS, it is common to find out multiple routes
between two nodes.

By adopting an alternative route to the destination node, we
circumvent the misbehavior reporter node. When the destina-
tion node receives an MRA packet, it searches its local knowl-
edgebase and compares if the reported packet was received.
If it is already received, then it is safe to conclude that this is
a false misbehavior report and whoever generated this report
is marked as malicious. Otherwise, the misbehavior report is
trusted and accepted. By the adoption of MRA scheme, EAACK
is capable of detecting malicious nodes despite the existence of
false misbehavior report.

PROPOSED SYSTEM

The main problems of eaack are time delay energy consump-
tion need to find another path when malicious node is detected
To rectify these problems, introduce a new method. In this new
method, in order to send a packet from x to y, x sent packet to
z (one more hop distance from y).Then after z return back the
packet to y. Suppose path is X A B CY Z, only x knows who the
destination is, all other nodes only know who is his forwarding
node is. Even y get the information he is the destination only
after forwarding back the packet from z.

The advantage is that no node in this network acts as malicious
node, because the destination is hiding from all nodes. If one
node acts as malicious node, sometimes packet is for that node,
then it misses that packet. To avoid this situation all nodes in the
network should forward the packet.
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Fig3. Implementation of proposed system

Conclusion

In this research paper, we have proposed novel IDS to rectify
the demerits of EAACK protocol specially designed for MANETs
and compared it against other popular mechanisms in different
scenarios. Proposed system overcomes the problems of EAACK
such as overhead, time delay etc. Furthermore, in an effort to
prevent the attackers from initiating forged acknowledgment
attacks, we extended our research to incorporate digital signa-
ture in our proposed scheme.
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