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ABSTRACT

In recent years, streaming of multimedia services and applications has been rapidly increasing. Avoidance of

PG Scholar, Anna University, S.A. Engineering College, Department of Computer Science

PG Scholar, Anna University, S.A. Engineering College, Department of Computer Science
and Engineering

the undesirable content-leakage by providing the trusted video delivery has been a critical mission. Conventional
systems have concentrated on the leakage issue during the privacy preservation of the user by examining techniques based on the streamed
traffic observation throughout the network. These conventional systems retain a high detection, which considerably degrades the varying
length of the video due to the network traffic variation caused by the packet loss or network delay. To overcome such an issue, we propose a
scheme called novel content-leakage detection, which provides high robustness against the varying video length. Comparing videos of varying
length helps to determine the similarities and the differences between the compared videos. Hence the varying video length detection using the
novel content-leakage detection scheme has improved the detection performance. Therefore a well-organized and effective proposed scheme
estimates the packet loss, delay variation and varying length of the video with the help of test bed experiment.

INTRODUCTION

The rapidly developing technique that provide both wired and
wireless high-speed networks is known as the broadband tech-
nology that has been progressing and popularized real-time
video streaming applications and services over the Internet.
Applications such as YouTube and Microsoft network provides
service with various content ranging from entertainment data
such as video clips, music clips, Tv clips, to education, and daily
news feeds using technologies like streaming transmission appli-
cation that has been supplied to the worldwide users. Moreover,
the communications in intra-company networks or using virtual
private networks (VPNs) is a streaming technique that has been
increasingly used for the advancement in business. The critical
challenge is that the video bit stream protection from the un-
authorized users. A popular technique called the Digital Rights
Management (DRM) is used to prevent the bit stream from il-
legitimate users and to prevent the author’s copyrights. DRM
techniques often make use of digital watermark or cryptograph-
ic techniques. Moreover, these approaches don’t contain any
important consequence as a effect of content re-distribution,
decrypted or restored by the malicious node with the authoriza-
tion of the legal users. In addition to this, re-distribution of the
content is no longer complicated with the use of peer to peer
streaming software. Therefore, traffic streaming would lead to
leakage in the P2P networks.

On the other hand, leakage of the streaming content to the ex-
ternal network can be avoided by using the packet filtering
technique in the firewall-equipped nodes. During this method,
the packet header contains the information such as source and
destination addresses (IP address), Port number of the outgo-
ing traffic and the protocol type, of streamed packets that has
been monitored. If the packets which have been inspected don’t
validate the filtering policy, then the packets get blocked and
dropped. Hence, the packet filtering approach alone cannot able
to avoid the content streaming leakage entirely since the header
information from the unauthorized users is not mentioned in
advance and can be spoofed easily.

LEAKAGE DETECTION

In this section, we discuss about the various situations that
cause these video leakages and represent the existing traffic pat-
tern based leakage detection technologies.

A. Scenario of Content leakage
Peer to Peer streaming software has been demanding software
owing to the attractive streaming delivery of movies. Types of

information is distributed throughout the network is improved
by these kind of technologies. The situation and the reasons for
a typical content-leakage have been described by the following
steps as depicted in Fig. 1. In a secure network, a normal user
receives a content of streaming data from the server. Hence, by
using P2P streaming software, the normal yet malicious users re-
distribute the streaming content to a non-regular user external
to its network. A watermarking and Digital Rights Management
(DRM) technique barely detects or blocks the content leakage.
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Figure 1: Leakage detection system

B. Leakage detection techniques

During the video streaming process, the varying sum of traf-
fic emerges as a distinct waveform specific to the content. As
a result of supervision, the retrieved information from distinct
nodes in the network helps to detect the content-leakage. The
network topology of the proposed leakage detection technique is
explained in diagrammatic representation for easier understand-
ing. The traffic pattern generation engine and the traffic pattern
matching engine are the two main components of the network
topology. The traffic pattern generation engine is installed at
each and every router within the network where each router
in the network topology monitors its traffic size and then traf-
fic pattern is generated. The traffic pattern matching engine is
employed in the management server, such that this engine em-
ploys a matching process to figure out the similarities between
the traffic patterns and detects the content leakage depending
on certain specific conditions. Therefore, the result is reported
to the target edge router to block the leaked traffic.
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C. Pattern generation algorithm

The performance of the traffic pattern generation process in a
conventional system is discussed in detail. Traffic pattern gen-
eration process mainly depends on a either time slot-based al-
gorithm or the packet size-based algorithm. Time slot-based
algorithm is an easy solution to generate traffic patterns. Time
slot-based algorithm is a simple and easy solution for the traf-
fic pattern generation by adding the total number of traffic
arrival for a particular time period. During this, packet de-
lay may take place and there is a possibility that packets are
stored in the subsequent slot, xi+1 rather than the primary
slot xi. Thus, the accuracy of matching the traffic pattern is af-
fected as a result of packet distortion due to delay and jitter.
Furthermore, packet loss affects time slot-based algorithm.
Packet size-based algorithm assigns slot for summing the
amount of traffic arrived by monitoring the packet size. This
algorithm mainly depends on the order of the packet arrival
and its packet size. Therefore, it provides robustness to packet
delay and jitter, but not to packet loss. The generated traf-
fic pattern is expressed as an N-dimension vector as follows,

I
Xy=(xyx:,. %)
Where xi represents the volume of the ith chunk and N indi-
cates the total number of chunks. Fig. 2. Explains both the time
slot-based generation process where the time-slot, t is set to 0.1
milliseconds and packet size-based generation process slots are
assigned by summing the total of arrival traffic by examining a
packet size less than 200 bytes.
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Figure 2: Generated Traffic Pattern Using Time-slot and
Packet-slot based generation process

D. Pattern matching algorithm
During the pattern matching process, the degree of similar-

ity defines the similarity range among the patterns. The original
traffic pattern in the server-side is expressed as

XS = (x1; x2; =3 xS)t

The traffic pattern in the user-side is expressed as

YU = (yL; y2; =5 yU )t

Where S and U represents the number of slots and S>U server-
side monitoring length is greater than the user-side. Comparison

methodology is categorized as three stages.

At first, the size of the window is set as U that cuts off partial
pattern, XU, from the traffic pattern of the server-side XS.

Compute the resemblances between the user-side traffic pattern
YU and the partial pattern XU.
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Finally, the window has been moved from left to right by one
slot

Repeat all the above procedure windows get to the rightmost
part of the server-side pattern Hence, the similarity between the
patterns acquired is (S U + 1) values. Moreover, the maximum
value is retrieved and the degree of similarity of the compared
videos is represented. The other pattern matching algorithm is
the cross-correlation matching algorithm which computes the
coefficient that provides the degree of similarity among different
traffic patterns and the dynamic programming matching algo-
rithm which uses the distance between the different patterns to
find out the similarity measure.

Time slot-based Traitor Tracing (T-TRAT), Packet size-based
Traitor Tracing (P-TRAT) and Dynamic Programming based
Traitor Tracing (DP-TRAT), are the conventional systems that
have been described in Table I. T-TRAT uses the time slot-
based pattern generation algorithm due to packet delay and jit-
ter, which deteriorates the user-side traffic pattern. P-TRAT and
DP-TRAT makes use of traffic pattern generation methods de-
pending on packet size rather than time-slot. Thus, P-TRAT and
DP-TRAT provides robustness against packet delay and jitter.
The pattern recognition method used in the cross-correlation
coefficient is influenced by packet loss. Dynamic programming
matching algorithm not only provides robustness against the
packet loss, but also the packet delay and jitter.

In this, we mainly focus on the illegal re-distribution of the
data in a continuous flow, such as video or audio through the
internet by an authenticated user to the external network. The
existing approaches, observe information at each node in the
streaming path. This information helps to produce a traffic pat-
tern that looks like a unique waveform per content just like the
fingerprint. The generated traffic pattern doesn’t require the in-
formation in the packet header but the user privacy is retained
by evaluating and comparing the traffic patterns that helps in
leakage detection. However, the performance of the leakage de-
tection is significantly degraded due to the presence of videos of
varying length. Therefore an innovative leakage detection meth-
od is developed which is much more robust against the varying
video length. Comparing the videos of varying length, the rela-
tionship between those different streamed videos is determined
which indeed finds out the decision threshold enabling accurate
leakage detection in video streaming with different lengths.

ENHANCED DETECTION TECHNIQUE

Compared to the previous detection techniques, the dynamic
Programming based Traitor Tracing (DP-TRAT) is the best solu-
tion that provides high robustness to certain drawbacks such as
jitter, packet loss and the packet delay. However, the accuracy of
the DP-TRAT is affected due to the presence of videos of varying
length. The varying length videos on the network may cause cer-
tain issues such as utilizing certain content. Here, we propose a
new threshold determination method depending on the approxi-
mation of exponential. The proposed detection technique known
as the exponential approximation -based threshold determina-
tion and leakage detection is composed of two steps such as
threshold detection process and leakage detection.

During this exponential approximation, video segment of vary-
ing length with its corresponding traffic patterns is generated.
The degree of similarity is determined, compared with the
original traffic pattern. Thus we present the exponential ap-
proximation with the distributed sampling result is expressed
as f(x)=exp(a.x+f), where a=n.C-B.D/n.A-D2 and B=A.B-C.D/
n.A-D2.. This exponential curve is calculated based on the least-
square method and the curve represents the degree of similarity
with the original video of length x. The equation for tuning the
degree of similarity is expressed as Y'=Y/f(x)" Where x is the size
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of the pattern and Y is the degree of similarity, i.e. The degree of
similarity resulted in the matching technique is divided by the
exponential approximation. On the other hand, the original traf-
fic pattern is evaluated with the video portions of different vid-
eos. Threshold = (Fmax+Tmax) /2, Tmax is the minimum value
retrieved after the exponential adjustment and Fmax is the max-
imum value retrieved by adjusting the degree of similarity. In or-
der, to detect the content leakage, the adjusted degree of simi-
larity to the decision threshold specific to the original video is
compared. Therefore, the accurate leakage detection is achieved.

The environment contains NV number of videos with each of
its corresponding traffic patterns. The size of the traffic pat-
tern L is defined by the number of slots. A set of traffic patterns
with different sizes obtained from the original pattern size L is
Q. The matching process is done by comparing the size of the
original pattern (L) and size of a specific pattern (1). Let M be
the number of patterns of specific length existing in the environ-
ment retrieved from the original pattern. During the compari-
son between the number of pattern size of a specific length (M)
and the original traffic pattern (L), the decision threshold with
the size 1 is calculated. Matching process among the videos of
specific length 1 is match(l). The previous scheme has been im-
proved by considering the video size less than or equal to L for
an effective comparison between the patterns of varying size.
Consider a specific or particular video Vx, whose traffic pattern
is compared with the set of patterns of specific size | retrieved
from the original patter of any other video existing in the envi-
ronment. Thus, this process is repeated for all videos present in
the environment. In the proposed system, exponential approxi-
mation curve is estimated depending on the distributed pattern
size and its degree of similarity. To find out the approximation
curve, pattern size less than or equal to L is considered. Further-
more, the decision threshold for each video is determined based
on the computed curve. The exponential approximation scheme
(proposed system) requires less computation cost than enhance-
ment of previous schemes.

The network performance, effectiveness, robustness and the ac-
curacy of the dynamic decision threshold is evaluated. By imple-
menting the dynamic decision threshold approach into the DP-
TRAT performs high robustness against the network changes.
DP-TRAT utilizes both the packet size-based traffic generation
algorithm and the DP- matching algorithm.

Overview of the System Design

The user receives the streaming video contents from the server,
where the traffic is being monitored at the user-side and the
server-side. Packet observation points are employed for the traf-
fic pattern generation at both the sender and receiver. NetEm-
bridge connecting the server and the user handles variation
such as packet delay, packet loss and jitter.

NetEm Bridge controls packet delay, jitter

and the packet loss
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Figure 3: System Design
Varying video length performance
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P-TRAT and DP-TRAT are the conventional methods that differ-
entiate various videos of same length. Let us use the video por-
tions of varying length from the set. A certain amount of videos
is sent from the server to the user from the generated portion.
The volume of traffic is monitored to generate traffic patterns
for matching process. Videos of different length may cause
performance degradation. Conventional methods (P-TRAT and
DP-TRAT) perform comparison approach. When the number of
videos in the environment is increased, the accuracy gets de-
creased. If the decision threshold with videos of different length
is not set properly, then it leads to the flawed decision during
the DP-TRAT detection performance.

Robustness

Here two kinds of experiment are done for the purpose of the
estimating the robustness against the changes in the network
environment. For example, consider 30 videos of varying length
from 30 to 300 seconds in the environment.

During the first experiment, delay is generated at the NetEm-
bridge, ranging from 0 to 200 milliseconds for every 25 millisec-
onds. Generated delay hasn’t caused any problem since the traf-
fic pattern generated by these methods has employed the packet
size-based generation algorithm that avoids jitter and packet
delay.

During the second experiment, packet loss is generated with
NetEm ranging from 0.1% to 5%. The accuracy of the proposed
method and the conventional methods are not affected by pack-
et loss. Hence, P-TRAT is affected by the varying traffic amount
due to packet loss and D-TRAT is also slightly affected, whereas
the proposed system provides high detection performance with-
out being affected by the packet loss.
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Figure 4: Performance of Packet Delivery
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Figure 5: Occurrence of Packet Delay in the network
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