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ABSTRACT

Digital watermarking provides secured communication. Due to vast expansion of Internet, digital data such as
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audio, images and videos has been used on a large scale for communication. To protect these digital media it is es-
sential to use digital watermarking for authentication, copyrights and security purposes. This paper describes the detail concept of digital
watermarking and the main contribution in the field of steganography. In image Steganography, a secret communication is achieved to hide
a message into cover image (the original image where the message is been incorporated) and generate a stenographic-image (image with the

incorporated message).

L. Introduction

A digital watermarking is a bit pattern ,inserted into a digital
image files that identifies the file’s copyright information (au-
thor, rights, etc). Digital Watermarking is done by embedding
information in digital data, such that it cannot be detected
without special software without the confirmation that the em-
bedded data is present in all copies of the data that are made
whether legally or otherwise, regardless of attempts to damage/
remove it. Digital watermarking has been used to authenticate
images and overcome the problems related with the copyright
protection. There are two types of watermarking systems; ro-
bust and fragile. Robust watermarks are used to keep in check
the illegal copying and is made for the copyright protection. The
fragile watermarks is used to detect every possible tampering in
the watermarking of the digital media. The main purpose of wa-
termarking is to hide a message in some image, to get new data
image. Digital watermarking focuses mainly on the protection of
rights and the authentication of digital media. Similar to steno-
graphic methods, digital watermarking methods hide informa-
tion in digital media. Steganography is the art of communication
such that the presence of a message is not detected. The main
purpose of steganography is to hide message in some image, to
get new data image in such a way that an unauthorized user
cannot detect the presence of message in new data image

1II. Objectives

The main objective of Fragile watermarking[1] and hash coding
concept used in the paper is to allow user for a secured com-
munication using digital multi media. It allows user to hide a se-
cret massage which is retrieve by the user at the receiver end. A
Fragile watermarking technique is used which helps in detection
of tempering. Fragile watermarking is very sensitive to temper-
ing which does not allow the access of secret message even if the
image is been slightly tempered. Hash function is used to check if
the original file and the received file is identical or different.

III. Concept

Fig.1 shows a simple concept of embedding a message into im-
age using steganography. Firstly the image which is to be em-
bedded with the secret message, say the original image in con-
vert into bit stream. Then the message which is to be encoded
is converted into a bit stream. This message bit streams is then
embedded in the original image to form a data image say the
steganography image. This is identical to the original image. The
difference in the original image and the stego-image can not be
detected with the necked eyes. The detection of the message is
the vice-versa process.

Now for the authentication, fragile watermarking is used. Frag-
ile watermarking is destroyed when tempered. Considering this

property, fragile watermarking can detect a slight tempering in
the original image. This shows that some kind of hacking is tried
on the image. And if the image is hacked the secret message
cannot be retrieved.

Hashing algorithm is used to execute this concept. Hash func-
tion is applied on the block of image say the original image and
if there is even a small change in the image the hash function will
changed the code. This code is different from that of the code gen-
erated from the original cover image showing that the image is
been tempered and the receiver can re-request for the image.
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Figure 1: General block diagram of message encoding and
decoding

IV. Algorithms:

In this paper, the fragile watermarking algorithm and hash-
ing function is executed to effectively detect the tempering and
threats on images.[1]

The Fragile watermarking algorithm:
The proposed fragile watermarking algorithm for hiding data
message in cover image is given below:

C:Is a cover image

R : Is the no.of bits to be embedded in one block
H : No.of bytes in header

S : Size of cover image in bytes

D :Size of encoded message in bytes

inputOutputMarker : Contains the pointer location in encrypted file .
Following are the steps to hide data in image:

Step 1 :Find out cover image extension . If it is jpg image then
header information will be available in first 3 bytes (0 - 2 )
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If it is png file then header information will be available in
first 42 bytes (0..41) and for other files ,say ,gif ,the header
information will be available in first 32 bytes .

Step 2 : Read cover image and convert it to binary ( byte [])

Step 3 : Create a new blank encrypted image or it could be an
existing image that will be overridden .

Step 4 : Write out the following information in output file .

Header of the cover image C ,which is H bytes

Compute size of cover image S , and write it to output file S is
32 bit ,written as MSB3 , MSB2,MSB1,MSB0O .Each MSB is of
8bits each .

Write S - inputOutputMarker no.of bytes from cover image to
encrypted image .

Write version of the algorithm used for creating encrypted file
.Say 2.0.0 is written in 8-bit binary form.

Write 8 bit feature value .If extension is not null and compres-
sion is done then feature value is 7 else it is 6.

The encrypted file will be compressed with compression ration
of 25 .Write 8bit compression ratio

Write 32-bit message size D from MSB to LSB .

Finally write message to be hidden as a byte [ ].

Retrieval of confidential data from encrypted image :

Step 1 : Read encrypted image and first compute its hash code
using MD5 algorithm . If it is similar to original image ,then
only data could be extracted .

Step 2 : Now read the encrypted image in binary form. Let mas-
terByteArray contains the data of encrypted image .

Step 3 : Read header info and set inputOutputMarker accordingly.

Step 4 :Read image size from encrypted image .To compute its
decimal value do the following operation :

Read first 8-bits of image size &(logical AND) 3 and shift it to
left by 24 bits.

Table .1. Result for erasing/deleting image
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ii) Read next 8-bits of image size &(logical AND) 3 and shift it to
left by 16 bits.

iii) Read next 8-bits of image size &(logical AND) 3 and shift it to
left by 8 bits.

iv) Read next 8-bits of image size &(logical AND) 3 and shift it to
left by 0 bits.

Step 5 : Read S-inputOutputMarker no.of bytes from encrypted
file

Step 6 : Read 24bits of version info.

Step 7 : Read 8-bit feature value to see if the file is compressed.

Step 8: Read compression ratio .

Step 9 : Read size of encoded message .Create an empty array of
D size.

Step 10. Read encoded message and store it in a byte[] and then
convert it to character.

Hash code generation using MD5 algorithm :

In order to generate Hash codes, the encoded image is first con-
verted into binary form that is (byte[]). The computation of the 32
character is done using MD5 algorithm. MD5 hash code is gener-
ated using J2ME SATSA-CRYPTO (JSR-177) APIS. The code uses
MessageDigest class and its method update and digest to generate
hash code. Then a user defined method is used to convert the bi-
nary message digest to its hexadecimal equivalent. This procedure
provides us with a 32 character unique code which is hash code
for respective images. This code is different for every image , thus
if there is a slight change in image the code changes.

V. Results:

The results are based on three types of tempering and they are:
e Erasing/deleting a part of image.

e Image cropping.

e Color changing.

Original Tempered .
Srno %magIHma Image | 50 Original image Hash code Hash Codes of Image without | Tempered Image hash
mage size in | ytes tempering code
bytes
. Arrow 980 1,039 1e378b4987e6bb150728 1e378b4987e6bb150728 7€286357a4b81161c337963
: d7431223b589 d7431223b589 b452492b2
) Exclamation 13758 2.849 28bb4cdba01845302 28bb4cdba01845302 10e57ef53£361973def241
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5 smalleil 21253 |og0g0  |4d7de7de217761211340b 4d7de7de217761211340 10e57ef53£361973def241
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abb82132f986812c12b752312 |abb82132f986812¢12 9be1809ed8b6a3b3db6223
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2c0e83eb3ba05231 2c0e83eb3ba05231 247dcf0240c52e79d123
9. |feather 27.823 132239 |} ha01¢59293847F beba01¢59293847f cd02falbba80
588226fa13e8761 588226fal3e8761fbc2aa271  |Ae5cdf40e2c3f377933753
10. Rat 25,139 126,569 fbc2aa271ba238a57 ba238a57 dOabe25b1d
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Table 3. Studied Images
Srno |(Image name Image Stego image Color change Erasing/deleting Cropping
1. Arrow @ i z_”’?
2. Exclamation @ @
3. Small girl L. L.
k]
h
4' Drop g
"
5. Paint box

6. Lena
7. Easter
8. Bench
Feather
Rat
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VI. Conclusion:

The paper proposes Fragile watermarking algorithm for hiding
data in the cover image and the hash code generation method
by using MD5. For proposed methods, it shows that the tem-
pering in the image can be detected with the help of hash code
and the hidden message cannot be retrieved if the image is tem-
pered. The change in hash code shows that the image is been
tempered.

w 1. Taha. Jassim and Raed Abd-Alhameed, Hussain Al-Ahmad,” New Robust and Fragile Watermarking Scheme for Color Images Captured by Mo-

bile Phone Cameras”,2013 UKSim 15th International Conference on Computer Modelling and Simulation. | 2. Mehdi Hussain and Mureed Hus-
sain,” A Survey of Image Steganography Techniques” | International Journal of Advanced Science and Technology Vol. 54, May, 2013 | 3. Y. K. Jain and R. R. Ahirwal, “A Novel Image
Steganography Method With Adaptive Number of Least Significant Bits Modification Based on Private Stego-Keys”, International Journal of Computer Science and Security (IJCSS),
vol. 4, (2010) March 1. | 4. H. Yang, X. Sun and G. Sun, “A High-Capacity Image Data Hiding Scheme Using Adaptive LSB Substitution”, Journal: Radioengineering, vol. 18, no. 4,
(2009), pp. 509-516. | 5. S. Channalli and A. Jadhav, “Steganography an Art of Hiding Data”, International Journal on Computer Science and Engineering, IJCSE, vol. 1, no. 3, (2009). |
6. C.-H. Yang, C.-Y. Weng, S.-J. Wang, Member, IEEE and H.-M. Sun, “Adaptive Data Hiding in Edge Areas of Images with Spatial LSB Domain Systems”, IEEE Transactions on Informa-
tion Forensics and Security, vol. 3, no. (2008) September 3, pp. 488-497. | 7. K.-H. Jung, K.-J. Ha and K.-Y. Yoo, “Image data hiding method based on multi-pixel differencing and LSB
substitution methods”, Proc. 2008 International Conference on Convergence and Hybrid Information Technology (ICHIT '08), Daejeon (Korea), (2008) August 28-30, pp. 355-358. | 8.
H. Zhang, G. Geng and C. Xiong, “Image Steganography Using Pixel-Value Differencing”, Electronic Commerce and Security, ISECS '09. Second International Symposium on (2009)
May. | 9. W.J. Chen, C. C. Chang and T. H. N. Le, “High Payload Steganography Mechanism Using Hybrid Edge Detector”, Expert Systems with Applications (ESWA 2010), vol. 37, pp.
3292-3301, (2010) April 4. | 10. V. Madhu Viswanatham and J. Manikonda, “A Novel Technique for Embedding Data in Spatial Domain”, International Journal on Computer Science
and Engineering, IJCSE, vol. 2, (2010). | 11. M. A. Al-Husainy, “Image Steganography by Mapping Pixels to Letters”, Journal of Computer Science, vol. 5, no. 1, (2009), pp. 33-38. | 12.
H. Motameni, M. Norouzi, M. Jahandar and A. Hatami, “Labeling Method in Steganography”, World Academy of Science, Engineering and Technology, France, (2007). | 13. B. Ahuja,
M. Kaur and M. Rachna, “High Capacity Filter Based Steganography”, International Journal of Recent Trends in Engineering, vol. 1, no. 1, (2009) May. | 14. M. Tanvir Parvez and A.
Abdul-Aziz Gutub, “RGB Intensity Based Variable-Bits Image Steganography”, IEEE Asia-Pacific Services Computing Conference, (2008), pp. 1322-1327. | 15. A. M. Hamid and M. L.
M. Kiah, “Novel Approach for High Secure and High Rate Data Hidden in the Image Using Image Texture Analysis”, International Journal of Engineering and Technology (IJET): 0975-
4042, (2009). |

22 IJSR - INTERNATIONAL JOURNAL OF SCIENTIFIC RESEARCH




