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ABSTRACT

Mobile communication is a process of sending data, messages, files or speaking over a mobile network. Mobile user
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(Mu) communicates with other user through Short Message Service (SMS) also. Formal as well as informal informa-
tion can also send by SMS. Highly secured, confidential SMS messages are transmitted as plaintext between Mobile User and the SMS Center
(SMSC), using wireless network. SMS contents are stored in the systems of network operators and can be read by their personnel. Since, the
SMS is sent as plaintext, therefore network operators will simply access the content of SMS during the transmission at SMSC. In this paper, a
new method called Crypto-Random method is proposed inorder to avoid such hacking. It uses cryptographic techniques on the confidential
messages and the intermediate unauthenticated users cannot reveal the original confidential information.

INTRODUCTION

Nowadays the most excellent way to send any information in
mobile network is through SMS, because of its fast, robust and
uninterrupted nature; but at the same time, it is highly insecure.
There is a chance for the SMS content to be read by the mobile
operators which is send by the mobile users. The conventional
communication service does not provide any type of safety is-
sues to the SMS. Various applications such as health care moni-
toring [3], finance, banking and military services send their
highly secured confidential information through SMS. In all
these applications SMS plays a major role because the user can
get their SMS anywhere in the world.

According to a new report, mobile phone penetration will rise
from 61.1% to 69.4% of the global population between 2013 and
2017 [10]. SMS contents are subjected to various attacks such as
SMS disclosure, OTA modification, Man-In-The-Middle (MITM)
attack, Masquerade, play back attack. The mobile users can send
their private, commercial, confidential information through
SMS. Bank transactions such as One Time Password (OTP), Pin
Number send by banks or organizations via SMS messages for
authorizing or confirming high-risk on-line transactions leads
to loss, modification of message content by the hackers. This is
the research problem in mobile communication to transmit SMS
across the network.

There are some protection issues related the open functional-
ity of SMS, because the messages are transmitted as a plain text
among the sender and receiver across the network. There is a
chance for the intruders or hackers to read the confidential mes-
sage. In this paper Crypto-Random model is proposed. It uses an
efficient encryption and decryption method for SMS communi-
cation using AES cryptographic algorithm. The process of trans-
forming plain text of SMS to cipher format SMS for data security
is also proposed. After forming cipher text of the secure SMS, it
is encoded with a random key. Android mobile phone is used to
implement this method, which is used to transmit the confiden-
tial messages.

This paper comprises of the following sections. Introduction
is given in first section. The second section gives the proposed
system model, next it deals with advantages of the proposed sys-
tem. The last section concludes the paper with future work.

CASE STUDY

SYSTEM ARCHITECTURE

This section case study deals with the system architecture of the
Crypto-Random method. This comprises of three components
Mobile userl (sender), Mobile user2 (Receiver) and the Authen-
tication server. The design model narrates how the user creates

the secret message and the process of forwarding and authenti-
cating. It comprises of two sides (1) Sender side Architecture (2)
Receiver side Architecture. It is clearly shown in Figure (1) and

Figure (2)
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Figure.l: Sender side Architecture

The above figure illustrates the Sender side Architecture. In Reg-
istration phase, the Mobile userl send a request signal to con-
nect to the Authentication server. The Authentication server
validates the user profile and adds detail about the user in its
database. After that it sends a conformation request to the send-
er. Then the sender sends a confidential message to the receiver
through the Authentication server. It performs encryption to the
confidential message using AES.The AES uses 192 bit keys for
encryption. Then it generates a random key and it is accumu-
lated with the cipher format SMS. Now it is ready to send to the
receiver.
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Figure.2: Receiver side Architecture

Figure 2 illustrates the Receiver side Architecture. In Receiver
side, the receiver must also perform registration with the Au-
thentication server. The mobile user2 who is the receiver sends
a request to connect to the crypto-Random protocol. The Au-
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thentication server checks in its database and sends a confor-
mation request to the receiver. The receiver sends a valid user id
to receive the confidential message. The Authentication server
checks in its database. If it matches means, it will decrypt the
message and send it to the receiver.

The Crypto-Random method uses three techniques

(i)User validation: The Sender and Receiver have to register
their details with the Authentication server. The Authentication
server updates the necessary details in its database. Thus the
Authentication server validates the correct user and it is used to
identify the unauthorized user. (ii)Message creation and display:
The message creation is done by the sender using a mobile App
which is installed in their android mobile phone. The receiver
after receiving the message it can be viewed as a message in en-
crypted (alphanumeric) format, if they know the key value only
the original message is displayed to them.

(iii)Encryption and Decryption: The Authentication server gets
the original confidential message from the sender. It checks for
validity and performs Encryption using AES-192 symmetric key
cryptographic algorithm. Then it generates a random key using
Random key generator and both these are accumulated and it
generates a secure cipher format SMS.

Decryption takes place in the receiver side. The Authentication
server in the receiver side checks for receiver validity and if it
matches with the details in database means it will perform de-
cryption of the confidential message and send it to the receiver.

ADVANTAGES OF PROPOSED SYSTEM

This section focuses on the advantages of the proposed system.
The Crypto-Random method uses cryptographic algorithm of
AES-192 and a random number generator (OTP).It provides a
high degree of

(i)Authentication: The Crypto-Random method provides authen-
tication to the mobile user. This is done by the Authentication
server. It will allow only the authenticated users to communicate
in the mobile network.

(ii)Data Confidentiality: This method provides a high degree of
data confidentiality to the message that is transmitted across
the network. It uses highly secured encryption and decryption
method to transmit the confidential messages.

(iii)Avoids various attacks: It avoids various attacks such as SMS
disclosure, OTA modification, Man-In-The-Middle (MITM) at-
tack, Masquerade and play back attack.
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CONCLUSIONS

Crypto-Random method is implemented in smartphones as an
app, it is effective because of its low expenditure and its easy ex-
ecution process. It is applied in application layer and provides a
high grade of confidentiality to the transmitted messages. This
method uses AES-192 which provides high security to the con-
fidential messages. It shows that this method is able to avoid
many attacks. For the future work this can be implemented with
picture, Audio, Video and needs to use high compression tech-
nique.
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