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ABSTRACT

Government of India is issuingan AADHAAR card to every individual resident, which contains a 12 digit unique
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identification number. Aadhaar card is being issued by Unique Identification Authority of India as identity proof for
availing all service of government and non-government. Aadhaar card is single all-purpose use card provided with highly secured authentica-
tion which requires each time to verify three to four attributes of the user. Currently, authentication is provided by combination of any of the
following attributes -personal information, bio metric, demographic and One Time Password (OTP). The bio metric authentication is costly
and cannot be shared with trusted persons in case of emergency requirements. The authentication through OTP is also unsecured,if mobile
phone and aadhaar card is stolen. The combination of these authentications makes the user authentication process complex and time con-
suming. So here, a simple dynamic authentication is provided based on sensory information and implementing message Authentication code
on generated OTP. This proposed system provides a highly secured and simple authentication for smartcard.

INTRODUCTION

Unique identification authority of India is issuing a 12 digit
unique identification number on behave of government of In-
dia to every resident Indian including children and infant. This
unique number will serve as identify proof and address proof
anywhere inside the country of India. The 12 digit number will
remain valid for life time and help providing access to service in
government and non-government. It will be used by all identity
based service like ration, passport, etc. It is a voluntary service
that every individual can avail on basis of demographic and bio-
metric information. The name Aadhaar depicts the fundamental
role of UIDAI as a universal identity organization, a foundation
over which public and private agencies can build services and
applications that benefit people across India.

Aadhaar card usage is mainly for micropayments. To diminish
the shortage of financial access in India, it has been focused
on improving the financial services in innovative ways through
without unnecessary extras accounts, the favorable of banking
and ATM rules. Advanced technology like core banking, ATMs,
and mobile connectivity have lager impact on banking. Mobile
phones substantially increase financial services across India,
with these technologies the need for banks has been reduced
and banks are consequently providing services through internet
and mobile banking. In addition to ATMs, these options have
made banking affordable and accessible for many non-poor ur-
ban people across the country.Another limitation is the cost of
providing banking services to the poor who manage in smaller
amounts (micropayments). These payments are considered un-
attractive as transaction costs are too high to bear. The aadhaar
card helps poor people establish their identity to banks and
banks would be able to scale up their branch-less banking de-
ployments to a wider population at lower cost. An efficient, cost
effective payment solution is a terrible necessity for supporting
financial addition. The Aadhaar card authentication mechanism
provides the chosen micropayment solution which brings low-
cost access to financial services to everyone at short distance
from home.

EXISTING SYSTEM

Aadhaar authentication process involves in verifying the 12 digit
unique Aadhaar number, and other attributes like demographic,
biometrics and OTP. These verification attributes are recorded in
Central Identities Data Repository (CIDR) of Unique Identifica-
tion Authority of India (UIAI). When they submit these records
for verification it would be verified against the stored record in

database and if the records match then CIDR would send a re-
sponds “yes ‘otherwise “no”. And the response would not return
any personal identities. This authentication is to permit people
to confirm their identity. Also helps service providers to confirm
the residents to deliver services and offer access to benefits.

DRAWBACKS
When offering service the authentication is provided by five
methods

. First method: Using aadhaar card number and demograph-
ic information.

. Second type is to sending one time password to the user
personal mobile phone.

. Third type is to use one of the biometric modalities like fin-
ger printer or iris.

. Fourth type uses one time password as first factor and one
of biometric authentication as second factor.

. Fifth using three attributes that is one time password, iris
and finger prints for authenticating people.

. So this makes

. The above type will make the authentication process

. Lengthier and time consuming

. Complex

. OTP is unsecured if the unauthorized person owes the user
mobile phone.

. Bio metric is costly and cannot be shared with trusted per-
son in emergency

. These drawbacks will be address and solved in proposed
system.

PROPOSED SYSTEM

The proposed system aims to provide simple highly secured au-
thentication for aadhaar card by providing sensor based authen-
tication and generating one time based authentication by imple-
menting Message authentication code. By providing this sensor
based authentication the process becomes simple and highly
secured with less expensive.

IJSR - INTERNATIONAL JOURNAL OF SCIENTIFIC RESEARCH 41




Volume : 4 | Issue : 3 | March 2015 « ISSN No 2277 - 8179

E s Ml Serem
|_Frosmitar | [ Val g P
I
[

f - —
i OTF & Ml ] | emmrs G T P |
= i - T

D obaw

:_ Amtrgrie Checiingsf OTF ] | AL boplesarsiion s nrr_l
1 T

VB OTF | Enermgrod Serage |

Figl: Overall Architecture

Sensor Based Authentication

The sensor based authentication is provided by using accelerom-
eter sensor. An accelerometer sensor will be placed inside the
aadhaar card. It will authenticate the aadhaar card based on the
position (axis) of the card placed. The sensor authentication is
provided by setting up a fixed axis position for sensor inside that
aadhaar card based on the angle of the card placed (within 360
degrees). The reader unit will read the angle of the aadhaar card
when placed on the display unit. After reading the angle position
of the aadhaar card, it will forward that information for server.
If the server authenticates the position then the server will pro-
ceed to generate and One time password.

The 12-digit uniquenumber of aadhaar card and its correspond-
ing angle i.e. the sensor’s axis position is stored in its database.
So the information forwarded by the reader unit to server will
be verified with the server database. If the information matched
any record in the database then the aadhaar card will be au-
thenticated.

The advantage of the system is user themselves will setup angle
position for the card. This is like setting up a password and per-
sonal identification number. The reader unit has a display unit
where user can view the two dimensional (x, y) axes.When the
user places the aadhaar card on that display unit it will give the
angle position of the card. The angle will be displayed only to
the user in small area which would be viewed only by the user
which is protected from other peeping on it. So when user wants
to fix position for their aadhaar card, they have place the aad-
haar card on the display unit andchoose an angle of their choice
and register it for their aadhaar card. This angle position will be
recorded for the user along with the 12-digit unique identifica-
tion number in the server database. When user want to avail a
service the user has to place their aadhaar card in angle position
they fixed for it, only then the card will be authenticated. This
protects the unauthorized person using the card in case of avail-
ing financial service like banking etc.

MAC Implementation on generated OTP

Once the aadhaar card position is authenticated the server will
generate a onetime password by implementing MAC. This will
provide a high security to one time password which is generated
by server and sent to user mobile phone.

Message authentication code is a mechanism or service used to
provide integrity and authenticity assurance of a message. Mes-
sage authentication code is an algorithm that requires using two
common secret key between sender and receiver. A variable-
length message and secret keys are taken as input to produce
an authentication code to verify the integrity of the message. In
proposed system, MAC is implemented on One Time Password
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(OTP). On validating the IMSI number of user mobile, server
generates a one time password and sends it to user’s mobile.
With the help of this OTP only the user could avail the smart
card service. By implementing MAC on OTP, the integrity and
authentication is preserved. So, it confirms user that it is safe to
use the OTP to avail the service, as it is secured from intentional
or accidental changes.
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Fig 2. MAC implementation

The Figure?2 illustrates the implementation of MAC on OTP. Af-
ter generating OTP, server perform MAC algorithm with two
secret keys which is known only to the sender and receiver. At
the server end, the generated OTP is applied to MAC algorithm
using secret key 1 to produce MAC value 1 then, this MAC value
1 is concatenated with the OTP to produce concatenated mes-
sage. Now the secret key 2 is applied to concatenated message
to produce encrypted message. At client end, user receives the
encrypted message alone and they perform the reverse opera-
tion to obtain the OTP. Secret key 2 is applied to the received
encrypted message to produce the OTP and MAC value 1. Then,
user performs MAC algorithm by applying secret key 1 on OTP
to produced MAC value 2 and it compares the received MAC
value 1 with generated MAC value 2. So the user is able to check
the integrity and authenticity of the OTP before using it to avail
the service.

This MAC implementation, enormously enhance the security lev-
el of the OTP. if the unauthorized person succeeds in the sensor
based authentication of aadhaar card, they required to complete
the authentication by obtaining the OTP from the encrypted
message to availing the service for which they required user’s
mobile. Even if they obtain the user mobile, they required to
know the secret keys to obtain the OTP from received encrypted
message in user’s mobile.

CONCLUSIONS
The proposed work will provide a simple and highly secured au-
thentication for aadhaar card.

This sensor based authentication requires less expense and it
prevents the unauthorized authentication as the user has to
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know the exact authenticating angle position of the aadhaar
card. To thwart the success in sensor based authentication, an
OTP is sent to the user mobile phone in a form of encrypted
message. This challenges the unauthorized person, as they re-
quired knowing two secret to obtain the OTP from the received
encrypted message. So this makes the authentication process
very simple highly secured for user. Andavoid cost of bio metric
authentication.
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