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- STRACT Recently biometric sought more attention in the field of research and development. Mouse dynamics otherwise

known as click dynamics is a biometric system which plays a predominant role in the field of network security. In
this paper, enhanced click dynamics is introduced to ensure user authentication. The unknown cyber attack detection process is developed
using biometric system. In this research work “anytime algorithm’ is integrated along with existing method to increase the accuracy in detect-
ing the unauthorized user i.e., cyber attacks. To evaluate the accuracy in detecting the unknown cyber attacks by the proposed method the
experiments were conducted with _few performance metrics namely False Acceptance Rate, False Rejection Rate, Authentication time and
Attack Detection rate. The experiments were conducted for 24 participants. The proposed method is developed using JAVA 1.7 as front end

and mysql as back end.

1. Introduction

Click dynamics is used in the field of network security due to
its unique nature of capturing the mouse operations of the in-
dividual user. The mouse operations can be captured in various
forms like general movements, drag and drop, point and click
but it does not require any specific hardware component [3].
By capturing the mouse movements, it will record the follow-
ing details the type of action, the traveled distance, in pixels, the
elapsed time in seconds, and the movement direction. All the
actions captured of the mouse operations for every user login
at the time of registration will be stored in a database for future
reference. The mouse operation distances are measured using
various algorithms like Levenshtein distance, Manhattan dis-
tance, dynamic time wrapping. The user re-authentication sys-
tem [4] is also developed which is an application independent,
continual, non-intrusive, fast and easily deployable. Apart from
that, mouse-to-keystroke dynamics, interaction and Interaction
Quotient (IQ) is also measured. Anytime algorithm is a similar-
ity measurement algorithm used nowadays for more accuracy.
While using anytime algorithm [9] mean squared differences
and Mutual information are used to measure the similarity. To
measure the distance these algorithms are used. Anytime algo-
rithm gives more accuracy in measuring the distance than exist-
ing methods and also helps in reducing computational time.

2. Related Works
Some of the related works of the proposed method are discussed
in this section

Bassam Sayed et.al (2013), introduces a new framework for
static authentication for mouse dynamics. Vector quantization
neural network classifier is used to capture the gestures in this
research work. The evaluation of the proposed system is con-
ducted for 39 users based on false acceptance ratio and false
rejection ratio. Accuracy and validation is improved using the
proposed system as this is the first method which provides the
relatively accurate static authentication scheme.

Chao Shen et.al (2013) proposed a simple and efficient user
authentication approach based on a fixed mouse-operation task.
To get the accuracy and mouse behavior fine-grained characteri-
zation of every user traditional holistic feature and feature newly
introduced in proposed system is also extracted. To increase the
efficiency of the mouse feature space distance-measurement
and eigen space-transformation techniques are used and for dis-
tance-based feature eigen space for the authentication one-class
learning algorithm is applied. The dataset used is 5550 mouse-
operation samples from 37 subjects. Authentication time is also

analyzed based on false-acceptance rate and false-rejection rate
is also calculated to ensure the efficiency of the proposed sys-
tem.

Cheng-Jung Tsai et.al (2012), in their research work clicking
and pressing the mouse button is captured based on the time.
Down-Up, Down-Down, Up-Down, Up-Up and Down-Up2 are
the five features analyzed and experimentation is done with 25
users. Imitate sample and non-imitate samples are used for to
extract those five features for 25 users. The weight scores are cal-
culated using three statistical methods. False Acceptance Rate,
False Rejection Rate, Average False Rate and Equal Error Rate
are the four performance metrics used to evaluate the proposed
system. And concluded that the system proposed increasing the
portability and the same system can be applied in electronic de-
vices. To improve the security level this system can also be used
as a standby identifiable factor of the keystroke-dynamics based
authentication. Finally, they have declared that error rate of the
system is high and given future scope as reducing the error rate.

Harini Jagadeesan and Michael S. Hsiao (2009) proposed a
user re-authentication system which is application independ-
ent, continual, non-intrusive, fast and easily deployable based on
user behavioral biometrics of keyboard and mouse operations.
Mouse-to-keyboard interaction ratio and interaction quotient is
proposed to extract the attributes of the user. The behavior of
the user will be captured every time and it will be with the exist-
ing behavior which is stored already. The accuracy and applica-
tion independency of the proposed is improved comparatively.
The performance metrics sensitivity, specificity, false acceptance
rate, false rejection rate and accuracy are used to evaluate the
proposed system.

Ahmed Awad et.al (2007) introduced a new technique to cap-
ture the mouse behavioral characteristics of the user using arti-
ficial neural network. The first experiments are conducted for 22
participants, mouse movements have been collected randomly
for 284 hours, 45 sessions for every user and 998 sessions for en-
tire users. The second experiments were conducted for 7 partici-
pants. The proposed system is evaluated using the performance
metrics such as receiver operating characteristic (ROC), confu-
sion matrix, false acceptance rate and false rejection rate.

Adam Weiss et.al (2007) focused a detailed study on data col-
lection, feature metrics, and classification. New software was
developed for capturing the data capture, feature extraction,
creation of user profile and classification of patterns. Leave-one
out method of next Nearest Neighbor is used for implementation
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and the success rate achieved is 92%. Experimentation is done
with five users for 25 sample data to train and test the software
developed.

Ross A.J. Everitt and Peter W. McOwan (2003) introduced a
new concept for security using biometric authentication. Pro-
posed is a novel which combines two different biometric to
make sure that the system provides authenticity. The experi-
mentation is conducted for 41 participants and the data col-
lected is trained using back propagation algorithm and stored
for future verification. False acceptance rate, false rejection rate,
latency time and hold time are the performance metrics used to
evaluate the system developed. Concluded that better results is
achieved for FAR and FRR by the proposed system and suggest-
ed that the system can be applied to heterogeneous networks.

3. Proposed Methodology

The overview of the proposed methodology is discussed in detail
in this section. The proposed methodology consists of four phas-
es. The four phases of the proposed methodology are discussed
below:

3.1. Steps Involved in Proposed Method
The four processing steps involved of the proposed method are
discussed below

Step.1 Initiate user login using graphical password

The users are expected to execute the graphical password to
login to access the database

Step.2 calculate distance measurements of capturing mouse opera-
tion

The mouse operation of every user is measured using integrated
Manhattan distance with dynamic time wrapping.

Manhattan distance [31] (MD) calculates the sum of difference
in every dimension of each vector. It is otherwise known as L,
distance. If u= (x, x,... Xian) and v= (y, y,... y,) are two vectors
in n dimension. Then MD (u, v) will be calculated using the fol-
lowing equation.

nAD (u,v)=|x; —_)';|—| 2 —_,1;-‘|— ...... —|x;s —_,T;sl
= > 1w — vl
=1

Step.3 Measure operations similarity based on anytime algo-
rithm

The similarity of the mouse operation of every user is compared
by calculating mean square difference and measure information
similarity of Anytime algorithm.

Anytime algorithm is used to measure similarity of the mouse
operations, that can be achieved using function as D(X), D(X,p)
as parameters and p as percentage of pixels. Mean square differ-
ence is measured using the following equation:

Lzl

Drenic, p) = _L.L;\’J ':)T (Rixd — 7 (1rix, -;_a))j:

D, s, —-->Average of the negative mean squared differences in in-

tensity between pixels

N ---> total number of pixels
p ---> percentage of pixels
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R ---> Random Order
Step.4 Authenticate user and permit data access
After executing the anytime algorithm for user authentication,
the authorized users will be permitted for data access from da-

tabase.

3.2. Flow Diagram of the Proposed Method
The flow diagram of the proposed method is given in figure.l.

Initiate user login

.

Grazp Mouse Movements

l

Measure Distance

l

Calculate mean squared difference

.

Meazure Information Similarity

Ne l Yes

Permit
data access

Figure.l Flow diagram of the proposed method

Table.1 Proposed Algorithm

Initialize server for each user logging in execute graphical
password capture mouse operation distance measurement
measure similarity using anytime algorithm ensure user
authentication if user authorized permit to access data end if
end

4. Experiments and Results
The experimentation was conducted randomly for 24 partici-
pants.

4.1. Performance Metrics

The performance metrics used to evaluate the proposed
method are:

False Acceptance Rate

The false acceptance rate is a fraction of negative entry or un-
authorized user was incorrectly identified as positive entry or
unauthorized user and it will be calculated using the following
formula:

FAR= numberof false rajections

numberoef clisnt accesses

False Rejection Rate

The false rejection rate is a fraction of positive entry or unau-
thorized user that was correctly identified as negative entry or
unauthorized user and it will be calculated using the following
formula:

number of folse acceptances
FRR=

numberof clisnt acocesses

5. Conclusion
The method proposed here enhances the click dynamics for user
authentication. The concepts of graphical password, one class
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classifier, Manhattan distance with dynamic time wrapping and
anytime algorithm is used to increase the accuracy in user au-
thentication. The accomplishment of the proposed method is
evaluated in terms of performance metrics like false acceptance
rate, false rejection rate, authentication time and attack detec-
tion rate to predict its efficiency in defending against cyber at-
tacks.
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Table.2 Comparative Results of FAR, FRR and Authentica-
tion time

False Acceptance | False Rejection o
No. of Rate Rate (%) Authentication
Mouse (%) Time(seconds)
Operations

Existing | Proposed | Existing | Proposed | Existing | Proposed
Method | Method | Method | Method | Method | Method

25 5.7 4.6 4.3 3.6 9.0 8.7
50 6.7 5.8 4.7 3.8 8.9 8.6
75 77 6.4 5.7 4.6 89 84
100 8.2 6.5 6.7 5.2 8.7 8.1

Table.3 Attack Detection Ratio

Existing | Proposed
Attack Types Method Method % of Improvement

Active Attacks 68% 71.5% 3.5%

Passive Attacks 71% 73% 2%
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