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AB STRACT In content based image authentication system the image hash is generated by extracting image features that holds

the content of the image using transform coefficients, Edges, Statistical methods, Local and Global descriptors, Histo-
gram etc. Many authentication systems employ any one of the feature extraction methods to generate an image hash. Recently most authen-
tication system uses a combination of two or more feature extraction methods, to extract the content of image and then to generate an image
hash. This is done to fully exploit the advantage of two or more methods over just a single method. In this paper a survey on most recent work
in the area of content based image authentication that uses two or more feature extraction techniques and a performance analysis on each
of the system based on the requirement of an authentication system is given.

1. Introduction

The widespread use of multimedia data in internet increases the
need for image authentication. Image authentication verifies the
originality of the transmitted image at the receiver end. Image
authentication is highly essential in the area of military target
images, court evidence images, quality control images, digital
notaries’ document, medical images, etc where false judgment
leads to tragic results. Multimedia data authentication is differ-
ent from other data authentication because multimedia data is
always preprocessed (Quantized, Compression, Scaling or Crop-
ping) before usage and transmission [2].

Image authentication is broadly classified into two categories:
Strict (Hard) authentication and Selective (Soft or Content
based) authentication [1]. Strict authentication cannot tolerate
even a single pixel change in image. This authentication is im-
plemented by using conventional cryptographic algorithm (SHA-
1, MD5 etc) and fragile watermarking techniques. The basic idea
behind fragile watermarking technique is use to generate a wa-
termark and it is inserted in the image in such a way that any
modification in the image is reflected in the inserted watermark.
Simply verifying the presence of the inserted watermark allows
the image authenticity verification. The image is considered au-
thentic if and only if its entire pixel remains unchanged.

Selective authentication can be classified as digital signature
[7] and semi-fragile watermarking [8]. Selective authentication
method authenticates the image as long as the content of the
image is preserved during the modification. Some of the content
preserving modification includes image file format, geometric
transformations, (scaling, translation, rotation etc) transmis-
sion errors, transmission noise, compression, quantization etc.
This method fails in authentication for those modifications that
change the content of image. Some of the manipulation that
change the image content may be deletion of objects from the
image, addition of objects into the image, position change of the
object in the image , change in image background, change in lu-

minous etc.
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Content based image authentication concentrates on authenticat-
ing the content of the image rather than image as a whole. Most

approaches extract the features of the image that holds the con-
tent of the image and provide security and authenticity. Features
can be extracted based on transform coefficients’ (DCT, DWT,
SVD, etc), edges, histogram, local and global descriptors etc. These
features are used to create image hash for authentication purpose.

The basic requirement of a good authentication system can be
given as follows [1]: Robustness- The system should tolerate
content preserving transformations. Security- The system should
be able to protect the data from malicious attack. Sensitivity- The
system should detect any content modifications or manipulations.
Localization - The system should be able to locate the area of
tampering. Recovery- The system should be able to reconstruct
the tampered regions. Complexity - The system must be neither
complex nor slow. Portability- The system must be able to carry
the digital signature within the image.

The paper is organized as follows: Section II describes the meth-
ods of few recent works in the area of image authentication. Sec-
tion III provides a performance analysis of all the methods de-
scribed in section II based on the requirement of authentication
system. Section IV concludes the paper.

2. Few recent work in the area of content based image au-
thentication

Two phase image authentication

Two phase image authentication method [2], uses a combination
of strict and selective authentication using two most generic ap-
proximate message authenticate codes (AMAC). Image feature
that contains the content of image are extracted and are protect-
ed by hard authentication using AMAC which enables forgery de-
tection and the less fragile content holder parts are protected by
soft authentication to provide robustness to the mechanism

Discrete cosine transformation is applied to equal sized blocks of
the image and the low frequency elements of the image is subjected
to first phase to generate tagl using DCT-RS( Reed Solomon) based
scheme. If the first phase succeeds, some high frequency of the im-
age are left for the second phase to generate tag 2 using probabil-
istic target collision and resistant hash function. Tag 1 and tag 2 is
concatenated to generate digital signature for the image.

MAC is sensitive to noise but AMAC is noise tolerant. The use of
AMAC increases robustness. AMAC enables error detection and
partial error localization. The proposed method is unable to
classify and identify the type of attack or to localize the affected
part of the image.

Watermarking for image based on DWT & SVD
The proposed method [3] generates a digital watermark by combin-
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ing DWT and SVD. This method uses two watermark one text and
another logo. The image is transformed using DCT and SVD is ap-
plied to HH1 sub band. SVD is applied to the two watermarks. The
SV’s of first watermark is embedded in suitable SV’s of HH1 sub

band of the original image and keyl is generated for reconstruction
of watermark 1. The second level on decomposition is applied to
HHI and SVD is applied to HH2 sub band of HH1. The SV’s of sec-
ond water mark is embedded in suitable SV’s of HH2 sub band and
a key 2 is generated to reconstruct watermark 2.

In this method a text is embedded in the first DWT level and
logo is embedded in second DWT level. The two watermarks
are separate and text can be extracted without affecting logo
and vice versa. For watermark extraction, the watermarked im-
age undergoes two levels of DWT decomposition. Then from
two HH sub bands using keyl and key2 the two watermarks
are reconstructed based on the SV’s and orthogonal matrices.

Image authentication using local and global features

The image hash in [4] generated from Haralick features and
MOD-LBP feature with luminance and chrominance which are
computer using Zernike moments .Local features like Haral-
ick MOD-LBP feature are extracted from preprocessed image
(rescaled and divided into non overlapping equal sized blocks)
and global features like luminance and chrominance are ex-
tracted from Zernike moments . From the local and the global
descriptors, feature vectors are constructed and they are en-
crypted. The encrypted feature vectors and concatenated to
generate the image hash. At the receiver the image hash is veri-
fied by finding the difference in both local and global feature
vectors and also there total difference .The threshold of hash
distance for the proposed method is selected as 1. Blocks” hav-
ing a hash distance greater than 1 is regard as tampered block.

Spatial and Frequency domain complimentary water mark
A dual watermarking scheme [5] is proposed that generated two
watermarks, one watermark is based on spatial domain and oth-
er watermark is base on frequency domain. The two watermarks
complement each other. In spatial domain edge features are ex-
tracted using canny edge detector and protected using AMAC.
Since AMAC is noise tolerant it can tolerate minor modifications
/The frequency domain transform coefficients (DCT-RS based
scheme ) are protected using error correcting codes which is used
in error localization and correction, only if the number of modifi-
cations is below the error correction capability of RS codes.

Image Authentication base on fixed point theory

The propose method [9] introduces a new technique called
fixed point theory. In fixed point theory a fixed point image
is created which is very close to original image. The system
transforms a original image into a fixed point image us-
ing Gaussian convolution and deconvolution transform and
sends the fixed point image instead of original to receiver. At
the receiver using the same transform a fixed point image is
generated for the received image. The integrity of fixed im-
age is tested by comparing the fixed point image received and
computed at the receivers end to locate the tampered areas.
For finding the fixed point three iterative algorithms are used
with few number of iterations.

TABLE I : Performance Analysis
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The proposed fixed point theory uses Gaussian kernel in fre-
quency domain. It generates a fragile system and semi fragile
system for image authentication. The system shows good perfor-
mance in transparency, fragility, security, and tampering locali-
zation. Semi fragile system is resistant to rotation by a multiple
of 90 degree flipping and brightness attack.

Image Authentication based on HMM and SVM classifiers
The proposed system [6], uses machine learning methods (ie) Hid-
den Markov Model and Support Vector Machine to classify the
input image as authentic (Class I) or forged image (Class II). The
system undergoes a training phase using HMM and SVM models
to make the system learn to classify authentic and forged images.
Training is performed using 1250 authentic and 1250 forged im-
ages randomly selected from the CASIA image database.

Once the training phase is over the system is ready for testing
phase. In testing the input image features are extracted using DCT,
LBP, Gabor filter and Curvelet transform. Feature vector is normal-
ized and a one is added to all feature vector values because HMM
can process only non zero values. Initial data classification is done
by HMM. A search is performed for best combination of states for
the maximum a posteriori possibility using log likelihood estima-
tor. If the likelihood value is infinite then the data is classified using
SVM and it is deducted as Class I or Class II.

3. Performance Analysis

The basic requirement of an authenticated system includes ro-
bustness, sensitivity, security, localization, recovery, portability,
and complexity. All the method of image authentication dis-
cussed in Section II is based on the combination of two or more
mechanisms for generating image hash function. This is done
to increase the performance of the authentication system. The
computational complexity increased by using combination of
methods can be compromised by the security achieve by the
system. Portability exists in all the systems as the system is able
to carry the digital signatures with the image. The following TA-
BLE I analysis the various methods of section II in terms of Ro-
bustness, Sensitivity, Security, Localization and Recovery.

4. Conclusion

In content based authentic system combination of hash tech-
niques to generate image hash is employed to have a choice in in-
creasing the Robustness, security and sensitivity on the system. To
develop a system that is robust against JPEG & JPEG 2000 com-
pression DCT or DWT transform coefficients can be used. SVD &
NNMF are robust to geometrical minor modifications [2] AMAC
can tolerate noise [5] water mark embedded in frequency domain
is more robust than water mark embedded in Spatial [3]. Draw-
back of content based authentication system is the possibility of
having same feature vector for different images [5] this vulnerabil-
ity cannot be removed decisively, but can be avoided by generat-
ing a combination of global and local image features.

In all the methods discussed in section II tamper localization is
addressed in [4],[5],[9], and recovery of tampered regions of an
image is done partially using Read Solomon code [5] is used for
partial recovery but it has its limitation.

Methods Robustness Sensitivity Security Localization and Recovery
Tolerate at high level: JPEG
compression, additive The use of MAC
Gaussian noise, Blurring, guarantees that any 'The security threat is
Two phase Image Uniform filtering. At low change in secret key image tampering attacks. |It is unable to localize or
Authgntication level: Average filtering, should be detectable by  |The tampered pixels reconstruct the affected part
Gamma Correction, the corresponding change |are not reflected by the of the image.
Shearing. The system does |of approximately 50% of |protected components.
not tolerate Rotation and the output bits
Scaling
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Watermarking for
image based on

Robustness is measured

in terms of correlation
coefficient for the attacks
like rotation, resize, JPEG
compression, Average
Filtering, Median Filtering,
Motion Blurring, Histogram

Peak signal to noise

Ratio is used to measure
the visual quality of the
watermarked image in
comparison to the original
image. It has high PSNR

The security of the system
is improved by using DWT
and SVD. It also uses a
key to ensure the security

It is unable to localize or
reconstruct the affected part

DWT & SVD Equalization, Sharpen, (up to 98.03)because the Eﬁn“{)ztstri?xiargn%u]gﬁ%action of the image.

Contrast Adjustment(lie in [SV’s of watermark are r0CESS 8

the range of 0.847 to 0.997. |[embedded in the Suitable p :

The system is inefficient SV’S of original image

with cropping attack.

MOD-LBP features are Image localization can be

robust to content preserving . achieved by comparing the
Image modifications. The method ’fgﬁ]ﬁrﬁ ‘g{gggggl}mm The security of the system |image blocks at the receiver
Authentication is robust to JPEG coding, is improved by combining |and if the hash distance is

using local and
global features.

additive noise, rotation,
scaling, brightness, contrast
adjustment and slight
cropping.

image blocks are sensitive
to tampering as compared
to MOD-LBP feature.

both local and global
descriptors

greater than 1 for any two
blocks it is then considered
as tampered block. No
Recovery.

For images of high

In Frequency domain the

AMAC used to generate resolution AMAC use of RS Code in watermark
Spatial and watermarkl can tolerate salt | The use of ACs in feature |is computed using generation is used to
Fge nency domain |PEPPer noise of magnitude |vector strengthens the Normalized Hamming locate the forgery areas
con(1l lemZntar .01 and 0.1 but in frequency [scheme against attacks Distance to avoid security |but was unable to recovery
watel:'mark Y |domain watermark it cannot |based on recovery of DC  |vulnerability. The security |forgery if the number of
: tolerate high noise level coefficients of the system is improved |modifications is beyond the
(magnitude 0.1) by combining image edges |error correction capability of
and DCT coefficients. RS codes.
Even if image is changed
lggnsgleglfisgffl‘:ﬁﬁ cahange In fragile system the
Fragile System cannot probability of 0.965 for Siciﬁgsoofnﬂ:ﬁ:};tgg ke
tolerate JPEG compression, |single pixel and 0.999 Th}; Kev space must be ¥ |Localization is possible
scaling, Low pass filter, for two pixel changes. It |, y SP because if the image is
; . o - arge. The Kernel should .
Image cropping, contrast is sensitive to key, since have less modification tampered then the receiver
Authgentication adjustment and noise attack. |different keys have very The Selected kev must be |Ca1 generate only a non
based on Fixed Since the modified image is |small probability to sufficiently far aywa from fixed image. The difference
Point Theor a non fixed image it cannot |produce identical fixed the centeryof the kg;nel in received and generated
¥ pass the authentication. point images. if the size In Semi fragile system | image is used to identify
Semi fragile system can of the fixed point image is the securi gis in}; roved the tampered regions. No
tolerate rotation, flipping changed by the attacker by an ad dittyional cphaotic Recovery.
and Brightness attacks. then the GCD transform |2
. . o - transform to enlarge the
will vary since it is built Kev space
for both key and image Yy sp
size.
It refers to the ability of
the algorithm to deduct
| It is tolerant to Lossy JPEG |2 forged image correctly |The system classifies the
mage . . as forged can be given image as authentic or
s compression with Q from : .
Authentication . . as TN/TN+FP where forged using HMM and It is does not address about
50-90, Gaussian blurring , SN o
base on HMM and AWGN. Imawe splicing and | TN (True negative) = SVM models. It does not |localization and recovery.
SVM classifiers. » Mage spicing authentic image identified [address about providing

copy move forgery

as authentic. FP (False
positive ) — Authentic
image identified as forged

security to the system.
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