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ABSTRACT

In the present globalizes scenario, information technology is the most important and controversial term. It is the
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most powerful technology which is fast, quick and accurate in all sectors. Increased use of information and com-
munication technology (ICT) such as computers, mobile phones, Internet, and other associated technologies are the routes which gave emer-
gence to lot of constructive work as well as destructive work. The destructive activities are considered as ‘electronic crime” which includes
spamming, credit card fraud, ATM frauds, Money laundering, Phishing, Identity theft, denial of service and other host contributing crime in
the Indian Banking sector. This paper has made an attempt to analyze the impact of electronic crime in Indian banking sector.

INTRODUCTION:

Computers and Internet are also the new powerful informa-
tion tools in present era, these new technologies brings out new
threats opportunities such as denial of service attacks, viruses,
unauthorized entry, information tampering, cyber stalking,
spamming, paper-jacking, dumping or phone-napping and com-
puter damage'. Evolution of Electronic Crime:

Electronic crime started during the period of 1960Ks in the form
of “Hacking”. In the period of 1970’s presence of computer in-
troduced new crimes as computer crimes in the form of privacy
violation, phone tapping, trespassing and distribution of illicit
materials. Then, later in the period of 1980’s electronic systems
crime emerges in the form of software piracy, copyright viola-
tions and introduction of viruses. The extent of damage after
1980's increased due to the highly sophisticated electronic sys-
tems. These electronic crimes gave a wider impact on the Indian
market, international market, Banking sector and other areas
also. Therefore, presently electronic crime became a major sub-
ject of concern worldwide*

Electronic Crime:

Computers, Internet and other electronic medium are the
commanding information tools to make possible immediate
exchange and distribution of data, images and materials. In-
formation Technology brings growth and development and its
fraudulent practices are bitterly termed as cyber-crime or com-
puter crime, e-crime, hi-tech crime or Electronic crime.

Computer and Internet are the powerful in a row tools including
financial networks, communication systems, power stations, mod-
ern automobiles and appliances. Quite a few innovative technolo-
gies are also extensively available which are responsible for causing
electronic crime. They are denial of service attacks, viruses, unau-
thorized entry, information tampering, cyber stalking, spamming,
paper-jacking, dumping or phone-napping and computer damage.?

The internet services and web technologies in India is growing
at a fast level. These technologies have it own pros and cons. The
pros are the benefits and advantages but the cons are named as
“CYBER CRIME” or “Electronic Crime”. These crimes take place
due to certain loop-holes which result in e-mail espionage, credit
card fraud, spams, software piracy etc.’

Features of Electronic Crime:
Electronic crime has its some attractive features such as

1. Anonymity

2. Global reach to a numerous places such as issues of juris-
diction, disparate criminal laws and the potential for large
scale victimization

3. Speed of crimes

4. Electronic crime potential for deliberate exploitation of is-
sues and differences

5. Volatility and transact nature

Electronic Crime in Banking Sector:

Banking system is the lifeblood and backbone of the economy.
Information Technology has become the backbone of the bank-
ing system. It provides a tremendous support to the ever —in-
creasing challenges and banking requirements. Presently, banks
cannot think of introducing financial product without the pres-
ence of Information Technology®.

The Indian Banking sector is riding up with numerous revo-
lutionary changes to transform the “Brick-and-mortar” bank
branches to a modified network system in “core banking solu-
tions”. The banking sector consists of public sector, private sec-
tor and foreign banks. With this a number of IT based banking
products services and solutions are available®. The most common
IT based products available are

Phone Banking

ATM facility

Credit, Debit and Smart cards
Internet banking

Mobile Banking

SWIFT Network

INFINET Network etc

NSOk wN

Computer device used as a medium of target to commit crime
- Electronic crime is used as a target to commit crime It includes

+  Sabotage of computer systems or computer networks

»  Sabotage of operating systems and programmes

+  Theft of data/ information

«  Theft of intellectual property such as computer software

Computer is working as an instrument of the crime. Banking
criminals are using various electronic medium such as internet,
e-mail, and flash encrypted messages etc to commit crime. This
crime through computer network takes place in the banking
sector. They are

. Fraudulent use of Automated Teller Machine (ATMs) cards
and accounts

+  Credit card frauds

«  Frauds involving electronic funds transfers (EFTs)

+  Telecommunication frauds

«  Frauds relating to E-commerce and EDI

TYPES OF ELECTRONIC CRIME IN INDIAN BANKING SEC-
TOR:

1 Credit card Fraud- A major kind of electronic crime is “credit
card fraud”. Indian banking sector is introducing new innova-
tions against counterfeiting and fraud, which are highly sophis-
ticated to profiting from or beating these systems. Most of the
credit card fraud is committed with the use of counterfeited
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cards. Credit card fraud is also termed as “Identity Theft” in
which a person may use the identity of other person for exercis-
ing fraud or deception.” Credit card fraud in banking sector can
be committed as

+  Use of unauthorized account or personal information to
consider as an act of criminal deception

« Illegal or unauthorized use of account for personal gain

«  Misrepresentation of account information to obtain ser-
vices

Several new security measures are introduced to gradually to
reduce the credit card fraud in one part but it swiftly shifts to
other part. Therefore, the problem of credit card fraud is serious
and occurring by stealing the cards and the accompanying infor-
mation at the time of transaction.

2 Money Laundering: Throughout the precedent two decades,
IT and Internet technologies have reached each one nook and
corner of the world. E-commerce has come into existence due
to the attributes of Internet like ease of use, speed, anonym-
ity and its International nature. Internet has transformed the
planet into a frontier excluding market place that never sleeps.
Computer networks and Internet authorize relocate of funds
electronically between trading partners, businesses and consum-
ers. This shift can be done in many ways like use of credit cards,
Internet banking, e-cash, e- wallet etc. for example, smart cards.
In some other forms of computer-based e-money, there is no up-
per limit.

Two persons also can shift funds in a straight line using e- wal-
lets. This problem is further compounded by the fact that, in
several countries, non-financial institutions are also allowed
to issue e-money. Monitoring the behavior of these institu-
tions in a habitual manner is not possible. Earlier, cross-border
transactions were controlled by the central banks of respective
countries. With the entrance of Internet commerce, the jurisdic-
tional technicalities come into battle and it is another area that
is being exploited by the money launderers. The competence
to transfer limitless amounts of money without having to go
through strict checks makes cyber money laundering an attrac-
tive proposition.

The main objective of these guidelines is to prevent the bank-
ing transactions from being used by criminal intentionally or
unintentionally as an element of money laundering. Banks and
financial institutions are the core targets or focus on anti-money
laundering practices and combating of financial terrorism laws
due to their vulnerability and adherence of these laws to combat
money laundering a counter financing.® The money laundering
reduces the officially authorized quantity of the banks business
causes fluctuations in the exchange rate. Money laundering can
undermine the credibility of the banking system. Facilitating the
activities of launderers even inadvertently can set in motion the
banks into problems with law enforcement agencies and also
governments.

3 ATMs Frauds: Over the past three decades, large number of
banking customers depends on the ATM to conveniently meet-
ing their banking needs. In the recent years, there have been
a large number of accidents of ATMs frauds. It is necessary to
manage the risk associated with ATM fraud as well as dimin-
ishing its impact on the important issues that face financial in-
stitutions as fraud techniques to become more advanced with
increased occurrences. The prevailing contemporary era has re-
placed long-established monetary instruments from a paper and
metal based currency to “plastic money” in the form of credit
cards, debit cards, etc. This has resulted in the escalating utilize
of ATM all over the world. The use of ATM is not only safe and
sound but also suitable. This safety and convenience, has an evil
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side which is reflected in the form of “ATM FRAUDS” that is an
international problem. The use of plastic money is increasing
for payment of shopping bills, electricity bills, school fees, phone
bills, insurance premium, travelling bills and even petrol bills.

CONCLUSION: At last it can be concluded that to eliminate cy-
ber crime from the cyber space is not a possible task but it is
possible to have a regular check on banking activities and trans-
actions. The only promising step is to create awareness among
people about their rights and duties and further making the
application of the laws more stringent to check crime. There is
a need to bring changes in the Information Technology Act to
make it more effective to combat electronic crime in banking
sector.
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