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ABSTRACT
Cloud computing plays major role in different organization and it provides different types of services to its users thus providing services along 
with confidentiality and integrity is issue in cloud, thus to provide security and trust we are introducing the third party arbitrator in cloud to 
support the all security aspects for both data owners and cloud service providers ,it also ensures integrity and confidentiality for dynamic data 
in cloud the security is provided using blowfish algorithm while data transmission.
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INTRODUCTION
Cloud computing is the internet based technology which stores and 
retrieves the data based on the demand ,it is usually termed as “ pay 
as per you go” model this provides service to its users based on the 
demand they provides services like IAS,PAS,SAS as services provided 
to the user should be secured as shown in fig.2.1.

e major challenge faced by cloud is security and the trust in our 
paper we are providing security for dynamic data in a cloud using 
TPA. In cloud computing data handling is burden to the data owner. 
ird party auditor provides provide security only to the data owners 
not to the CSP, the data owner can complain that CSP misused the 
data provided. 

SYSTEM WORKING AND ARCHITECTURE
 In cloud computing, the two major actors are data owner and the 
cloud service provider .data owner provides data to the cloud for 
access. e third party auditor in existing system verifies the cloud 
user is genuine or not and it also reduces the workload of a data 
owner. In this system there is no intermediate to support both data 
owner and CSP and it also difficult to maintain data in dynamic. Also 
it corroborates only invariable data. e gradual growth of the cloud 
computing technology is tabulated in Table-1.

TABLE – 1 GROWTH HISTORY OF CLOUD COMPUTING

THE ARCHITECTURE OF EXISTING SYSTEM
Proves support and avoids workload authenticates data owner. e 
existing system has the system architecture as represented in the fig 
1. includes the Data owner which request the cloud service provider 
through the third party auditor which paves the path to the secure 
transfer of the data.

Fig.1 Represents the Architecture of Existing System

EXISTING SYSTEM
In existing system the protection to the data and providing trust for 
the client and CSP is major challenge. ey also support only static 
data ,the data owner provides data to the CSP, the CSP authenticates 
the data owner is valid or not if the data owner authenticated user. 
e third party auditor in this system authenticates data owner and 
also avoid workload, burden of data storage. e data owner can 
claim that the CSP misuse my data and they are not providing service 
properly. ere is no third party to support CSP, thus we are 
introducing the third party arbitrator to support both data owner 
and the CSP.

DISADVANTAGES OF EXISTING SYSTEM
1. ey provides trust only to the data owner they are not favorer  for 
CSP

2. Tag re computation is difficult

3. ey provides services only for static data
4.  Data update, insertion, deletion is impossible because the data are 
transformed in form of blocks thus identifying the particular block 
and tag of that block is impossible.

PROPOSED SYSTEM
In our proposed system as in fig.3 we introduces the third party 
arbitrator who acts as an inter-mediatory for data owner and the 
cloud service provider to establish trust and it also supports dynamic 
data. e third party arbitrator maintains the list of activities of both 
data owner and CSP in case of any disputes it provides the details 
about the work done by both the parties so that we can identity who is 
fraudulent. It also supports effective trust and good relationship 
between the data owners and the cloud service provider.

e another issue in the existing system is that it does not support the 
dynamic data because the data are transformed in form of blocks 
each block have tag number or segmentation number, if in case 
consider their 455 block of data the user have to delete the data in 56 
block it is impossible to identity that particular block and to delete 
that block. So we introduce the index switcher who maintains the 
mapping of data block and tag number, so that particular bock has 
been identified and data can be updated, deleted or inserted as 
shown in fig. 2.

Fig. 2 Shows the Mapping of Data Block and Tag Number for 
Updating of Data.
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Year 2008 2012 Growth

Cloud Spend on IT 16B Dollar 42B Dollar 27%
Total Spend on IT 383B Dollar 494B Dollar 7%

Total Spend on Cloud 367B Dollar 452B Dollar 4%
Cloud Total Spend 4% 9%



ARCHITECTURE OF PROPOSED SYSTEM
e authenticated data owner provides data to the cloud service 
provider through the third party auditor. If any disputes occur in 
between them the third party arbitrator acts as an intermediate to 
solve the dispute, it maintains the list of activities done by both the 
parties as shown in fig 3.2. If data owner updates any data the 
notification goes to trusted third party arbitrator. e work of 
arbitrator is to maintain the list of activities performed by both 
parties they does not have any provision to read or view the data of 
cloud and owner to ensure security here we are using blowfish 
algorithm to encrypt and decrypt the data in transaction.

ALGORITHM 
e blowfish algorithm is fast and effective algorithm used for 
encrypts and decrypt the data during transformation 

TERMS
Encryption :  It is the process of converting the plain text into cipher 
text using keys on the sender side

Decryption : It is the process of converting the cipher text into plain 
text using the key on the receiver side.

Fig. 3 Shows the System Architecture of the Proposed System 

PRINCIPLE OF BLOWFISH ALGORITHM
Blowfish algorithm is the symmetric key block cipher algorithm 
which provides efficient encryption and decryption for the data 
during transformation. blowfish algorithm is 64 bit block cipher and 
length ranges from 64 bit to 448 bit, it performs encryption and 
decryption in 16 rounds. e two task performed by this algorithm is 
key expansion and data encryption.

 WORKING OF ALGORITHM
Key management: It converts key of 448 bits to sub keys of total 4168 
bytes. In each round it performs permutation and substitution. It 
performs operation like XOR and addition. Blowfish algorithm 
comprises of many sub keys and are  pre- computed before 
encryption and decryption. In the algorithm, array comprises of 18 
32- bit sub keysa1,a2,a3,………a18 in that four 32-bit s-box with each 
256 entries.

S(1,0)     S(1,1)    ……………..   S(1,255)

S(2,0)      S(2,1)   ……………… S(2,255)

S(3,0)       S(3,1)   ………………S(3,255)

S(4,0)       S(4,1)   ……………….S(4,255)

Data encryption: blowfish algorithm performs 16 rounds of 
operation. It takes 64-bit as input and divide into two halves each of 
32-bitsas left (L) and right(R) so that for 16 rounds of iteration ,it 
performs operation as follows

For i=1 to 16

After 16 th iteration, swap  and once again to undo last swap xL xr

now, XL  and XR are combined as in (2) to get cipher text as shown in 
fig.4. e generation of cipher text undergoes various process and 
number of rounds by using the keys as the input. It includes the input 
plaintext of about 64 bits and 16 keys for the rounds of 15. 

As given in the equations 1,2,3, the swapping of the elements are done 
with 15 iterations and ends up in the 16th iteration. Finally from the 
input of 64 bits plain text, 64 bits cipher text is generated. is cipher 
text provides secured data to the user. e proposed algorithm 
converts the key of 448 bits to the sub keys of a count of 4168 bytes. 
Hence by performing this conversion, the major need of the system 
for accessing the data securely can be achieved. 

Fig. 4  Shows the Working of the Algorithm of the Proposed  
System.

CONCLUSIONS
e aim of this paper to provide an integrity, confidentiality, public 
verifiability, fair arbitration and dynamic data support to eliminate 
the limitation of index usage in data dynamics and to support fair 
data dynamic with efficient update, deletion, insertion in cloud. We 
differentiates between the block index and tag index .meanwhile 
both data owner and CSP can misbehave so, we extended existing 
threat model to identify the conflict and to solve disputes between 
the cloud service provider and the data owner.
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