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ABSTRACT

One of the great problems of computing is preserving the security, confidentiality, and integrity of the information. Biometric systems consist of
identifying some physiological trait of an individual, focusing on information security aspects where the objective is the identification and
authentication of individuals to give them access to certain information. The first stage of a biometric system consists of the segmentation of the
area to be identified, which is why this work shows a methodology that allows obtaining the segmentation of the vascular network of the back of the
hand in infrared images, furthermore, the methodology allows to determine the skeleton of the vascular network.
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L INTRODUCTION images was carmried out by means of a black box illuminated with
Biometrics is the set of techniques for the automatic identification of two infrared power LEDs of 850 nm wavelength, in addition they
individuals based on their physiological, behavioral, physical, installed a Kodak 87C filter on the camera to avoid noise m the
chemical or distmetive features[1]. Although currently most secunty images obtamed. The segmentation of the veins in the front part of

systems are based on textual keys entered by the user, due to the nse the hand was carmed out usmg gray scale algorithms, adaptive
of computer systems m this area, several public and pnvate limited contrast, median filter, adaptive threshold and morphological

organizations are migratmg ther secunty systems to biometric aperture operations. Puneet et al [22] propose an authentication
systems for identification and authentication. of mdividuals, as they system that uses the vein pattern on the back of the hands. For the
are more reliable and easier to use[2]. There are several works that acqusition of the images, they make use of a black box to mimmze
propose the development of biometric systems, some based on the environmental interference, inside this box the back of the hand 1s
ins [3, 4], others on the fingerpnint [5, 6], others make use of hand entered, which 1s illuminated with mfrared light, the 1mages are
geometry [7], or they use identification by voice [8], or the face [9] captured with an SLR camera. The segmentation 1s carried out m
among others. two stages, in one, they segment the back of the hand using
In each of these works, capturing the biomefric trait is relatively algorithms such as conversion to gray scale, median filter,
simple smce the trait to be captured can be obtained by means of a thresholding, morphological erosion operation, related components
recording, such as the voice, or with a photograph, such as the face, among others, ina second stage they used fusion of multi-algonthms
the hand geometry and even the iris, although the latter uses a camera such as convolution filters, multiplication by pixels, Canny
with specific characteristics. algorithm for edge detection and subsequent morphological dilation
On the other hand, there are biometric systems that by their nature operations, among others, to finally obtain the geometry of the veins

require a more speciahized device to capture images, such as on the back of the hands Mustafa et al. [23] built a prototype for
biomefric systems that identify and authenticate an indmidual capturing the images, in which they used LEDs with a wavelength

through the geometry of the finger veins [10, 11], the forearm [12, of 859 nm, two mfrared LEDs of 1W power were focused on the
13], the palm of the hand [14, 15], or the back of the hand [16, 17] target area (back of the hand) and mounted to the left and right of
using infrared images. the camera connected to a Raspberry Pi with a flexible cable, also

The mam advantages of biometric systems based on vein geometry used a 5V 2 5-A power supply. For the segmentation of the geometry
using infrared images are that they are non-mvasive, highly accurate, of the back of the hand, they used algorithms such as conversion to
difficult to reproduce, non-intrusive, and distinctive and unique to grayscale, contrast-imited adaptive histogram equalization
each individual [18]. Infrared hight with wavelengths between 740 (CLAHE), median filter, adaptive thresholding, binarization, and
nm to 940 nm can penetrate up to Smm deep into the skin tissue and morphological operations. Inshirah et al [24] used a digital camera

reach the deoxygenated hemoglobm, forming a dark contrast with and an mfrared filter to capture the images. When taking the image,
the skin tissue [19] showing the veins as dark lines, biometric vein the hand holds a handle and clenches the fist where the image is best
devices make use of these dark lines as the person's blood vessel defined. For the segmentation, they used normalization algonthms,
pattern. A first advance for a biometric system based on the histogram equahization, adaptive thresholding, median filter and
geometry of the veins 1s the discrimination of this pattem of blood low-pass Gaussian among others.

vessels, this process 1s known as segmentation. Segmentation 1s the The purpose of this work 1s to propose a methodology that, through
process mn which an image 1s partitioned into spatially contiguous methods 1n the spatial domain, 1s capable of obtaining the vein
and homogeneous regions (segments) that form the basis for further pattemn on the back of the hand and obtammg its skeleton.

analysis [20]. Segmentation algorithms are based on three

fundamental criteria for grouping pixels: homogeneity within a II. MATERIALS AND METHODS

segment, differentiation of contiguous segments, and homogeneity 1. Theoretical framework

of shape [21]. Murat et al. [16] propose a biometric 1dentification 1.1 Digital Image

system based on methods of countng boxes of fractal dimension to A digital image 1sa function f: H x W = Iwhere HXx W CZ XL
infrared 1mages of the back of the hand. The acqusition of the H and W represent the height and width of the image and Irepresents
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the intensity of hight (brightness) at the pomt m space. Since a digatal
image 1s a function f(x, y) discretized in both spatial coordnates and
brnightness, 1t 1s often represented as a two-dimensional matrix Fy; =
(fis) s Where fi; = f(x;,x;). Image 1 shows the concept of a
color H x W size digital image.
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Fig.1: Digital image

1.2 Grayscale

A color model 1s a subspace coordinate system where each color 1s
represented by a single pomnt. One of the most used models 1s the
RGB model The RGB model decomposes an image mto three
components Red (R), Green (G) and Blue (B). A grayscale image
can be obtamed 1n different ways, one of which 1s the average of the
three components (equation 1). A grayscale image 1s often graded on
a scale of 256 levels numbered from 0 to 255, where 0 comesponds
to a black pixel and 255 to a white pixel.

I(x,y) = (R(x,y) + G(x,y) + B(x,¥))/3
Equation 1

1.3 Media Filter

It 1s a low pass filter whose purpose 1s to soften an image. The mean
filter assigns to the central pixel the mean of all the pixels considered
in the mask If a 3 x 3 mask 1s considered, then the mean value will
be given by

1. .4

M(x,y) = (Z Y fat+iy+p |/
i=-1 j=-1

Equation 2

1.4 Weighted average filter

Like the middle filter, it is a low pass filter, where the central pixel

1s given greater weight to obtain a non-blurry mmage. Equation 3

shows the value obtained i the pixel (x, y) when applying the

weighted average filter.

1 1
M(x.y) = (Z Do fariy )+ f(x,y))/m
==1j==1
Equation 3

1.5 Median Filter

It 1s a non-hinear local filter and has the characteristic that the value
assigned to the pixel is a value present in the image, thus reducing
the blurnng effect m images caused by the application of filters such
as the average. Ina 3 * 3 mask centered on the pixel (x, y) the pixel
values are ordered from smallest to largest. Letp 1,p 2...,p 9 be
the corresponding values ordered from least to greatest. Then the
median value that will correspond to the pixel (x, y) will be
M(x,y) = ps.

1.6 Histogram shift
Shifting a histogram can lighten or darken an image depending on
whether the shift i1s left or right and maintains the relationship
between the gray level values. The equation for the shift of a
histogram 1s given by:
D(x.y)=f(uy)+d
Equation 4

Where d is the value of the offset, d can take any value within the
grayscale.
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1.7 Thresholding using Niblack.

The Niblack thresholding method 1s a local type of method, these
methods are tolerant to changes in lighting. Niblack proposes an
algorithm that obtains local thresholds from a shding mask w (x, y),
to obtain the mean p (%, y) and the variance o (%, y). The threshold
value T (x, y) 1s obtamed by equation 5.

T(x,y) = pulx,y)+ k- o(xy)
Equation 5

Where k 1t 15 a factor that takes values of 0.2 for shiny objects and -
0.2 for opaque objects.

1.8 Morphological dilation

Dilation 15 a morphological operator based on set theory whose
objectve is to grow or expand an object through a controlled process
of addmg pomts or elements through another object called a
structuring element. In mathematical terms, if A 1s a binary image
and B 1s a structuring element, then the dilation of A by B, denoted
as A@B is given by:

A®BB = {a+ bla € AybeB}
Equation 6

1.9 Morphological Erosion

Like dilation, erosion 1s a morphological operator, the purpose of
which 15 to elimmate elements of an object taking as a reference
another object called a structurmg element. In mathematical terms,
if A 15 a set and B 15 a structunng element, then the erosion of A by
B, denoted as AGB, 1s given by:

A©B = {x|x+b € Apara cada beB}
Equation 7

1.10 Relatad Components.

A connected component consists of grouping pixels from the same
region by assigmng them the same label. A pixel p 1s said to be
connected by 8-connectivity to a pixel g, if p1s one of its 8 neighbors
adjacent to q. A path from a pixel p to a pixel q 1s a sequence of
pxels 15,77,...,7% such that rp =p,1: =q and the pixel 1; 1s
Connected by 8-pixel connectivity r;,; foreach 0 <i < k A region
S of an 1mage 1s a connected component 1f for each pair of pixels p,
qin S, there exists a path from p to q where each pixel that defines
the path 15 1n S

1.11 Skeleton

Let S (A) be the skeleton of an image A Zhang et al [25] present a
method to extract the skeleton from a binary image by removing all
ponts from the 1mage outhine except those pomts that belong to the
skeleton. To preserve the connectivity of the skeleton, each iteration
1s divided mto two subiterations. For the first subiteration, the
outhne of point p_1 1s removed from the digital image 1f 1t satisfies
the following conditions:

(a)2=<B(p) <6
®  Ap)=1
() pP2'PsPe =0
(d)ps-ps-pe=0
Equation 8

Where B(p;) 15 the number of pixels neighboning p; that are
different from zero, and A (p;) 1s the number of patterns 01 m the
ordered sequence of pixels ps, ps..., ps neighbormg p;.

In the second subiteration only the last two iterations (c) and (d) are
changed, leaving as:

(cIpz2-psps= U}
(d)p: psPa=0
Equation 9
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2. Proposed methodology
The proposed methodology makes use of methods in the spahal
domain To do this, we start from the fact of considenng infrared
images of the back of the hand such as those shown in figure 2

EWIN

Fig. 2: Infrared images of the back of the hand

The first step consists of applying a mean filter followed by a
weighted mean filter, then transfer the image to grayscale, then a
mean filter 15 applied to smooth the image and then a shift 1s apphed
in the histogram to clanfy the image. picture. Figure 3 shows the
result of sequentially applying these filters to an infrared 1mage of

the back of the hand
- — - ] - - - -

e

Fig. 3: Applying sequential filters to an mfrared image of the back

of the hand. In a) original image; b) after applying mean filter and

weighted mean; in ¢) m grayscale, in d) mean filter; in e) histogram
shift; and 1n f) color image after applying the filters

-

|

Subsequently, the image 1s bmanzed and for this, local thresholding
15 used using the Niblack method. A morphological dilation with a
Moore neighborhood structuring element 1s applied to these images
(Figure 4)

N
Morphological D I.m}

Moore neighborhood

a)
Fig. 4: In a) Thresholding by Niblack, and in b) morphological
dilation

Subsequently, a negative filter of the image 1s apphed to them using
the equation Neg (X, ¥) = 255-f (x, y). Next, a median filter 1s
applied, then the connected components are considered and all those
connected components that have a few pixels less than a threshold
vanable are elimmated (figure 5)

/ .
|
B,

\

Fig.
elimination of comnected components, and in d) negative of the
image.

5: In a) negative of the image, n b) median filter, m c)

The morphological closure applied to a set A by a structurmg
element B 1s defined asA‘-B =(A@ B) @ B. That 15, the
morphological lock 1s equal to dilating the set A and then erodmg 1t
all this process controlled by the structurmg element B. Once the
images were obtained as in figure 5 d), the morphological closure
was apphied. followed by a dilation and agam a morphological
closure. The last step of this methodology consists of finding the
skeleton, and for this the techmque of Zhang et al [25] was used. For
ths, the systems of equations exposed in (8) and (9) are considered
The application of the algonthm consists of the following: P1

Initially, the conditions of equation (8) are apphed to each pixel m
the 1mage and those pixels that meet the condition are eliminated.
P2. Equaton (a) and (b) of (8) are considered in conjunction with
equation (9) and all pixels that meet the conditions are ehminated.
The steps are apphied iteratively until there are no paxels left to
remove. Finally, figure 6 shows the skeleton of an image of the back
of the hand.

th 6:In a) morplwlog:ca] closure, m b} a dilation, mn c) a
morphological lock and m d) skeleton of the vascular network of
the back of the hand.

III. Experiments and Results

For the acquisition of mfrared images of the back of the hand, a vein
locator with manual power regulator was used that uses infrared
LEDs to transmit infrared light through the palm of the hand to the
back. The size of the device 15 about 190 * 35 * 35mm, with voltage
5.0V-84V, with a workmg current of 0.98A-a and an 1llumination
of 26000lux-27000lux [26]. The captured images were taken with a
7.2 Megapixel Canon PowerShot camera to which an infrared filter
was placed, everything was carned out 1n a controlled environment
inside a black box.

Fig. 7: Images of the back of the hand.
For the experimentation part, a total of 20 people were used. Each
person contributed a total of 10 images of the right back of the hand
The proposed methodology was used using a mean convolution
followed by weighted mean, gray scale through the average of the
three RGB planes, mean, lhistogram shift with value d = 100, local

Niblack thresholding, morphological dilaton with structurmng
element equal to the Moore neighborhood, negative of the image,
mean, eimunation of connected components that had less than 400
pixels, negative of the image, lock dilation and morphological lock
through the structuring element Moore's neighborhood, and finally
the skeleton through the algonthm shown in section 1.11. The
proposed methodology was applied to each of the images obtaining
results such as those shown in figure 8 where several images that
make up the data set of infrared 1mages of the back of the hand are
shown and finally the skeleton of each one of them 1s shown
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Fig. 8: Methodology applied to different images of the vascular
network on the back of the hand

IV. CONCLUSIONS

In this work, a methodology was presented that allows obtaining the
skeleton of the vascular network of the back of the hand m infrared
images. For the acquisition of the images, a device m the shape of a
handle that radiates infrared lights was used and the images were
captured by means of a 7.2 MP camera. Figure 8 shows the result of
applymg the methodology to vanous images of the data set. This
work can be very useful for those works that identify and
authenticate individuals by means of infrared images of the back of
the hand
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