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INTRODUCTION 
This is the next-generation calibration and asset management software 
that provides full visibility of all assets, references standards, and plant 
resources. This software effectively integrates people with the 
company's pressure calibrators and controllers to provide a holistic 
calibration solution. It works easily and safely, effective maintenance 
while helping to manage the process by enhancing the process 
efciency and avoidance of human errors. The web browser-based 
design of calibration software allows you to access data anytime, 
anywhere eliminating the need to maintain and manage paper-based 
records.

A. Maintaining Simple, Smart, Scalable
Calibration software offers the exibility you need - calibration 
management software that can be used from a separate computer or 
shortened to network solutions is a web-based architecture that allows 
users to simply log in to a web browser from any location.
With the server's integrated communications package, you can easily 
download and install it to interact with your devices. Calibration 
software reduces calibration time and provides automation and 
integration capabilities cost once installed, it can be easily calculated 
for a large number of users or devices to meet your growing calibration 
needs.

B. Compliant and audit-ready
It offers paperless, automated workload schedules and management, 
extensive control over calibration workow and data, easy access to 
historical calibrations,  and the ability to generate reports in 
customized formats. Regulatory compliance can also be given with 
this calibration software uncertainty calculation feature able to reverse 
trace calibrations for further peace of mind.

C. Calibration made smart
This allows the functionality of the historical trending module assets 
for maintenance from time to time. Calibration software provides 
strong solutions to error analysis and historical trending. Then 
understand the deviations and errors used to apply the correct 
procedure corrective action and preventive action (CAPA) to reduce 
calibration errors improving quality.

LITERATURE SURVEY
A. The traditional calibration process
The 8-step process highlights the traditional, paper-based calibration 
process. This is highly inefcient, labor-intensive, and involves 
manual data storage which is time-consuming and error-prone.

Less Efficient - The 8-step process takes over 2 hours to complete, due 
to the intensive preparation and verication of results required.

B.  The new improved calibration process

By utilizing the Calibration and Asset management software, to 
automate the calibration process and remove the need for manual data 
entry and storage, your process can be more efcient, saving you time 
and money.

Figure 1: Calibration in progress

Sources: www.googleimages.com/calibration

OBJECTIVE / STATEMENT OF PROBLEM
Main Objective - Analyse Calibration Management Software 
application to improve product safety and address security issues.

Further Objectives are divided into 3 steps:
1) To understand the basic concepts of security analysis and 
calibration.
2) To implement enhancements and security tests.
3) To analyze and evaluate the safety and security of the proposed 
system.

METHODOLOGY
Cybersecurity analysis is a type of software security analysis that 
ensures system applications perform securely under their expected 
workload in any network. It runs security tools to determine system 
security in course of expected usage. There are 6 stages in security 
analysis for a calibration software project, as shown in gure 2.

A. Analyze the existing environments
In the existing environment, the local policies and cybersecurity 
congurations are understood. The effectiveness of the policies and 
congurations in the current environment have to be analyzed.

B. Gather security configurations of the current system
Gathered all required information about security and the policies 
present in the software need to be checked.

C. Define the analysis model and implementation of the algorithm
The security analysis algorithm implementation-dened as shown in 
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the below gure. Policy Analyser, Zed Attack Proxy, NESSUS, Nmap, 
and Attack Surface Analyser followed by Signature Check are the 
major components of the cybersecurity analysis ow.

D.  Define the security analysis acceptance criteria
As per the above ow, the calibration software was securely tested 
along with baseline and post-scan analysis. Low vulnerability issues 
could be accepted. Medium and High vulnerabilities such as OpenSSL 
were immediately reported & rectied.

E. Configure the security test environments
In the software system, we have analyzed the baseline policies, 
network, and software congurations before proceeding with security 
analysis. LGPO tracked the policy changes and the network mapper 
provided network changes after running scan post-attack scenarios.

F. Execute planned scenarios
Executed the security scans and tests in calibration software in the 
following order – LGPO Policy Analyser, Zed Attack Proxy, NESSUS, 
Network Mapper, Attack Surface Analyser with baseline and post-scan 
report generation followed by SigCheck to verify the signature of 
installed software les.

G. Monitor web server, application server, and database server's 
security compliance
Monitoring the application and database server from the following- 
ing things – Network Mapping (Port Handling), NESSUS for logging 
vulnerabilities while software use and categorizing into low, medium, 
and high priority, followed by Attack Surface Analyser for policy 
comparison and changes post-installation or feature use and lastly 
signature check for verication of installed le binaries.

Fig 2. Proposed Cybersecurity Analysis Algorithm for Calibration 
Software

F. Correlate and analyze the results
Studied the cybersecurity ndings and analyzed the results. From the 
results, we understand whether our system runs securely or not.

G. Provide security improvement recommendations
We provided the recommendations on basis of the results that we 
obtained from the security analysis to further strengthen the group 
policies and software feature developments to ensure the best security.

RESULT
According to the cybersecurity assessment model the software system 
was found to satisfy the model acceptance criteria as shown in below 
results table.

CONCLUSION
Cybersecurity assessment has always been a major challenge for 
developers and QA Engineers. In this study, we proposed and 
demonstrated real-time instructions exploring the ability to use LGPO 
Policy Analyser, Zed Attack Proxy, NESSUS, Network Mapper, 
Attack Surface Analyser, and SigCheck on our calibration software. 
The security of this web application is critical to be analyzed to ensure 
its optimal and safe functioning in real-time situations. By analyzing 
the security aspects, many important features or lapses may have come 
to the fore in the early stages of the software development cycle and 
usage. This saves a lot of time and resources post the proposed 
procedures as software distribution becomes easy to deploy and learn, 
hence minimal human intervention is required. In addition, they can 
contribute to calibration safety and show security improvements. This 
will be an important resource for security enhancements and software 
design.
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