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ABSTRACT

Wireless sensor network is a network comprises of low cost resource constrained sensor nodes that are communicating 

using wireless medium. Similar to other technologies, in WSNs there are some considerable issues that should be taken 

into account. One of that issues is security. As the wireless sensor nodes are employed in a remote or hostile environmental 

area that is prone to attacks frequently, so security is an important and valuable criterion to be considered in WSNs [6]. Many 

Secured protocols are proposed in wireless sensor networks. This paper is presented to do a comparative study of all these 

protocols considering all the challenging issues and requirements of security. 

Summary: This paper analyzes five popular WSN security protocols: SPINS [6,7], LEAP[8] TINYSEC [6,7], MINYSEC[4,9], and 
ZIGBEE[10], And SIM[11]. The paper also presents an application characteristics table which helps to select the appropriate 
security protocols. Rest of the paper is organized as follows. Section 2 describes the general security constraints of WSN. 

Section 3 defines the security challenges in WSNs. Section 4 provides the major features of selected security protocols. 
Section 5 analyzes and compares the selected security protocols. Finally, Section 6 concludes the paper.
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1. Introduction
The evolution of wireless sensor networks is inspired by mili-
tary applications such as surveillance in battlefield. But now 
a days, these networks are employed in many industrial ap-
plications such as in process monitoring, control systems, 
machine life monitoring etc [6]. Wireless sensor networks are 
constituted of large numbers of resource-constrained and wire-
lessly communicating computing devices. With Development 
in computing and communication technology, it becomes pos-
sible to integrate sensing capabilities, wireless communication 
interfaces, and microprocessors into tiny devices that allow in-
tegrating computational power in arbitrary environments. The 
applications of wireless sensor networks include surveillance 
and environmental monitoring to healthcare and the provision-
ing of context information for computing applications. Many 
of these applications directly influence human beings or are 
of high economic significance. The specific characteristics of 
wireless sensor networks make them prone to attacks on their 
communication channels and their hardware [2]. Cryptographic 
mechanisms can be exploited to protect against some of the 
possible attacks: eavesdropping on messages is countered by 
encryption, and the injection of messages by the attacker is 
restricted by authentication. Unfortunately, direct physical ac-
cess to the sensor nodes provides a chance to an attacker to 
manipulate them randomly [1].

In particular, nodes could be compromised and then made 
to execute malignant code injected by the attacker. Tamper 
resistance mechanisms applied to the nodes’ hardware, 
concealment, surveillance and other techniques may be 
used to placate such attacks. However, they cannot be com-
pletely prevented and therefore, any communication security 
scheme being used must be sufficiently effervescent to toler-
ate a certain amount of compromised nodes. Therefore an 
important objective is to restrict the impact of a set of com-
promised nodes on the legitimate operation of the network to 
a minimum level.

2. CONSTRAINTS IN WSN:
Resource constraints: Sensor nodes have restricted resourc-

es, including low computational capability, small memory 
space, low wireless communication bandwidth, and a non- 
rechargeable battery.

Small message size: Messages in sensor networks are usu-
ally small size as compare to the existing networks.

Addressing Schemes: As a WSN network comprises of large 
no nodes, it become impossible to exploit a global addressing 
scheme for deployment of a large number of sensor nodes as 
overhead of identity maintenance is high.

Sensor location and redundancy of data: Awareness of node 
locations in sensor network is important since data collection 
is normally based on location [5]. 

3. SECURITY CHALLENGES IN WSNs:
There are a number of general security vulnerabilities of sen-
sor networks which can be identified, such as in the transmis-
sion of messages, on the routing layer, or concerning physical 
node capture. Depending on the type of attacks that are an-
ticipated, these vulnerabilities may become security threats. 
The goal of security services in WSN is to protect the infor-
mation and resources from attacks and threats. The security 
requirements in WSN include:

Message Authentication and Integrity: Messages must be 
protected from any alteration and the receiver of a message 
must confirm the sender of the message. But integrity does 
not necessarily imply identification of the sender of the mes-
sage. A message that hops from one node to another one 
should not be susceptible to wrong interpretation or eaves-
dropping by an attacker. On the data link layer, this can be 
achieved by encrypting and authenticating messages in tran-
sit. The necessary keys can be agreed upon when the wire-
less link is established

3. OVERVIEW OF WSNs SECURITY PROTOCOLS
In WSNs, the following security protocols have been pro-
posed:
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3.1 SPIN: Ritu Sharma, Yogesh chaba, YaduvirSingh,& Sa-
hana, A.Mishra,I.S(2010,2011) says that In SPIN (Sen-
sor Protocols for Information via Negotiation), nodes use 
three types of messages ADV, REQ and DATA to com-
municate.ADV is used to advertise new data, REQ to re-
quest for data and DATA is the actual message itself. The 
protocol initiates when a SPIN node obtains new data that 
it is willing to share. This is carried out by broadcasting an 
ADV message containing meta-data [6,7]. If a neighbor 
shows interest in the data, it will generate an REQ mes-
sage for the DATA and the DATA is sent to this neighbor 
node. The neighbor sensor node then repeats this pro-
cess to its neighbors as a result of which the entire sensor 
area will get a copy. It consists of blocks SNEP (Sensor 
Network Encryption Protocol) and TESLA (Timed Effi-
cient Stream Loss-tolerant Authentication).In addition to 
integrity, SNEP is used to provide confidentiality through 
encryption and authentication using a message authenti-
cation code (MAC). It helps in minimizing the overhead by 
adding only 8 bytes per message [1,9]. TESLA completes 
the authentication process for the initial packet using the 
digital signature. 

3.2 LEAP: S. Zhu, S. Setia, & S. Jajodia (2003) focuses on 
the goal of LEAP (Localized Encryption and Authentica-
tion Protocol), that is to meet the security properties of au-
thentication and confidentiality in a wireless environment 
where the intruder may eavesdrop, inject packets, and re-
play messages [8]. LEAP, viewed as a key management 
protocol for sensor networks, is designed to mitigate the 
in-network processing, while constraining the impact of 
a compromised node to the network. In order to support 
the in-network processing required for most applications 
of these networks along with security properties, such as 
security and authentication, use of pair wise symmetric 
keys is mandatory. LEAP specifies four types of keys: 
individual keys, pair wise shared keys, cluster keys and 
group keys. 

3.3 TINY SEC: Ritu Sharma, Yogesh chaba, & Yaduvir Sin-
gh(2007) says that the commonly found traffic pattern in 
sensor networks is many-to-one, with many sensor nodes 
communicating sensor readings or network events over a 
multihop topology to a central base station. Thus if each 
node sends a packet to the base station in response; pre-
cious energy and bandwidth are wasted[7]. To eliminate 
these redundant messages, to reduce traffic and save 
energy, sensor networks exploits in-network processing 
that includes aggregation and duplicate elimination [6].
With authenticated encryption, TINY SEC encrypts the 
data payload and authenticates the packet with a MAC. 
TINY SEC is a research platform that is easily extensible 
and has been inbuilt into higher level protocols.

3.4 MINI SEC: M. Luk, G. Mezzour, A. Perrig, and V.Gligor, 
(2007) develop MINI SEC [5] which is a secure network 
layer protocol that claims to have lower energy consump-
tion than TINY SEC while achieving a level of security 
which is comparable that of ZIGBEE. A major feature of 
MINI SEC is that it uses offset codebook (OCB) mode as 
its block cipher mode of operation, which provides au-
thenticated encryption with only one pass over the mes-
sage data. Normally there is need of two passes for both 
secrecy and authentication. Another major advantage of 
of employing OCB mode is that the cipher text is having 
the same length as the plaintext, without considering the 
additional fixed length tag, so in MINI SEC’s case, cipher 
text stealing is not necessary. Another primary character-
istic of MINI SEC over the other security suites mentioned 
here is strong replay protection without the transmission 
overhead of sending a large counter with each packet. 

3.5 ZIGBEE: In ZIGBEE, the concept of a Trust Center is 
bring into existence. Generally the ZIGBEE coordinator 
performs this function. This trust center permits other de-
vices to join the network and also distributes the keys. 
There are three roles played by ZIGBEE:

•  As a trust manager, who authenticate the devices that re-
quest to join the network.

•  As a network manager, perform functions of maintaining 
and distributing network keys, and

•  As a configuration manager, provide end-to-end security 
between devices [10].

It works out in both Residential Mode and Commercial Mode. 
The Trust Center running Residential Mode finds use for low 
security residential applications. Commercial Mode is de-
signed to meet demand of high-security commercial applica-
tions. In Residential Mode, the Trust Center will allow devices 
to join the network, but does not establish keys with the net-
work devices [11]. It therefore cannot periodically update keys 
making the memory cost to be minimum, as it cannot scale 
with size of the network. In commercial mode, it built up and 
maintains keys and freshness counters with every device in 
the network, allowing centralized control and update of keys. 
This results in a memory cost that could scale with the size 
of the network.

3.6 A SM protocol: J. Heo, C.S. Hong ( Jan,2006) develop SM 
(Security Manager), a new method of key agreement has 
been proposed in [4], in which, when a new device joins 
a network, the Security Manager (SM) provides static do-
main parameters at the base station such as the order of 
the curve and the elliptic curve coefficients. After calculat-
ing a public key using the base point and a private key, 
the

Node sends a public key to the SM. Therefore the SM would 
have the public key list for all the devices in the network. 
Authentication is achieved by using either Diffie-Hellman or 
Elliptic Curve Equation. Confidentiality is achieved by using 
message authentication protocol. This reflects that SM pro-
tocol offers more services than the other existing protocols 
3.6 802.15.4

IEEE Standards Association(2003) in New York defines, The 
802.15.4 standard [12] provides link layer security services, 
and performs in modes of operation: unsecured, Access 
Control List (ACL) mode and secured mode. In unsecured 
mode, as the name implies, services are not secured. In ACL 
mode the device maintains a list of devices with which it can 
communicate. Devices not present in list cannot communi-
cate with the host node. Secured mode offers seven security 
suites and depending on which four security services access 
control, data encryption, is frame integrity and sequential 
freshness are offered [12]. Hence, 802.15.4 standard, if im-
plemented accurately, can serve as a good base for building 
higher level, fully featured security suites.

4. Conclusion & Future Perspectives
Table1. Comparison of various protocols.
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SPIN Yes Yes Yes Symmetric 
Delayed Yes No

LEAP Yes No Yes Pre-delayed Yes No

TINY SEC Yes No Yes Any Yes Yes
MINI SEC Yes No Yes Any Yes Yes

ZIGBEE Yes Yes Yes Trust 
Centre Yes Yes

SM Yes No Yes - Yes Yes

In this paper we compared the performances of all the exist-
ing protocol with proposed protocol. SPIN was found to per-
form better in smaller size networks because of its efficiency 
and high latency properties. The use of SPIN in large scale 
networks could potentially exhaust system resources in a 
much faster pace. This is to further evaluate the effectiveness 
of these protocols and define their more desirable character-
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istics. There is currently no one solution that can be plugged-
in to an application to provide all the necessary. 

The future perspectives for WSNs security protocols should 
include following:

1.  A major challenge in protocol design in WSNs is to im-
prove reliability of Protocols and to reduce delivery delay 
time and the number of packet retransmission.

2.  To design and implement the protocols for rural environ-
ments as well. 

3.  The future goal of this research is to develop a new au-
thentication protocol, by combining the most desirable 
traits of what currently exists and implementing some 
new ideas, which is optimal for implementation in wire-
less sensor network application security primitives.
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