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ABSTRACT

Authentication of an individual’s identity is a fundamental component of physical and logical access control processes. When
an individual attempts to access security-sensitive buildings, computer systems, or data, an access control decision must be
made. An accurate determination of identity is needed to make sound access control decisions. A wide range of mechanisms
are employed to authenticate identity, utilizing various classes of identity credentials. For physical access, individual identity
has traditionally been authenticated by use of paper or other non- automated, hand-carried credentials, such as driver’s

licenses and badges.
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The PIV standard describes the card elements, system in-
terfaces, and security controls required to securely store,
process, and retrieve identity credentials from the card. The
physical card characteristics, storage media, and data ele-
ments that make up identity credentials are specified in this
standard. The interfaces and card architecture for storing and
retrieving identity credentials from a smart card are specified
in NIST Special Publication 800-73, Interfaces for Personal
Identity Verification. Similarly, the interfaces and data formats
of biometric information are specified in NIST Special Pub-
lication 800-76, Biometric Data Specification for Personal
Identity Verification.

The PIV card as of today is a contact smart card with the fol-

lowing mandatory elements in the electronic chip:

* PIN code (the user always have to enter his PIN code to
activate the card)

« Card Holder Unique ID (CHUID)

* Authentication data (one asymmetric key pair and corre-
sponding certificate, using 1024- bit RSA and ECDSA)

+  Two fingerprints

Depending on the sensitivity of the application, three security

levels are defined:

+ Some Confidence: only reads CHUID (what-you-have +
what-you-know)

+ High Confidence: fingerprint (one finger) authentication
in unattended environment (what- you-have + what-you-
know + what-you-are: three-factor)

« Very High Confidence: fingerprint (one finger) authentica-
tion in attended environment + PKI authentication (three-
factor + cryptography)

Biometrics Implementation

Two fingerprint templates are stored on the PIV card. These
templates must be compliant to ANSI INCITS 378 minutiae
format (6 bytes per minutiae) and are readable upon authen-
tication request to process the fingerprint comparison on the
terminal side. The native scanning resolution of the device
shall be 197 pixels per centimeter (classical 500 pixels per
inch) in both the horizontal and vertical directions. The system
will preferably use index fingers or thumbs and ANSI minu-
tiae templates are prepared from images of the primary and
secondary fingers. In order to improve the security level, the
system may optionally request the authentication of both the

primary and secondary fingers. A facial image (printed on the
card body) is also digitally stored in the electronic chip for
further reading and human-eye comparison between printed
and stored images, no purpose of automated facial recogni-
tion here (for the moment).

Cryptography Implementation

PIV relies on US FIPS201 standards. FIPS201 employs cryp-
tographic mechanisms to authenticate cardholders, secure in-
formation stored on the PIV Card, and secure the supporting
infrastructure. FIPS201 and its supporting documents specify
a suite of keys to be stored on the PIV Card for personal iden-
tity verification, digital signature generation, and key manage-
ment. The PIV cryptographic keys specified in FIPS201 are:

*+ The asymmetric PIV authentication key, mandatory
(RSA1024)

* A card authentication key for symmetric challenge-re-
sponse, optional (2TDEA, CBC mode)

* An asymmetric digital signature key for signing docu-
ments and messages, optional (RSA1024)

* An asymmetric key management key, supporting key es-
tablishment or key transport, optional (RSA1024)

* A card management key to support card personaliza-
tion and post-issuance updates, optional (2TDEA, CBC
mode)

Cryptographically protected objects specified in FIPS201 in-

clude:

* The X.509 certificates for each asymmetric key on the
PIV Card (RSA1024)

« Adigitally signed Cardholder Unique Identifier (SHA1 +
RSA1024)

» Digitally signed biometric data (SHA1 + RSA1024)

»  The Security Object, which is a digitally signed (RSA1024)
hash table (SHA1) of all stored data

Security Framework

Currently, FIPS 201 permits biometric data to be released only
across the contact interface of a PIV Card, and only after acti-
vation of the PIV Card through presentation of the cardholder’s
PIN. These restrictions achieve two security objectives: com-
munication of biometric data occurs only over a trusted com-
munication channel that is not easily subject to eavesdropping
attacks (namely, the wired contacts inside the smart card read-
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er); and the PIV cardholder implicitly attests to the legitimacy
of the smart card reader, as they indicate by entering the PIN
on the smart card reader keypad. FIPS 201 enables biometric
authentication to occur with- out im8posing a technical require-
ment for automatic authentication of smart card readers to PIV
Cards. Such a requirement, it was believed, would add unac-
ceptable key management costs (the PIV fingerprint object is
digitally signed, and the signature can be used to verify au-
thenticity and integrity of the data). This feasibility study evalu-
ated the impact of contactless smart card, Match-on-Card and
secure protocol on transaction performance, when the protocol
meets these security objectives (SO):

* SO1: communication of biometric data shall occur only
over a trusted channel that is not susceptible to eaves-
dropping attacks in the reader-to-card direction, nor
spoofing or replay attacks in the card-to-reader direction

*  S0O2: communication of biometric data between the smart
card and smart card reader shall occur only after the
cardholder has indicated the reader is legitimate

+ SO3: communication of biometric data from the smart
card to the reader shall occur only after the cardholder
has entered their PIN

+  SO04: the approach should achieve the preceding security
objectives without reader-to- smart-card authentication or
associated key management infrastructure

These security objectives are aligned with the high-level se-
curity objectives of FIPS 201. They protect both the integrity
of the biometric authentication transaction and the privacy of
the cardholder’s biometric data, whereas avoiding the poten-
tial cost of reader authentication key management.

Figure 1 depicts the basic principle of SBMOC: (1) establish
a secure session, (2) smart card receives candidate template
and process comparison and (3) smart card sends the signed
OK/NOK decision.

Establish secure session

| | contactless
— Encrypted sample template b smart card
——

Host Srart Card Reader
Signed match result

Figure 1: SBMOC principle

Our Protocol:
The main challenge here is to overcome the problem of po-
tential, and easy, Man-in-the-middle attack or replay attack
inherent to contactless communication, whereas the current
generation of PIV Cards bases its security against these
threats on the difficulty to discreetly probe the card’s con-
tacts. We proposed the use of a card’'s asymmetric key pair
to process card authentication and to agree on two session
symmetric keys for biometric data encryption and MACed de-
cision. Figure 2 summarizes the exchange of commands be-
tween the user/reader and the card. It describes in sequence
(from 1 to 10) the command exchanges (in/out) and the main
security data associated. On the left part of the figure, are
described the internal reader processes during the authenti-
cation protocol. The card internal processes are described on
the right part of the figure:
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Figure 2: SBMOC framework

Table 1 summarizes the analysis of the authentication proto-
col against the NIST security objectives:

*visual authentication only, by the user accepting to enter the
PIN code

o Sequence(s)
%bjectlve Obijective description that answer the
objective

Eavesdropping attacks | Sequences 5, 9

SO1 Eavesdropping attacks Sequences 4 to 9
Replay attacks Sequences 3 to 10
Reader is legitimated

SO2 before biometric data Sequence 2*
transmission
PIN is verified before

S03 biometric data Sequence 2
transmission
No reader authentication

SO4 and key management Full protocol

Table 1: Our protocol vs NIST Security Objectives

Our Implementation on Smart Card

For the smart card implementation of our protocol we used
on-board key pair generation and the following APDU com-
mands:

» Select SBMOC applet

— This command is used to select the SBMOC application
with a multi-application java card.

*  Verify PIN

— This command is used to verify the PIN code.

* Read RSA Public Key

— This command is used to retrieve the RSA public key from
the Smart Card.

*  Write X509 Certificate

— This command is used to write the X509 certificate in the
Smart Card.

*  Enroll Biometric Data

— This command is used to enroll biometric data, i.e. the
reference fingerprint template

» Read X509 Certificate.

— This command is used to retrieve the X509 Certificate
from the Smart Card

* Get Challenge.

— This command is used to receive a 24-Byte random (8-
Byte Rc1, 16-Byte Rc2) generated by the Smart Card.

* Send External Challenge

— This command is used to send two 16-byte random
PSKenc and PSKmac in the Smart Card to compute two
128-bit symmetric session keys for encryption and MAC.

*  Verify Biometric Data

— This command is used to verify biometric data, i.e. com-
pare the reference fingerprint template VS the deciphered
candidate fingerprint template and send MACed decision.

Once delivered to the NIST with previously seen commands,
each smart card must be activated and personalized before
the testing campaign. This splits on two phases: (1) initializa-
tion and (2) testing campaign.

Here is the card initialization process (done once at card de-

livery):

* Terminal: selects SBMOC applet

Card: requests PIN verification

Card: on-board RSA key pair generation

Terminal: reads RSA public key and generate the X509

certificate

»  Terminal: writes X509 certificate within the card

+ Terminal: captures reference fingerprint and writes the
reference template within the card

This process consumes about 20s to 30s because of the on-

board key pair generation.

Here is a user authentication process (normal use during card
lifecycle):
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* Terminal: selects SBMOC applet

» Card: requests PIN verification

* Terminal: reads X509 certificate within the card

» Terminal: gets challenge from the card

* Terminal: sends challenge to the card

* Terminal & Card: compute session keys

» Terminal: captures candidate fingerprint, sends encrypted
candidate template

» Card: decrypts candidate template, compares, sends de-
cision

+ Terminal: verifies decision and MAC
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Conclusion : Our contribution was both the proposal of the
SBMOC protocol and its implementation in a contactless
smart card chip. For technical reasons we were obliged to
use ANSI minutiae for- mat instead of ISO minutiae format in
our available smart cards, this justifies our not so good tim-
ing results because of the in-card need to decipher double-
sized data. This is particularly sensible with RSA1024 cards,
however we fully enter in the timing specifications. As for our
protocol, NIST didn’t disclose other three competitors ap-
proaches of the secure protocol; a different protocol may also
justify differences in timing results.
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