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ABSTRACT

Cloud computing is a marketing term for technologies that provide computation software data access and storage services 

that do not require end-user knowledge. The use of cloud computing has increased rapidly in many organizations. General 

firms have already adopted the cloud computing and successfully applied to smart working for security and remote-services. 
The purpose of adopting cloud computing varies, yet the main purposes are to cut the cost, increase the work-efficiency, and 
ensure more security. “Single cloud” providers are predicted to become less popular with customers due to risks of service 

availability failure and the possibility of malicious insiders in the single cloud. The use of multi-cloud providers to maintain 

security has received less attention from the research community than has the use of single clouds. This work aims to promote 

the use of multi-clouds due to its ability to reduce security risks that affect the cloud computing user.
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1. Introduction
Cloud computing, a newly developed operating paradigm, 
has been encouraged for enhancing the security as IT tech-
nology develops. It is a natural evolution of the wide spread 
adoption of virtualization, service – oriented architecture and 
utility computing .Cloud computing services uses in small 
and medium companies for various reasons, because these 
services provide fast access to their applications and reduce 
their infrastructure costs. There is use of multi-clouds in re-
cent years. This paper focuses on the issues related to the 
data security aspect of cloud computing. As data and informa-
tion will be shared with a third party, cloud computing users 
that can benefit its customers, such as fast access to their 
data from any location, scalability, pay-for-use, data storage, 
data recovery, protection against hackers, on-demand secu-
rity controls, and use of the network and infrastructure facili-
ties want to avoid an un trusted cloud provider. Cloud service 
providers should ensure the security of their customers’ data 
and should be responsible if any security risk affects their 
customers’ service infrastructure.

2. Cloud Computing Architecture
The two most significant components of cloud computing ar-
chitecture
1. Front end
2. Back end

The Front end is the part seen by the client i.e the computer 
user. This includes the client’s network and the applications 
used to access the cloud via a user interface such as a web 
browser. The Back end of the cloud computing architecture is 
the ‘cloud’ itself, comprising various computers servers and 
data storage devices.

3. How Cloud Computing Works?
The cloud consists of layers mostly the back-end layers and 
the front –end or user –end layers. The front-end layers are 
the ones you see and interact with when you access your 
email on Gmail for example. You are using software running 
on the front-end of a cloud. The same is true when you ac-
cess your face book account. The Back-end consists of the 
hardware and software architecture that fuels the interface 
you see front end. Because the computers are set up to 

work together, the applications can take advantage of all that 
computing power as if they were running on one particular 
machine. Cloud computing also allows for a lot of flexibility, 
depending on the demand, you can increase how much of 
the cloud resources you use without the need for assigning 
specific hardware for the job or just reduce the amount of 
resources assigned to you when are not necessary. Cloud 
service providers should ensure the security of their custom-
ers’ data and should be responsible if any security risk affects 
their customers’ service infrastructure. 

3.1 Security
Security plays a central role in preventing service failures and 
cultivating trust in cloud computing. In particular, cloud ser-
vice providers need to secure the virtual environment, which 
enables them to run services for multiple clients and offer 
separate services for different clients. In the context of virtual-
ization, the key security issues include identity management, 
data leakage, access control, virtual machine protection, per-
sistent client-data security, and the prevention of cross-VM 
side-channel attacks. Vendors and research communities are 
working to address these cloud-specific security concerns. 
The VM safe API provides VM security protection at the host 
level. To ensure integrity and authenticity, and to address 
access control in a cloud-enabled system, some have pro-
posed using claim-based access control, a security assertion 
markup language, a security token service, and federated 
identity approaches. Undoubtedly, these low-level security 
concerns are important but to understand the issues related 
to consumer-level trust. 

4. Dependable and secure storage in multiple clouds 
(DEPSKY):
The increasing maturity of cloud computing technology is 
leading many organizations to migrate their IT and/or adapt-
ing their IT solutions to operate completely or partially in the 
cloud. Even governments and companies that maintain criti-
cal infrastructures are adopting cloud computing as a way of 
reducing cost. Nevertheless, cloud computing has limitations 
related to security and privacy, which should be accounted 
for, especially in the context of critical applications. This paper 
presents DEPSKY, a dependable and secure storage system 
that leverages the benefits of cloud computing by using a 
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combination of diverse commercial clouds to build a cloud-
of-clouds. 

In other words, DEPSKY is a virtual storage cloud, which is 
accessed by its users by invoking operations in several indi-
vidual clouds. It addresses four important limitations of cloud 
computing for data storage in the following way:-

1. Loss of availability
2. Loss and Correction of data 
3. Loss of privacy
4. Vendor lock-In

Fig 1: DEPSKY Architecture

5. Reduction of security risks
In order to reduce the risk in cloud storage, customers can 
use cryptographic methods to protect the stored data in the 
cloud. Using a hash function is a good solution for data integ-
rity by keeping a short hash in local memory. In this way, au-
thentication of the server responses is done by recalculating 
the hash of the received data which is compared with the local 
stored data. If the amount of data is large, then a hash tree is 
the solution Depsky uses a set of Byzantine quorum system 
protocols in order to implement the read and write operations 
in the system, so it needs only two communication round trips 
for each operation to deal with several clouds. 

The use of several clouds needs a variety of locations, admin-
istration, design and implementation, which are the require-
ments of the Byzantine quorum systems protocols. 

Executing codes in servers is not required in the DepSky sys-
tem in contrast to other Byzantine protocols that need some 
code execution using these protocols, the DepSky system 
aims to deal with data confidentiality by decreasing the stored 
amount of data in each cloud.

6. Algorithm Review
A framework to supply a secure cloud database that will guar-
antee to prevent security risks facing the cloud computing 
community. This framework will apply multi-clouds and the 

secret sharing algorithm to reduce the risk of data intrusion 
and the loss of service availability in the cloud and ensure 
data integrity.

In relation to data intrusion and data integrity, assume we 
want to distribute the data into three different cloud providers, 
and we apply the secret sharing algorithm on the stored data 
in the cloud provider. An intruder needs to retrieve at least 
three values to be able to find out the real value that we want 
to hide from the intruder. This depends on a polynomial func-
tion technique which claims that even with full knowledge of (k 
– 1) clouds, the service provider will not have any knowledge 
of secret value (vs.).In other words; hackers need to retrieve 
all the information from the cloud providers to know the real 
value of the data in the cloud.

 Therefore, if the attacker hacked one cloud provider’s pass-
word or even two cloud provider’s passwords, they still need 
to hack the third cloud provider (in the case where k = 3) to 
know the secret which is the worst case scenario.

Hence, replicating data into multi-clouds by using a multi-
share technique may reduce the risk of data intrusion and 
increase data integrity. In other words, it will decrease the risk 
of the Hyper-Visor being hacked and Byzantine fault-tolerant 
data being stolen from the cloud provider. Regarding service 
availability risk or loss of data, if we replicate the data into 
different cloud providers, we could argue that the data loss 
risk will be reduced. If one cloud provider fails, we can still 
access our data live in other cloud providers. This fact has 
been discovered from this survey and we will explore dealing 
with different cloud provider interfaces and the network traffic 
between cloud providers.

 

7. Conclusion
The purpose of this work is to ensure the security of the single 
cloud and cloud storage whereas multi-clouds have received 
less attention in the area of security. We support the migration 
to multi-clouds due to its ability to decrease security risks that 
affect the cloud computing user.
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