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ABSTRACT

In this paper, authors have presented a novel double signature security scheme integrated with existing AODV protocol that
improves the security feature of routing in MANET. In MANET, there is infrastructure less environment, open peer-to-peer
architecture, shared wireless medium and dynamic topology due to which it is established in insecure environments like
disaster sites and military applications. Ad-hoc On-Demand Distance Vector (AODV) is widely used routing protocol. First it is
analyzed by its functionality and performance measurements. Then, the different existing security techniques were surveyed
to come up with new secure algorithm to integrate with the normal AODV protocol. A scheme of integrating double signature
security with normal AODV routing protocol is found capable of handling various attacks. The proposed security scheme was
also simulated in the NS2 and it is compared with normal AODV.
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I. INTRODUCTION

MANET, in which there is no centralized infrastructure to mon-
itor or allocate the resources used by the mobile nodes. Mo-
bile ad hoc networks pose various kinds of security problems,
caused by their nature of collaborative and open systems and
by limited availability of resources. The absence of any cen-
tral coordinator makes the routing a complex one compared
to cellular networks.

The Ad hoc On Demand Distance Vector (AODV) routing al-
gorithm is a routing protocol designed for ad hoc mobile de-
vices. AODV uses an on demand approach for finding routes.
In survey work we look at AODV in detail, study and analyses
various attacks that can be possible on it. Then we look into
some existing mechanism for securing AODV protocol. Our
proposed work is an extension to the secure AODV protocol
extension, which includes double signature strategies aimed
at improving normal AODV performance. Here AODV proto-
col includes secure double signature encryption mechanism
aimed at further improving its security with network perfor-
mance.

We have analyzed secure double signature encryption mech-
anism that can help in further improvement of security and
performance in AODV and also we have compared its perfor-
mance with normal AODV using simulation in NS2.

1l. AODV Routing Protocol

AODV is inherently a distance vector routing protocol that has
been optimized for ad-hoc wireless networks. It is an on de-
mand protocol as it finds the routes only when required and
is hence also reactive in nature. AODV borrows basic route
establishment and maintenance mechanisms from the DSR
protocol and hop-to-hop routing vectors from the DSDV pro-
tocol. To avoid the problem of routing loops, AODV makes
extensive use of sequence numbers in control packets.

When a source node intends communicating with a destina-
tion node whose route is not known, it broadcasts a RREQ
(Route Request) packet. Each RREQ packet contains an ID,
source and the destination node IP addresses and sequence
numbers together with a hop count and control flags. The ID

field uniquely identifies the RREQ packet; the sequence num-
bers inform regarding the freshness of control packets and
the hop-count maintains the number of nodes between the
source and the destination.

When the RREQ packet reaches the destination node a
RREP (Route Reply) packet is generated and unicasted back
to the source of the RREQ packet. Each RREP packet con-
tains the destination sequence number, the source and the
destination IP addresses, route lifetime together with a hop
count and control flags. Each intermediate node that receives
the RREP packet, increments the hop count, establishes a
FORWARD ROUTE to the source of the packet and transmits
the packet on the REVERSE ROUTE. For preserving connec-
tivity information, AODV makes use of periodic HELLO mes-
sages to detect link breakages to nodes that it considers as
its immediate neighbors. In case a link break is detected for
a next hop of an active route a RERR (Route Error) message
is sent to its active neighbors that were using that particular
route. Optionally, a Route Reply Acknowledgement (RREP-
ACK) message may be sent by the originator of the RREQ to
acknowledge the receipt of the RREP.

lll. Improving AODV Routing Protocol using Double Sig-
nature Security Scheme

Here authors have proposed double signature security
scheme to secure AODV messages. This mechanism calcu-
lates signature using appropriate encryption algorithm for all
the fields of an AODV message. It also calculates signature
with secret key and then both signatures will be transmitted
along with the AODV messages.

The Proposed Algorithm is as follows:

Step1. In AODV, sender generates the first signature using

an encryption algorithm and concate it with each of the AODV

messages. It performs the following operations:

-t uses SHA (Secure Hash Algorithm) value to generate
signature.

- Sets signature SHA value with the message format.

- Now for specially destination node sender uses secret
key to generate another signature and generate the same
and also concate it with message.
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Step2. When an intermediate node receives a message, it
calculates the following calculations to verify the valid mes-
sage:

- It uses the concated signature to match the newly gener-
ated signature by intermediate node and compare it; if it
matches then node will forward the message to the next
node.

- But before rebroadcasting a message it will check the in-
dex of upcoming node to check whether it is destination
or not.

Step3. When a destination node receives a message, it will
calculate the signature with using secret key for more security
purpose and compare it with concated special signature with
key.

The proposed secure algorithm fulfills almost all major secu-
rity requirements. As it generates very less overhead for com-
putation, it saves power consumption of nodes significantly
that is most important aspect of the mechanism.

IV. Simulation and Results

All simulation experiments are developed and simulated
on an Intel(R) Core 2 Duo 1.83GHz machine using Ubuntu
12.4.0 with 2 GB RAM and the network simulator NS2 version
NS-2.34.

Table.1 is summarized the different configuration values
that were used in all the performed simulations.

Parameter Value

MANET Area 750*750 sq. m.
Total number of nodes 40

Movement Pattern Non-random
Node Speed 0 up to 20 m/s

Application Constant Bit Rate (CBR)
No. of generated Packets 10000 packets per CBR
Size of Packet 512 bytes

Simulation Time 200 sec

CBR Traffic 5-15-25-35

Pause Time 0-50-100-150-200

Table 1: General Simulation Parameters
Experiment 1: Packet Delivery Fraction

It is the ratio of packets delivered to that generated by the
traffic generator. It is given by received packets/sent packets.
The packet delivery ratio is directly influenced by packet loss,
which may be caused by general network faults or uncoop-
erative behavior.

In this experiment, the packet delivery ratio is being meas-
ured for the normal AODV and secure encrypted AODV. From
the figure.1, 2, 3 and 4 it is clear that when traffic connections
are increasing; proposed algorithm has larger PDF value than
normal AODV which is really a good result.
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Figure 1: PDF values for CBR traffic 5 at different pause
time
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Figure 2: PDF values for CBR traffic 15 at different pause
time
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Figure 3: PDF values for CBR traffic 25 at different pause
time
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Figure 4: PDF values for CBR traffic 35 at different pause
time

Experiment 2: Routing Load

It is the number of routing packets required to be sent per
data packet delivered. It is given by routing packets/received
packets. In this experiment, the routing load is being meas-
ured for the normal AODV and secure encrypted AODV.

Figure. 5, 6, 7 and 8 shows the dramatic fall of RL in secure
encrypted AODV. It is also found that secure version of AODV
has less routing load than normal AODV. It is also concluded
by many researchers that less RL is indication of good per-
formance.
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Figure 5: RL values for CBR traffic 5 at different pause
time
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Figure 6: RL values for CBR traffic 15 at different pause
time
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Figure 7: RL values for CBR traffic 25 at different pause
time
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Figure 8: RL values for CBR traffic 35 at different pause
time

V. Conclusion

According to the simulations that were performed, the newly
proposed security scheme based on double signature secu-
rity scheme achieves overall good results.

The proposed algorithm also assures that if any malicious
node drops invalid messages to the destination between the
route intermediated node, it can be easily detected; so pro-
posed security scheme prevents black hole attack also
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