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The importance of IT security grows year by year. Cyber-attacks are getting more sophisticated, less detectable and our only 
option is to make the defense stronger and stronger. These attacks are executed from various places in the world and the 
nature of the Internet itself predicts their global impact. To be successful in detection of such attacks, we need to utilize 
every possible source of information. The useful source of information is represented by log files that are generated by every 
major application, service or component of system. For analysis and management of these log files we can use much kind 
of tools. One of them - Security Information and Event Management (SIEM) - is the subject of this contribution. SIEM is an 
inseparable part of every information system, which contains sensitive (client) data and can provide one layer of defense, 
for example zero-day threat detection and immediate alerting. These abilities are inseparable part of every modern security 
system.

INTRODUCTION
The first thing we need to know is what Security Informa-
tion and Event Management (SIEM) is? In general, security 
information and event management is a combination of the 
formerly disparate product categories of SIM (security infor-
mation management) and SEM (security event management). 
SIEM technology provides real-time analysis of security alerts 
generated by network, hardware and applications. SIEM solu-
tions come as software, appliances or managed services, and 
are also used to log security data and generate reports for not 
only compliance purposes but also for detecting a potential 
threat.

1.SIEM definition
The term Security Information Event Management, coined by 
Mark Nicolett and Amrit Williams in 2005 describes the prod-
uct capabilities of gathering, analyzing and presenting infor-
mation from:

•	 network and security devices;

•	 identity and access management applications;

•	 vulnerability management and policy compliance tools;

•	 operating system;

•	 database and application logs;

•	 external threat data.

A key focus is to monitor and help manage user and service 
privileges, directory services and other system configuration 
changes as well as providing log auditing and review and in-
cident response.[1]

We can see visualization of main activities and resources for 
SIEM in figure 1.

Fig. 1.Main activities and resources for SIEM

Source: authors

It is evident from the picture that log management is crucial 
part of the SIEM system. Without complete logs from various 
systems we are not able to fully understand the characteristics 
and behavior of some special or potentially dangerous event.

2 SIEM capabilities
Let’s have a closer look at the main capabilities of SIEM solu-
tions:

•	 Data aggregation: SIEM solutions aggregate data from 
many sources, including network, security, servers, databases, 
applications, providing the ability to consolidate monitored 
data to help avoid missing crucial events;

•	 Correlation: SIEM looks for common attributes, and links 
events to gather into meaningful bundles. This technology 
provides the ability to perform a variety of correlation tech-
niques to integrate different sources, in order to turn data into 
useful information;

•	 Alerting: SIEM provides the automated analysis of cor-
related events and production of alerts, to notify recipients of 
immediate issues;

•	 Dashboards: SIEM tools take event data and turn it into 
informational charts to assist in seeing patterns, or identifying 
activity that is not forming a standard pattern;

•	 Compliance: SIEM applications can be employed to au-
tomate the gathering of compliance data, producing reports 



Volume : 4 | Issue : 2 | Feb 2015 ISSN - 2250-1991

120  | PARIPEX - INDIAN JOURNAL OF RESEARCH

that adapt to existing security, governance and auditing pro-
cesses;

•	 Retention: SIEM solutions employ long-term storage of 
historical data to facilitate correlation of data over time, and 
to provide the retention necessary for compliance require-
ments.

3 SIEM importance
Now we understand what SIEM is capable of. But why is it 
necessary to have it? IT environments are growing even more  
distributed, complex and difficult to manage, making the role 
of security information and event management technology 
more important than ever. We are going to present some rea-
sons to use SIEM:

•	 The size and complexity of today’s companies is grow-
ing exponentially, along with the number of IT personnel to 
support them. IT Operations are often split among different 
groups such as the network operations center, the security op-
erations center, the server team, desktop team, etc., each with 
their own tools to monitor and respond to events. This makes 
information sharing and collaboration difficult when problems 
occur. A SIEM can pull data from disparate systems into a sin-
gle pane of glass, allowing for efficient cross-team collabora-
tion in extremely large companies.

•	 New attack vectors and vulnerabilities are discovered every 
day. Firewalls, intrusion detection system, intrusion prevention 
system and anti-virus solutions all look for malicious activity 
at various points within the IT infrastructure, from the perim-
eter to endpoints. However, many of these solutions are not 
equipped to detect zero-day attacks. A SIEM can detect activi-
ty associated with an attack rather than the attack itself.

•	 A forensics investigation can be a long, drawn-out process. 
Not only must a forensics analyst interpret log data to deter-
mine what actually happened, the analyst must preserve the 
data in a way that makes it admissible in a court of law. By 
storing and protecting historical logs, and providing tools to 
quickly navigate and correlate the data, SIEM technologies al-
low for rapid, thorough and court-admissible forensics inves-
tigations. Since log data represents the digital fingerprints of 
all activity that occurs across IT infrastructures, it can be mined 
to detect security, operations and regulatory compliance prob-
lems. Consequently, SIEM technology, with its ability to auto-
mate log monitoring, correlation, pattern recognition, alerting 
and forensic investigations, is emerging as a central nervous 
system for gathering and generating IT intelligence.

•	 Advanced persistent threats have been in the news a lot, 
with many experts claiming they were responsible for the 
high-profile breaches at RSA (security firm, named after the 
initials of its co-founders - Ron Rivest, Adi Shamir, Len Adle-
man), Lockheed Martin and others. An advanced persistent 
threat is generally defined as a sophisticated attack that tar-
gets a specific piece of data or infrastructure, using a com-
bination of attack vectors and methods, simple or advanced, 
to elude detection. In response, many organizations have im-
plemented a defense in depth strategy around their critical 

assets using firewalls, intrusion detection system andintrusion 
prevention system at the perimeter, two-factor authentication, 
internal firewalls, network segmentation, anti-virus, etc. All 
of these devices generate a huge amount of data, which is 
difficult to monitor. A security team cannot realistically have 
eight dashboards open and correlate events among several 
components fast enough to keep up with the packets travers-
ing the network. SIEM technologies bring all of these controls 
together into a single engine, capable of continuous real-time 
monitoring and correlation across the breadth and depth of 
the company.

CONCLUSIONS
The importance of IT security grows year by year. Cyber-at-
tacks are getting more sophisticated, less detectable and our 
only option is to make the defense stronger and stronger.

These attacks are executed from various places in the world 
and the nature of the Internet itself predicts their global im-
pact. To be successful in detection of such attacks, we need to 
utilize every possible source of information. The useful source 
of information is represented by log files that are generated 
by every major application, service or component of system. 
SIEM can provide one layer of defense, for example zero-day 
threat detection and immediate alerting. These abilities are 
inseparable part of every modern security system, but getting 
the right SIEM solution for any company is not as easy as buy-
ing a new piece of hardware. Many aspects have to be con-
sidered, a lot of people involved and a quite amount of mon-
ey spent. But finally, you can receive in SIEM a reliable tool to 
support IT security.
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