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We propose a protocol for secure mining of association rules in horizontally distributed databases. Our protocol, like

Y] theirs, is based on the Fast Distributed Mining (FDM) algorithm which is an unsecured distributed version of the Apriority

é algorithm. The main ingredients in our protocol are two novel secure multi-party algorithms one that computes the union

try of private subsets that each of the interacting players hold, and another that tests the inclusion of an element held by

2 one player in a subset held by another. Our protocol offers enhanced privacy with respect to the protocol. In addition, it is
simpler and is significantly more efficient in terms of communication rounds, communication cost and computational cost.
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INTRODUCTION hash functions. This is also the only part in the protocol in

The problem of secure mining of association rules in horizon-
tally partitioned databases. In that setting, there are several
sites that hold homogeneous databases, i.e., databases that
share the same schema but hold information on different en-
tities. The goal is to find all association rules with support at
least s and confidence at least ¢, for some given minimal sup-
port size s and confidence level ¢, that hold in the unified da-
tabase, while minimizing the information disclosed about the
private databases held by those players. The information that
we would like to protect in this context is not only individual
transactions in the different databases, but also more global
information such as what association rules are supported lo-
cally in each of those databases. That goal defines a problem
of secure multi-party computation. In such problems, there are
M players that hold private inputs, x1, . . ., XM, and they wish
to securely compute y = f(x1, . . ., xM) for some public func-
tion f. If there existed a trusted third party, the players could
surrender to him their inputs and he would perform the func-
tion evaluation and send to them the resulting output. In the
absence of such a trusted third party, it is needed to devise
a protocol that the players can run on their own in order to
arrive at the required output y. Such a protocol is considered
perfectly secure if no player can learn from his view of the
protocol more than what he would have learnt in the ideal-
ized setting where the computation is carried out by a trusted
third party. Yao was the first to propose a generic solution for
this problem in the case of two players.

In our problem, the inputs are the partial databases, and the
required output is the list of association rules that hold in the
unified database with support and confidence no smaller than
the given thresholds s and ¢, respectively. As the above men-
tioned generic solutions rely upon a description of the func-
tion f as a Boolean circuit, they can be applied only to small
inputs and functions which are realizable by simple circuits. In
more complex settings, such as ours, other methods are re-
quired for carrying out this computation. In such cases, some
relaxations of the notion of perfect security might be inevita-
ble when looking for practical protocols, provided that the ex-
cess information is deemed benign. Kantarcioglu and Clifton
studied that problem in and devised a protocol for its solution.
The main part of the protocol is a sub-protocol for the secure
computation of the union of private subsets that are held by
the different players. (The private subset of a given player, as
we explain below, includes the itemsets that are s-frequent in
his partial database.) That is the most costly part of the pro-
tocol and its implementation relies upon cryptographic prim-
itives such as commutative encryption, oblivious transfer, and

which the players may extract from their view of the proto-
col information on other databases, beyond what is implied by
the final output and their own input. While such leakage of
information renders the protocol not perfectly secure, the pe-
rimeter of the excess information is explicitly bounded in and
it is argued there that such information leakage is innocuous,
whence acceptable from a practical point of view. Herein we
propose an alternative protocol for the secure computation of
the union of private subsets. The proposed protocol improves
upon that in in terms of simplicity and efficiency as well as
privacy. In particular, our protocol does not depend on com-
mutative encryption and oblivious transfer. While our solution
is still not perfectly secure, it leaks excess information only to
a small number of possible coalitions, unlike the protocol of
that discloses information also to some single players.

In addition, we claim that the excess information that our
protocol may leak is less sensitive than the excess informa-
tion leaked by the protocol. The protocol that we propose
here computes a parameterized family of functions, which we
call threshold functions, in which the two extreme cases cor-
respond to the problems of computing the union and inter-
section of private subsets. Those are in fact general-purpose
protocols that can be used in other contexts as well. Another
problem of secure multiparty computation that we solve here
as part of our discussion is the set inclusion problem; name-
ly, the problem where Alice holds a private subset of some
ground set, and Bob holds an element in the ground set, and
they wish to determine whether Bob’s element is within Alice’s
subset, without revealing to either of them information about
the other party’s input beyond the above described inclusion.

EXISTING SYSTEM

In Existing System, the problem of secure mining of associa-
tion rules in horizontally partitioned databases. In that setting,
there are several sites (or players) that hold homogeneous da-
tabases, i.e., databases that share the same schema but hold
information on different entities. The inputs are the partial da-
tabases, and the required output is the list of association rules
that hold in the unified database with support and confidence
no smaller.

DISADVANTAGE OF EXISTING SYSTEM
e Less number of features in previous system.
o Difficulty to get accurate item set.
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PROPOSED SYSTEM

In Proposed System, propose an alternative protocol for the
secure computation of the union of private subsets. The pro-
posed protocol improves upon that in terms of simplicity and
efficiency as well as privacy. In particular, our protocol does
not depend on commutative encryption and oblivious transfer
(what simplifies it significantly and contributes towards much
reduced communication and computational costs). While
our solution is still not perfectly secure, it leaks excess infor-
mation only to a small number (three) of possible coalitions,
unlike the protocol of that discloses information also to some
single players. In addition, we claim that the excess informa-
tion that our protocol may leak is less sensitive than the excess
information leaked by the protocol and it automatically raises
purchase order for the product that has the maximum confi-
dence.

ADVANTAGE OF PROPOSED SYSTEM

e As a rising subject, data mining is playing an increasingly
important role in the decision support activity of every walk
of life.

e Get Efficient Item set result based on the customer request.
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CASE STUDY

In terms of future scope,a variety of data mining techniques
can be used by researchers to simplify customer perceptions
and attitudes.Data mining can not only be applied in retailing
but also can be applied in other sector medicine.

CONCLUSIONS

We proposed a protocol for secure mining of association rules
in horizontally distributed databases that improves significant-
ly upon the current leading protocol in terms of privacy and
efficiency. One of the main ingredients in our proposed pro-
tocol is a novel secure multi-party protocol for computing the
union of private subsets that each of the interacting players
hold. Another ingredient is a protocol that tests the inclusion
of an element held by one player in a subset held by another.
those protocols exploit the fact that the underlying problem
is of interest only when the number of players is greater than
two. one research problem that this study suggests namely,
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