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The actual cryptographic process used to encode/decode hide watermarking message is using a classical flowchart, based 
on a private cryptographic key applied, together with the watermarking message, on a cryptographic algorithm. The 
encoded message resulted is embed into DCT’s coefficients, for JPEG format or into pixel’s LSB, for bitmap format.
The new proposed method computes two keys from the primary, private key. 
In addition, the watermarking message is dividing in two sub-messages, and every sub-message is encode with a particular 
key and a different encoder. 
Every encoded message is write in different coefficients (one into coefficients with odd indexes, and the second into 
coefficients with even indexes).
In this way, the robustness against force attack is increasing significant, and the invisible watermark becomes more efficient 
on the host image protection.
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INTRODUCTION
The copyright protection and authenticity (content verification) 
are concepts of major importance in multimedia. For example, 
a watermarking message is hiding in an image for protection. 
In this way, it is possible to check the hide message, in order 
to authenticate the image or to verify the image integrity. 

A potential deterrent of malicious modifications or even du-
plications of digital images seem very difficult in the current 
multimedia. In the classical watermark embedding, the water-
marking message is encrypted using a cryptographic algorithm 
and a private key. Then, the encrypted message is embedded 
into image.  The authorized user can decrypt the message ex-
tracted from image and then, can test the image integrity. A 
necessary condition for successfully   decryption is the posses-
sion of the associated key because the verification procedure 
is based on public algorithms and public key..

The encryption break prevention is depended on the key 
length; if the key is longer, the prevention is better. For such 
a method, the prevention method could be the most signifi-
cant weakness as once the message is extracted from the host 
image and the decoder is identified, it is directly vulnerable to 
piracy.

General Presentation
The watermarking methods are related to steganography 
methods, which hides messages within other data for secret 
communication. The methods are identical but the proposed 
targets are different: the watermarks protect the host data 
while steganograms protect the message hidden it in host 
data. 

Regarding to the image, the invisible digital watermarks are 
defined as small alteration of the image data.  There are two 
watermarking schemes.

Watermarking with private key for copyright protection, when 
each provider posses a unique private key, used together with 
a public or private algorithm to produce the watermark im-
age, that is distributed to customers; the provider can examine 
the images for the watermark existence, using a public key, 
the detection algorithm and his private key.

Watermarking with public key for content verification, where 
the described process has an additional pubic key associated 
to the private key, which can demonstrate the watermark ex-
istence without disclosing the private key.

The reason to use two types of keys is that private key aims 
to protect the provider and public key aim to protect the cus-
tomer.

This approach improves the cryptographic schema using two 
private keys derivated from primary private key and subse-
quently two cryptographic algorithms. The process is complet-
ed with the watermark embedding into image, when the co-
efficients of alteration are different.

Cryptographic schema description
The new cryptographic schema integrated into watermarking 
framework is reliable, extremely effective against malevolent 
attacks, and not affect the perceived data quality.

The perceptual similarity is recovered by the capability of a 
software detector to distinguish the watermarks. However, dif-
ferent keys should not produce similar watermarks and using 
two private keys instead the primary private key will create dif-
ferent watermark.

Based on this assumption we have developed a new method 
that read the primary private key and split it in two keys (fig. 
1), if at least one word of the primary key is found in hard-
coded keywords list kept by the watermarking framework.
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Fig. 1 Composing derivate keys from primary key
 
If the primary key is split, then the watermarking message 
is divided in two substrings of length approximately equal 
(rounded the word), fig. 2.

Fig. 2 Formatting sub-strings from main message
 
Therefore, the watermarking framework will encrypt every 
watermark sub-string, using assigned key and cryptograph-
ic algorithm (encoder), fig. 3. The encrypted watermarks are 
then embedded into image’s AC of DCT coefficients, for JPEG 
format, or bitmap’s pixels

Fig. 3 The encryption process using two cryptographic 
keys (JPEG format).
 
The watermarking extraction (fig.4) could be performed if and 
only if the interested user is in the posses of the both cryp-
tographic keys and both decoders. More of this, the rule to 
extract the encrypted message from image should be known.

Fig. 4 The decryption process using two cryptographic 
keys (JPEG format).
 
In this way the weakness of classical method is eliminate and 
the framework prevents better the encryption break. 

Conclusions
In practice, the existence of watermarking in an image is indi-
cated with a degree of certainty.  This degree depends of the 
detector D that is characterized, usually, by a small probability 
of error. The errors produced by detector are false positive or 
false negatives.

For the presented method, the detector errors are increasing 
substantially, no one of the used detectors being not able to 
extract the correct embedded sub-messages. 

From the decryption point of view, the decoder framework 
that attack the hide watermark needs at least n!*(n-1)2 more 
time of execution.

Finally, the presented method increases significant the robust-
ness for watermarking embedding against force attack. The 
protection against attack on decryption is also improved using 
double private keys and two cryptographic algorithms.
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