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In the Digital Era, the Wireless Mobile Networks are more predominant which are wide spread in all the applications and
the robust designs are being prepared for it, the end-user has noticed and there is a need for faster, accurate and much
more capable versions of Base Station Controllers to uphold the highly dense cellular traffic. The best methodologies are
being usage of high speed multi-core processors and using multi-threading concepts. Although the chip accuracy and speed

ABSTRACT

have boosted to a greater extent, multi-core processing remains as the favorite concept for all the electronic manufacturers
including the mobile handset makers. Over the years, even though adding of multiple cores to the DSPs, full benefit &
efficiency of the technology is not exploited. This paper deals with the cause for the hindrance that is causing the multi-core
processors from giving its fullest thrust in its functionality. The main reason is due to unavailability of its register contents

during the crash of a processor. The BSC2000 uses multicore Octeon & Texas Instruments DSP in its ETP interface cards;
henceforth this paper provides a methodology to retrieve the register contents from processor's crash binary contents.
A standalone tool is developed to provide the contents in the readable format and displayed according to the processor

contents.
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. INTRODUCTION

The integral part of Telecommunication subsystem, Base Sta-
tion Subsystem (BSS) is an important module under digital
cellular system which contains Base Station Transceiver System
(BTS) and Base Station Controller (BSC) to provide radio cov-
erage and handles control functions in the designated geo-
graphical area. The BTS includes RF Transceiver and other Base
Band Hardware sub-systems required to establish communi-
cation with the Mobile equipment. The BTS provides and RF
coverage over a specific area known as Cells, BSC would con-
trol many such cell sites by intelligent control functions via BTS
that are attached to it. These BTS's are interconnected with
BSC through an Abis-Interface and the same BSC is extend-
ed with the connection to MGW/MSC via A-Interface. Pack-
et Abis and A-interface over IP features require an Exchange
Terminal for Packet transport (ETP) plug-in unit (PIU) to BSC
and TCSM2000. There are two hardware variants of ETP PIU
depending on its positioning in the BSS. The ETP PIU for Pack-
et Abis is positioned on the Abis edge of the BSS and ETP-A
PIU is placed on the A-interface edge. On the Abis-edge, de-
pending on the connectivity with BCF, ETP PIU can be further
categorized into; ETPT (TDM connectivity with BCF) and ETPE
(Ethernet connectivity with BCF). On the A-interface-edge, de-
pending on the placement of the Transcoder, ETP PIU can be
categorized into the following variants; ETPC in Combi TCSM
(Transcoder in BSS), ETPC in Standalone TCSM (Transcoder in
BSS) and ETPA (Transcoder in Media Gateway).

Figure 1: Blackbox Core Representation.

BSC has many such hardware ETP cards which is considered as
Blackbox in the further references, which has a mother board
consisting of a single Octeon Processor (16 Cores) and the
daughter board has 8 Tl DSPs (each having 6 Cores) (Refer Fig
1).

II. MOTIVATION

There is no existing tool for converting the memory dumps of
DSP into readable format, the requirement for Nokia is to de-
velop the standalone tool, which should be flexible (making
changes should be easy), generic (easily understandable for
other development engineers) and robust. The developed tool
can be enhanced to support memory dumps from Octeon Pro-
cessor also.

1ll. THE APPROACH

A. Blackbox Plug in Unit:

Blackbox plug-in unit in DX200 platform provides BSC2000
network element with Abis-over-IP-over-Ethernet interface
(type E) and Abis-over-IP-over-TDM interface (type T) to-
wards IP BTS’s. The PIU is responsible for IP processing, TRAU
frame handling and TDM conversion for interfacing with
the BSC2000 switching network (GSW). Blackbox is able to
convert up to 8000 CS channels or up to 128Mbit/s PS traf-
fic from Ater/TRAU to packet Abis packets and vice versa. IP
over Ethernet: Blackbox provides two 1Gbit/s ethernet ports
towards BTS's, for connection to active and redundant site
switch. Both optical and copper interfaces are featured by hot
pluggable SFP modules which are not part of blackbox PIU’s
structure. IP over TDM: Blackbox provides two Hotlink in-
terfaces that are directly linked to an Blackbox2 (half) of the
BSC2000 in order to establish the connection with BTS's. 1+1
card redundancy protection scheme is adopted for the black-
box.
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Figure 2: Blackbox Hardware Layout.

The Cavium Octeon multi-core processor has sixteen cnMIPS
cores on a single chip (Refer Fig 1 & Fig 2). These cores work
with a 600 MHz operating clock. The Octeon packet processor
acts as IP message forwarder and router. Packet Processor per-
forms parameter and format translation and routes the pack-
ets between the network interfaces.

The DSP block consists of eight (8) Texas Instruments TM-
S320TCI6486 Tomahawk multicore DSP DSPs. There are 6
cores@ 625 MHz per DSP. DSP blocks on the blackbox PIU
are used for converting IP/RTP packet data to legacy CS TRAU
frames and to support legacy PS connectivity over HDLC with
the PCU cards.

The number of DSPs populated on the PIU depends on the
blackbox variant. When any of the Blackbox's Octeon core
group (Uplink core group / Downlink core group / Manage-
ment core) is highly overloaded (i.e. High Overload Limit ex-
ceeded), Blackbox will raise ‘blackbox_overload_condition_in_
octeon’ alarm. Blackbox will cancel the alarm when the high
overload condition has gone away from all the Octeon core
groups. Blackbox will raise ‘blackbox_overload_condition_in_
dsp’ alarm when any of the DSP core is highly overloaded.
Blackbox will raise this alarm only once and cancel the alarm
when the CPU load of all DSP cores goes below high overload
limit. The PCU-IDs (consisting of BCSU logical address and
PCU index) that are affected due to high overload along with
the count of blocked HDLC links in that DSP core will be set in
‘blackbox_overload_condition_in_dsp” alarm. While cancelling
the same alarm, number of HDLC links that were blocked dur-
ing the overall overload situation will be updated.

B. Implementation Description:

The default action of certain signals is to cause a process to
terminate and produce a core dump file and a disk file con-
taining an image of the process’s memory at the time of ter-
mination. This image can be used in a debugger to inspect the
state of the program at the time that it terminated. Blackbox
memory logs are also essential for debugging the memory al-
locations of each memory cards. These DSP's when crashed,
they leave behind a simple representation of crash informa-
tion, which is available in the blackbox for debugging. The
black-box utility provides information about the last known
snapshot of process states, whenever any Octeon or DSP pro-
cess suffers a failure. This information is used to diagnose the
cause of failure. The black-box data for Octeon is saved in a
pre-designated area in the flash mounted on Linux file system
(henceforth referred to as Linux flash file system (Linux FFS)).
It is expected that the fault data provide pointers to the cause
of the component failure. Failure causes can be bus errors, di-
vide-by-zero, invalid memory access etc.
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Figure 3: Memory Dump Analysis.

The black box for Octeon cores is built from the error handler
which captures all the relevant information and stores it in Oc-
teon’s shared memory. When Simple Executive goes down, the
Blackbox module takes the dump from shared memory and
stores it in the Linux FFS. The black box for management core
uses core dump utility provided by the Linux kernel. Whenever
any thread or process crashes, the core dump is created by the
kernel. Along with core dump, blackbox for Linux core is also
created which contains stack dump, register set etc. To ena-
ble this feature, changes have been made in the kernel source
files. Whenever a process on DSP core crashes, the dump of
its stack, registers etc are stored in the form of black box. DSP
core sends the black box data to Octeon and then Octeon re-
sets the DSP (all Cores). If this core crashes again, then black
box data is not overwritten and is placed in a different loca-
tion thus multiple black box of a single core of a particular
DSP is stored.

A tool is required to debug this information and de-serializa-
tion from memory dumps of Octeon and Tomahawk DSP (TM-
$320C16486) multicore environment for the analysis of DSP
crashes. The memory dump collected from the blackbox; the
tool scrutinizes the dumps and converts it into correspond-
ing data structures (Refer Fig 3). This helps to understand the
scenario for the crash of the processor and the cause of its
happening. Crash dump analysis is the ability to record the
state of the system when a crash occurs and then analyze that
state at a later time to determine the cause of the failure. For
instance, the state of the stack may be collected in order to
generate a call stack showing the calls leading up to the fail-
ure. This may be necessary in a production environment where
a JTAG connection cannot be made to the live system to de-
bug it, but where problems may still occur and must be ana-
lyzed and fixed.

C. Practical Implementation:

Step1: Data Acquisition

Collecting the Binary DSP Dump (>500MB), DSP MAP File, DSP
Image File are the primary goals for development of the tool
and the memory dump reconstruction.

Step 2: Conversion to Hexadecimal Format

The Binary DSP dump file which is in non-readable format is
converted into a Hexadecimal format for good understanding
of the indices of variables and structures.

Step 3: Feature Extraction of MAP File & Mapping of Bi-
nary

The MAP file has the details of variable mappings (actual indi-
ces), which are to be extracted into tool with absolute indices.
Based on the absolute addressing the range of binary data is
mapped to the corresponding variables.

98 | PARIPEX - INDIAN JOURNAL OF RESEARCH



Volume : 4 | Issue : 5 | May 2015

ISSN - 2250-1991

Step 4: Classification of Variables into 9 Sub-Modules

All the absolute indexed variables are segregated into 9
Sub-Modules (9 Processor’s Memory Address Range) based on
the starting address and are displayed as the expected out-
come of the tool.

Step 5: Structure Extraction based on C Parser

Since Processor coding is done using C programming, the C
source file parser which is named as Convert::Binary::C mod-
ule is utilized from the Perl library for Byte wise extraction of
contents for the C typedef Structures.

Step 6: Integrated Standalone Tool Development

An Integrated Standalone tool is developed for displaying the
extracted Variable and Structure features with the Choice of
DSP or Octeon Processors. The tool can get the data crunch-
ing done in a matter of seconds.

D. Binary File:

Binary file is not a text file; it can contain any type of data
which is encoded in binary form for storage & processing
purposes in computers (Refer Fig 4). Binary files are usually
thought of as being a sequence of bytes, which means the
binary digits (bits) are grouped in eights. Binary files typical-
ly contain bytes that are intended to be interpreted as some-
thing other than text characters. Compiled computer pro-
grams are typical examples; indeed, compiled applications
are sometimes referred to, particularly by programmers, as
binaries. But binary files can also mean that they contain im-
ages, sounds, compressed versions of other files, etc., in short,
any type of file content whatsoever. Some binary files contain
headers, blocks of metadata used by a computer program to
interpret the data in the file. The header often contains a sig-
nature or magic number which can identify the format.

Figure 4: Blackbox-DSP Image file in ‘.out’ format (Binary).

E. Image File:

Image files extraction from the black box, which contains the
global variable declarations along with its values being in-
dexed in the non readable (binary) format as shown in the Fig
4. This non-readable (binary) format is converted into readable
shadow file for the analysis as shown in the Fig 5. This image
file is primary requirement for analyzing the DSP dump.

SEED 00 T L T - AE

Figure 5: Blackbox-DSP Image file into converted “.txt’ for-
mat.

F. Binary DSP Dump:

Binary DSP Dump contains the entire contents of the physi-
cal memory at the time of the crash. This type of dump will
require that there is a page file at least the size of physical
memory plus 1MB (for the header). Because of the page file
requirement, this is an uncommon setting especially for sys-
tems with large amounts of RAM. In computing, a core dump,
memory dump, or system dump consists of the recorded state
of the working memory of a computer program at a specific
time, generally when the program has terminated abnormally
(crashed). In practice, other key pieces of program state are
usually dumped at the same time, including the processor
registers, which may include the program counter and stack
pointer, memory management information, and other proces-

sor and operating system flags and information. Core dumps
are often used to assist in diagnosing and debugging errors
in the programs. Binary DSP Dump is extracted from the Black
box which is in binary format as shown in Fig 6.

= " ity

Figure 6: Blackbox-DSP Dump File (Binary format).

G. Hex Dump File:

In computing, a hex dump is a hexadecimal view of computer
data, from a storage device. Looking at a hex dump of data
is commonly done as a part of debugging, or of reverse engi-
neering. In a hex dump, each byte (8-bits) is represented as a
two-digit hexadecimal number. Hex dumps are commonly or-
ganized into rows of 8 or 16 bytes, sometimes separated by
whitespaces. Some hex dumps have the hexadecimal memory
address at the beginning and/or a checksum byte at the end
of each line. The Binary DSP Dump which is converted to HEX
Dump, clearly memory address can be observed on the left
side and the checksum byte on the extreme right in the Fig 7.

Figure 7: Blackbox-HEX Dump File.

H. MARP File:

Map file is also known as a linker file which has the details of
global variables with its memory content length along with its
address as shown in Fig 8. These are typically plain text files
that indicate the relative offsets of functions for a given ver-
sion of a compiled binary. It defines the relationships between
objects, points map server to where data are located and de-
fines how things are to be considered for decoding.

DORF

PORZEAM 3 ®7 300000 QY 000000 a0foiden oo03cIED

Figure 8: Blackbox-DSP MAP File.

I. Memory Blocks Allocation:

Memory Blocks of a processor are referred as fixed-size block
allocations, since they undergo fragmentation because of vari-
able block sizes and it is not advisable to use them in real time
system due to performance. The best way is to predefine the
number of memory blocks for the variables. The Processor
can allocate access and release the free blocks at the runtime.
DSP Dumps are sent from DSPM to the Octeon in an 8 array
chunks as shown in Table 1 and the 9th block is the memory
chunk of the Octeon itself.
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Table 1: Memory Mapping Table.

Actual Address Range Absolute Address Range
0x00000000 -->
0x000C0000
0x000C0000 -->
0x000C4000

0x00200000 > 0x002C0000 | X900CA40C0 >

0x02C80000 --> 0x02C84000 0x0015C000 -->
0x10800000 --> 0x10898000 0x001F4000
0x11800000 --> 0x11898000 Ox00TF4000 >
0x12800000 --> 0x12898000 0x0028C000
0x13800000 --> 0x13898000 0x0028C000 -->
0x14800000 --> 0x14898000 0x00324000
0x15800000 --> 0x15898000 0x00324000 -->
0xE0000000 --> 0xE6000000 0x003BC000
0x003BCO00 -->
0x00454000
0x00454000 -->
0x06454000

J. Mapping of Variables:

Actual Address of the variable: AV
Actual Starting Address: AS  Absolute Starting Address: ABS
Actual Ending Address: AE Absolute Ending Address: ABE

OFFSET = (AV — AS) + ABS

rth_dl_amr":
(In the Range

OFFSET = (0x0029E524 - 0x00200000)
+ 0x00000000 which is: 0x0009E524.
0x00200000 to The location IN THE FILE where the
0x002C0000) variable starts is: 0x0009E524.

AV = AE = 0x002C0000.
0x0029E524. ABS = 0x00000000.
AS =

0x00200000.

Table 2: Variable Memory Mapping with Example.
Var1: ‘rth_dl_amr’ => {
‘0x0009E524" => {
'0x0009E538" => [
'0x95’, '0x77', '0x25’, '0xf7’, '0x25', '0x77',
'0x86’, '0x77', '0x65’, 'Oxc7’, 'Oxcc’, '0xf7’,
'0x05’, '0x10’, 'Ox0f’, '0xd8’, ‘0x03’, ‘'Oxa8’,

‘0x62’, '0x04', '0x02’

{Ifi the RAngs ORO0IOO00C 1=

Figure 9: Variables with its Contents extracted from DSP
Dumps.

From Fig 9 & Fig 10, it is evident that the variables & struc-
tures are mapped onto its content from the DSP dump; this is
an example for exact reading of memory address with specific

indexing address of variables from the map file along with its
structures defined.

There is a huge amount of data packet transactions happen-
ing in the real communication interfaces, hence the offline
data analysis plays a major role in understanding the causal-
ities or the error happened during the live channel traffic on
the BSC interfaces. By rectifying the error happened at the in-
cidental moment, by retrieving the lost data content at that
moment recorded in the crash logs of the processors, will re-
solve the problem and also prevents the future happenings of
the same type of errors. The manual effort (normally requires
more effort and man hours) required to analyze the dump
analysis is taken care off within 17 seconds of computational
accuracy (Fig 11) and recovery of the abstracted encapsulated
data from the crash dumps.
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Figure 10: Structures with its Contents extracted from DSP
Dumps.

This tool developed to extract the variables and structures
with its contents followed an algorithm, to fetch the required
data from various types of dumps and binary files which are
available from the black box. At the time of processor crash
the final glimpse of the data is captured and the data report
is being sent to the black box by the DSP manager which is
coordinated by the Octeon. By using this tool, on success-
ful reconstruction of data, the memory content at the time
of processor crash can be traced out and analyzed for its
functionalities. The standalone tool is flexible and robust de-
veloped using C & Perl Scripting; the methodology used to
decode or de-serialize of the variables and structures of the
Octeon & DSP Crash dumps are reconstructed successfully.
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Figure 11: Quantitative Time Measurement of the Tool.
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Figure 12: Time v/s Completion rate for Tool (Variables &
Structures) and Manual Process.

IV. OUTCOME & CONCLUSION

The effective manner of implementation is being estimated in
terms of efforts for the computation process, the graphs (Fig
12, 13 & 14) clearly indicate the reduction in the manual ef-
fort greater than 50% in each level of procedures. In Fig 12
& Fig 13, there is an unimaginable difference in the manual
& tool efforts which accounts for robust computation accura-
cy which is possible through the standalone tool. The amount
of time is saved and therefore the large data traffic handled
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by the processors is being analyzed at faster rate. This offline
analysis gives an exact scenario of register contents extracted
from the binary DSP crash dump. Hence it would become easy
for the BSC to take care of register and its contents in the fu-
ture handling. The Standalone tool is successfully implement-
ed and tested on the Linux environment for its accuracy and
robustness. The future scope of implementation for this con-
cept would be to enhance the methodology for online data
analysis and the analysis report is being provided instantly
for the processor to take into fractional accuracy in the data
crunching, which shall avoid the repetition in processor’s fail-
ures.
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Figure 13: Bar Chart indicating Process for Tool and Manu-
al Effort w.r.t its Completion Slab.
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Figure 14: Bar Graph depicting the clear comparisons be-
tween Variable & Structure extraction by Tool & Manual
Computation.
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