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ABSTRACT

comprehensive analysis of browser extensions to date.

Modern web browsers must provide expanded capability and customizability as consumers satisfy an increasing
number of computing wants through the web.Recent web browsers have the capacity to be altered on the consumer side
via browser extensions, which is an essential capability. Users can customise the behaviour of their browsers with
extensions to meet their own needs. Extensions are used to improve user productivity (for example, by restrictive access
to time-wasting websites), syncing with cloud-based password managers, blocking intrusive advertisements and
trackers, and providing fresh ways to organise bookmarks and tabs, among other things. In this article, we conduct the
browser extensions and we provide a two-stage approach first detect and then block malicious. This is the most

INTRODUCTION

The internet has become an integral aspect of social life.
Public web browsers have become more complex than they
have ever been and currently maintenances everything from
a plain web page to a full-fledged operating system that runs
on another computer. Browser extensions are software
modules that can be added to the browser to make changes.
Malicious attacks in the browser are extremely extensive,and
it is very likely to succeed against systems that haven't been
hardened, especially those that haven't been hardened.
Browser extensions have been used in a variety of attacks in
the past [1]. Malicious extensions of various kinds have
affected millions of people through the browser [2]. More or
less widely used public web browsers: Vivaldi, Microsoft
Edge, Opera Browser, Mozilla Firefox ,Google Chrome and so
many. Browser security add-ons can also assist in thwarting
such assaults. Unfortunately, Google Chrome, which is the
most popular operating system, doesn't have a very good
system for protecting users' abilities [3]. This article aims to
safeguard these public web browsers from malicious attack
using browser extensions.

METHODOLOGY

This research takes place in a browser on a Chrome extension
intended to detect and block malicious content, where the
user can easily learn how to programme computational
models of extension phenomena.We observed and recorded
the work numbers of users while using safe phenomena. In
order to analyse the use of chrome extension processes the
users went through, three theoretical perspectives were used:
knowledge integration, comprehension plug-in [4], and
problem-solving strategies to detect and prevent malicious
attract.

FINDINGS
The following are our major contributions: Detect & Block
Malicious Google Chrome Extensions.

The extension is known as Salesforce Security, which detects
and blocks dangerous chrome extensions. Here's what we
needtodo.

Step 1:First of all, download & install the Salesforce Security
extension on our web browser Google Chrome.

Step 2:Now, double click on the same icon next to the address
bar, and it will show a window with a list and all the extensions
installed in Chrome.

l

Step 3: We need to activate or deactivate those that we want,
even if we prefer it all at once from the switch that we can find
in the upper right part.

Step 4: Each extension have circle that can be of several
colours.When the extensionis trusted, only itis green.

Step 5: Salesforce Security classifies with the colour red
become highrisk and orange can be dangerous.

Step 6:From the list, in addition to being able to deactivate, by
clicking on each of them we can see the permissions that we
have approved and which may be endangering data.

Now extensions will detect and block malicious in Google
Chrome web browser data.

CONCLUSIONS

In the Google Chrome browsing environment, Salesforce
security privileged browser extensions are more secure. To
protect sensitive user data from malicious attacks, we provide
a revolutionary, full-featured security system in a public
online browser. This article assures that it will become a more
user-friendly solution because it does not rely on hard work or
acustomised browser extension. Users only need to install the
Salesforce security extension, after which it is simple to
deploy secure.
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