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The development of cyber-space has diminished international boundaries and consequent emergence of cyber 
warfare has caused complex problems. Conventionally, international wars are fought between two nation-states. 
Penetration of non-state actors in international cyber space has allowed non- state actors to launch cyber attacks against 
state actors, thereby altering the way traditional wars are fought. In the recent years, it has been witnessed that physical 
and/or economic harm can be caused to a state through virtual attacks. Many of such attacks have been attributed to non- 
state actors. This has raised complex challenges for the international legal system. Under the international legal system, 
state responsibility is a fundamental principle that ensures that states make reparations for any breach of international 
law attributable to them. However, this obligation does not extend to non- state actors and henceforth, states have easily 
eluded responsibility for cyber attacks stimulated by non-state actors present in their territory. State responsibility is 
quintessential to deter violations of international law. In presence of an implicit immunity to non-state actors stimulating 
virtual attacks, there is an ever- increasing danger of virtual attacks that gravely impacts civilians along with state 
functionaries. In this backdrop, the authors seek to examine whether the virtual attacks of non-state actors can be 
attributed to states under whose territory they are present.
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INTRODUCTION
 “You can't say civilization don't advance,

In every war they kill you in a new way.”
-Will Rogers 

Wars have been fought on land and sea throughout history. 
However, within the last 100 years, the face of warfare has 
evolved dramatically, and rapidly due to technological 
advancements. In the First World War, soldiers were dragging 
themselves through muddy trenches and dodging mortars. 
The technological advancements in air and space made it 
possible to fight the Second World War with V-2 rockets and 
atom bombs. Development of autonomous weapons made us 
witness use of drones and long- rage missiles during the Gulf 

stWars. In the 21  century the nations are facing an entirely 
different kind of battlefield and a different brand of weaponry.  
After land, sea, air and space warfare has entered a fifth 
domain – 

Cyberspace. 
Cyberspace has fundamentally changed the nature of warfare 
as it transcends geographical borders.  Cyber weapons and 
cyber warfare have become one of the most dangerous 
innovations of recent years, and a significant threat to national 
security. Humans across the world are completely hooked to 
new technologies so much so that everyday life has 
categorically become dependent on the virtual world. As the 
societies become more reliant on these technologies, they 
also expose themselves to the dangers lurking around in the 
cyberspace. From ransom ware to data breaches, election 
security to unemployment fraud, organizations around the 
world, public and private, have found themselves faced by 
major cyber security challenges, both new and accelerated. 
Cyberspace gives a chance to approach opponent targets 
that would otherwise be utterly unassailable, such as national 
defence systems and air traffic control systems. The more 
technologically developed a country is, the more vulnerable 
it becomes to virtual attacks against its infrastructure.  The 
very nature of cyberspace makes this domain a potent force 
that will play a pivotal and decisive role in any future war. Thus, 
all the nations are worried about cyber security of their 
Government organisations along with cyber safety of private 
citizens.

Traditionally, International wars are fought between two 
nation-states and non- state actors wielded little or no 

influence on conflicts fought on land, sea and air. However, 
non- state actors have deeply penetrated cyberspace and 
wield great influence and pose greater national security risks 
in the cyber domain.  Cyber space has allowed non- state 
actors to launch cyber attacks against state actors, thereby 
altering the way traditional wars are fought. Easy accessibility 
to technology, low barriers to entry in the virtual world and 
low economic cost of obtaining cyber weapons are key 
factors that have made cyberspace fertile space for non-state 
actors. Malicious groups including terrorist organisations 
have manufactured and obtained lethal cyber weapons.  
Considering the fact that Cyber weapons can imperil 
economic, political, and military systems by a single act, or by 
multifaceted orders of effect, with wide-ranging potential 
consequences; all nations are concerned about cyber threats 
from non- state actors. Indeed, the virtual world has thrown the 
spotlight on non- state actors and brought them to the center 
stage of the international system. 

Unlike other domains of war, the laws of war are ambiguous as 
regards cyberspace. The development of law is said to be 
reactive i.e. the desire for regulation drives the law. This is 
especially true in case of law of wars, which is based on 
consensus between states.  However, due to its reactive 
nature, law lags behind the advancements in technologies. 
Currently, we find ourselves, applying the twentieth century 
law to rapid advancements of the twenty-first century.  This is 
not to say that the law is not applicable to the new 
technological advancements. In fact the development and use 
of the new technologies must comply with the law. However, 
the tensions between the international law and technology 
raise questions on adequacy and applicability of the law to 
the digital world. In the borderless virtual world traditional 
ideas of state sovereignty don't work very well and this new 
domain remains rather lawless. Under the international legal 
system, state responsibility is a fundamental principle that 
ensures that states make reparations for any breach of 
international law attributable to them. Attribution describes 
the process of assigning a particular act to its source not 
necessarily in the sense of its physical perpetrator but more 
importantly in the sense of its mastermind. To simply put forth, 
attribution means putting a name and a face to the 
perpetrator. Attribution is important because it forms the 
basis of appropriate and effective technical, political and 
legal determinations and underpins technical, political and 
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legal action and responsibility. However, attribution of cyber 
attacks remains one of the most difficult tasks because the 
virtual world affords and encourages anonymity. The 
possibility of spoofing, the multi-stage nature of cyber attacks, 
and the indiscriminate nature of cyber tools also hinder the 
assessment of risk and identification of perpetrator. 
  
Moreover, traditionally the law of state obligation does not 
extend to non- state actors and henceforth; states have easily 
eluded responsibility for cyber attacks stimulated by non-
state actors present in their territory. As a matter of fact, 
anonymity has enabled many states to covertly achieve 
nefarious goals in the cyber domain through proxy non-state 
actors.  It has been seen that states evade responsibility by 
taking advantage of ambiguities in the law. Russia, for 
example, evaded responsibility for cyber attacks on Estonia 
and Georgia. While effectively responding to state-launched 
cyber-attacks is already a complicated task, this becomes 
even more difficult when states hide behind non-state actors. 
The state responsibility under international law is 
quintessential to deter breaches of international law. 
Attribution problem in the virtual world and ambiguity in 
international law on the issue have resulted in a veiled 
protection to states for cyber attacks launched through their 
territories. Arguably, immunity harbouring the cyberspace 
encourages state and non-state actors to kill the opponent 
virtually.

In this backdrop, the authors seek to examine whether the 
virtual attacks of non-state actors can be attributed to states 
under whose territory they are present. 

A. What are cyber attacks? 
The term attack is of primary significance in International 
Humanitarian Law, which governs and regulates the conduct 
of states during an armed conflict. The rules and standards of 
armed conflict are housed in the four Geneva Conventions 
and their two Additional Protocols. Though the original 
Geneva Conventions did not provide a definition for attacks, 
in 1977 a definition of attack was laid down in the 'Protocol I'. 
Article 49 states that an attack' is an '[act] of violence against 
the adversary, whether in offence or defence. 

Naturally, in 1977 the scope of violence was limited to reality 
of that time. Cyber attacks were beyond imagination at that 
time and thus, do not find inclusion in this definition. In fact, 
even in 1984, when William Gibson webbed the term 
cyberspace together, the term was used to describe a 
f ictional space where billions of legitimate users 
experienced a consensual hallucination. It is however, 
pertinent to mention that while cyber space is a de novo 
arena, the term cyber is not novel. It is borrowed from the 
ancient Greek adjective “KUBRNETIKOS” which is 
synonymous in the English language with piloting, governing 
or skilled in steering. The term cyber is used in short for 
cybernetics. Nobert Weiner popularised the term cyber in 
1940 to describe the then futuristic idea of a self-regulating 
computing system, solely running on information feedback.

In a short span of time, cyberspace and the virtual world has 
dominated the daily affairs of humans. For the last two 
decades, cyber attacks are the biggest security threats facing 
states. However, no international legal document has defined 
cyber attack or dwelled on the issue. The closest to a globally 
accepted definition of cyber attack is the definition housed in 
the Tallinn Manual, a non- binding document released by 
NATO Cooperative Cyber Defence Centre of Excellence. 
Rule 30 of the Manual defines 'cyber attack' as 'a cyber 
operation, whether offensive or defensive, that is 
reasonably expected to cause injury or death to persons or 
damage or destruction to objects.'  It is, in other words, a 
cyber operation whose consequences are expected to 
exceed a certain threshold. This definition highlights that to 
qualify as a cyber attack the conduct must be active and it is 

irrelevant whether it is offensive or defensive in nature. 
Generally attackers deploy both active and passive 
operations. If active and passive conduct is working in 
tandem, together, the authors opine that they will fall within 
the understanding of cyber attack. However, a passive 
conduct in isolation should not be termed as a cyber attack to 
safeguard world peace.

B. Stakeholders In Cyber Space
Generally, the primary actor in the international sphere is the 
state. States are the principle makers and primary subjects of 
international law.  The UN membership and the right to 
appear before the International Court of Justice are also 
reserved for states alone. State is generally understood to 
possess four attributes: a permanent population, a defined 
territory, Government and capacity to enter into relations with 
other states. The Montevideo Convention on Rights and 
Duties of States has laid down these four qualifications in 
Article 1. To be deemed a state the actor must possess all four 
qualifications. Even though the Montevideo Convention is not 
widely ratified, the definition of state laid therein is widely 
accepted and has become a customary understanding of the 
concept of state. 

Cyberspace involves key stakeholders that include, but are 
by no means limited to, states. In the virtual domain Non-State 
Actors are dominant figures that can significantly impact 
global affairs as much as states do. Non-state actors in 
cyberspace include civilians, big Private corporates, Non 
Governmental Organisations, media houses, private military 
organisations, academic institutions, labour unions, political 
groups, small businesses along with criminal organisations, 
terrorist organizations, hackers etc. The dominance of non-
state actors in cyber space is unlike the primarily because 
other domains of international system, cyberspace did not 
originate with states but with academic institutions and 
private actors who innovated the Internet (albeit with 
government support). Even today, private corporates and 
individuals dominate cyberspace and this domination is only 
bound to increase with time as any individual with access to 
Internet and phone/ computer can enter this global domain. 
In- fact cyberspace has become a commercialised domain; 
where private corporates like Microsoft are serving as 
platforms for majority of cyber conduct. Even in cyberspace 
norm making, non- state actors are taking the initiative. For 
instance, in 2019, Microsoft published a report “Protecting 
People in Cyberspace: The Vital Role of the United 
Nations”.Likewise, Microsoft alongside governments of 
Netherlands and France funded the Global Commission on 
the Stability of Cyberspace to examine and analyze the 
stability of Cyberspace. 

Factually, states are lagging behind the non- state actors in 
supporting governance of cyberspace in the international 
framework. This is primarily because states are not willing to 
sacrifice the freedom that cyberspace presently offers them. 
Also, in absence of international framework on cyber attacks, 
states are easily escaping responsibility for executed attacks. 
To safeguard their freedom and escape accountability, 
nations have remained mute spectators to the demand for 
internationally legally binding law on cyberspace.  

C. Non-state Actors, Cyber Attacks And International Law
A) Non State Actors And Cyber Attacks
Traditionally, wars were only fought between states and states 
alone possessed the power, funds, weaponry and armies that 
could cause large-scale harm to another country. Inter-state 
conflict between a state and a non-state actor was beyond 
imagination for mankind.  The term 'non-state actor' (NSA) 
covers a wide range of diversified entities with one 
particular trait in common – while often playing a 
significant role in international relations, they are 
independent of states. This broad term covers, inter alia, 
individuals, corporations, non-governmental organizations, 
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armed non-state actors, de facto regimes, trade associations, 
and many more. The advance of technology has turned the 
unimaginable into reality and capabilities that once only 
states possessed have become available to non-state actors in 
the dark virtual space. In- fact, the US secret Service has 
observed that currently many non-state actors have 
capabilities that far exceed that of nation-states.  Many of the 
recent conflicts have been characterised by cyber attacks 
from non-state actors. The most recent war between Russia 
and Ukraine witnessed cyber offensives launched by non-
state actors. In 2007, Cyber attacks on Estonia and in 2008 
cyber attacks on Georgia involved participation of non-state 
actors. However, even in peacetime, states are continuously 
facing cyber attacks from non-state actors that are either 
economically or politically motivated. Cyber attacks ranging 
from denying access to the basic services to cyber espionage 
operations resulting to data thefts are being launched on 
regular basis. Most of these attacks are aimed at stealing 
sensitive information or to cripple critical infrastructure. For 
instance, All India Institute of Medical Sciences was attacked 
causing disruption in online services and 1.3 tetra-bytes of 
data was stolen. Likewise, the servers of National Health 
System of United Kingdom were brought down by cyber 
attacks. Literally, everyday there is a cyber offensive from a 
non-state actor and with each passing day these cyber attacks 
are becoming more sophisticated.  In 2022, attacks on state 
agencies were up by 95% globally and 45% of these attacks 
were on India, US, Indonesia and China. According to IBM's 
'Cost of Data Breach  2022', the average cost of data Report
breaches in the government sector has increased from $1.93 
million in 2021 to $2.07 million this year. The asymmetric 
nature of cyber attacks coupled with problem of attribution 
and low economic cost of cyber weapons are the primary 
reasons for this increase. 

Factually, majority of the attacks from non-state actors have 
been carried out at the behest of state actors. States have 
found allies in Cyber proxies or cyber mercenaries. Some 
CNSA are therefore unofficial emanation of the States where 
most of their components are located and act as 'corsairs' for 
their country, often conducting activities aimed at: a) 
extorting and stealing money; b) attacking enemy countries 
institutions and infrastructures; c) cyber- espionage. In fact, 
several states tolerate or even protect CSNA in order to: a) 
create the conditions for development and prosperity of as 
many cyber- operators with hacking capabilities as possible 
and to be able to get access to information and intelligence of 
different kind. Hiring cyber proxies or mercenaries clothes 
the states behind cyber attack with an invisible cloak i.e. if a 
cyber attack is traced to their territory, states effectively deny 
knowledge of it and hide behind nameless agents.  This 
makes it extremely difficult for the victim state to take 
countermeasures. For instance, it is a widely known fact that 
Russia was behind cyber attacks on Ukraine, Estonia and 
Georgia but Russia claimed that private actors who merely 
happen to reside in its territory made these attacks. The ever 
increasing cyber attacks from non state actors raise a critical 
question that whether states should be held responsible for 
attacks of non-state actors launching attacks or should non 
state actors be treated as subjects of laws of war and be held 
liable for unlawful conduct?

B) International Law, Non State Actors And Attribution
The conventional paradigms of International Law and 
International relations take a state- centric view. Traditionally, 
states alone are considered to be the subjects of international 
law. It was believed that it is only possible for international law 
to govern the states. As subjects of international law, states are 
bound to obey the law and bear responsibility in case of 
violations. States includes the government, its organs as well 
as those acting on behalf of the Government. If a state violates 
law, certain consequences follow; the responsible state shall 
be under a duty to cease the harmful conduct and also make 
reparations for any damage or injury caused by its conduct. 

However, to hold a state responsible for violation of 
international law it must be shown that the breach is 
attributable to the state. International law has, however, 
ignored the presence of Non- state actors. International law 
does not recognise the legal personality of non-state actors; it 
is difficult underline whether this is purposive or inadvertent.  
Since non-state actors are not subjects of international law, 
they can commit no wrong under it and as such cannot be held 
responsible for breaches of international law. This gives rise 
to the question whether breach of international law by non-
state actors can be imputable to states? 

c) Non State actors and International law on Attribution
International law stands clear that violations by non-state 
actors can be imputed to a state provided that the conduct is 
attributable to the state.  So attribution is quintessential to 
hold a state accountable for breaches committed by non-state 
actors. In this context, attribution is the key to determine 
whether the act of a private actor constitutes the act of a state.  
The rules of attribution are essential to determine state 
responsibility. Attribution process that distinguishes conduct 
of private actors from state actors has long been a concern for 
international courts and tribunals. The international courts, 
jurists and scholars have diverse opinions on the issue. 

In the Nicaragua case, the International Court of Justice laid 
down the effective control test. It held that as a general rule 
states cannot be held liable for acts of non-state actors, except 
for when the effective control test is satisfied i.e. when it can 
shown that a state has effective control over the non-state 
group breaching international law, the state can be held liable 
for the violation of international law. In this case the ICJ held 
that conduct of Nicaraguan rebels could not be imputed to the 
United States as the military and Para military operations of 
the rebels were neither controlled nor directed by the US. This 
judgment is criticised because the Court refused to hold US 
responsible even though the rebels had received finances, 
supplies and training from the US.  The facts of the case reveal 
that 'Effective control test' is rigid and water tight in nature, 
which easily allows states and malicious non-state actors to 
evade responsibility. 

In the Tadic case the Tribunal held that in order to attribute 
conduct of a non-state actor to a state, it is essential for a state 
to have direct control over the non-state actor but it is not 
essential that the conduct in question was directed or 
controlled by the state. So the ICTY drifted from the Nicaragua 
case mandate that a state must have directed the harmful 
conduct of non-state actor. The test devised by ICTY is called 
'overall control test'. The threshold of overall control is 
reached even if a state merely exerts general influence on 
non-state group. The ICTY deduced the test based on detailed 
study of state practice and jurisprudence. 

The ICJ in the Bosnia Genocide case rejected the overall 
control test laid down by ICTY on grounds that it was neither 
persuasive nor needed to determine criminal responsibility. 
In this case the Court used the 'effective control test' to 
determine if acts of genocide of the Bosnian Serb armed 
groups could be attributable to Yugoslavia. The Court held 
that acts of genocide could not be attributable to Yugoslavia as 
neither were the armed groups dependent on it nor were they 
acting on its instructions. 

In 2012, the International Criminal Court affirmed that the 
overall control test was the correct test to determine whether 
an act of non-state actors can be attributable to a state. 

d) Problem Of Attribution In Cyber Attacks
Attribution, in context of cyber attacks signifies allocation of 
responsibility to an attacker and unveiling their true identity. 
Cyber attribution entails two aspects - technical and legal. 
Technical attribution of a cyber-attack requires engagements 
with forensic evidence of the attack. This concerns the study of 
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the software used for cyber attack, investigation of the type of 
targets and means of intrusion used alongside identification 
of the system used. Cyberspace is a borderless domain unlike 
other domains of war. This makes technical attribution 
particularly challenging. Additionally, Cyberspace was 
designed to promote anonymity, which makes identification 
of the source of attack complex. Perpetrators use various 
techniques like spoofing to obscure their true location, and 
isolating the origin of a cyber attack is extraordinarily difficult 
when attacks are routed through multiple machines in 
multiple locations across the world. These techniques make 
the task of retrospectively establishing a forensic link 
between an attacker and an incident extremely difficult. The 
more elaborate the attack, the harder it is to attribute. Even 
perfect technical attribution, however, will only go as far as 
identifying the individual or group behind the attack. While 
constant advancements are being made to enhance technical 
attribution, the spoofing techniques used by attackers to 
weaken attribution are advancing at an equal pace if not 
faster. 

In context of international law, cyber attribution determines 
who is responsible for the attack. In order to establish legal 
attribution, it becomes essential to investigate the resources 
invested in the attack alongside testing whether the attacks 
were made under the influence, control or backing of another 
state?  The legal tests of attribution, as discussed in detail in 
the previous part, focus on the level of control a state exerts 
over the non-state actor. Rule 17 of the Tallinn Manual headed 
'Attribution of cyber operations by non-State actors' also 
emphasises on control. It reads as-'Cyber operations 
conducted by a non-State actor are attributable to a State 
when:(a) engaged in pursuant to its instructions or under its 
direction or control; or (b) the State acknowledges and adopts 
the operations as its own.'  In context of cyber attacks, the 
traveux-repositories of the Tallinn Manual reveal that there 
was a consensus amongst the experts that the 'overall 
control' test is the key to determine whether a cyber-attack 
by a private actor can be attributable to a state actor. The 
researchers argue that in case of cyber attacks it becomes 
irrelevant as to which test is applied, primarily because 
attribution is a complex and establishing degree of control of 
a state over the non state actor becomes nearly impossible. 
Additionally, the overall control test was laid down in context 
of military and paramilitary units. In case of cyber attacks, the 
attackers are rarely organized entities. In most cases, 
attackers are individuals who possess cyber expertise and 
are motivated to carry out attacks for thrill or under control of 
other states. Even when attackers are acting under control of a 
state, it is challenging to give persuasive evidence and 
establish the link between the attacker and the state. 

Considering the challenges thrown by cyber attribution, 
some scholars recommend the application of due diligence 
principle to hold states responsible for malicious cyber 
activities originating in their jurisdictions. The principle of 
due diligence is not de novo. Its incorporation in international 
law can be traced to the Island of Palmas arbitral award. It 
evolved as a primary rule of international law in the Corfu 
Channel case. Due diligence is enlisted as a substantive duty 
by The Tallinn Manual 2.0 on the International Law Applicable 
to Cyber Warfare. Rule 6 reads as “State must exercise due 
diligence in not allowing its territory, or territory or cyber 
infrastructure under its governmental control, to be used for 
cyber operations that affect the rights of, and produce serious 
adverse consequences for, other States.” Once the due 
diligence obligation is used to establish responsibility, it must 
be proven that the cyber attack and the adverse effects of it 
were in the knowledge, actual or constructive, of the territorial 
state from whose jurisdiction it originates. Additionally, it 
needs to be proven that the territorial state could but did not 
take possible measures to prevent it.  The obligation of due 
diligence is largely based on expectation of best conduct 
from states and there are no explicit standards of adherence. 

Due to this, it is a crippled obligation and arguably, applying it 
in cyber context would lead to immunity instead of 
accountability.

In this situation, the authors insist on the need of a global 
policy on attribution and state accountability for cyber 
attacks.

There is an urgent need for states to step up and draft an 
international legal instrument to deal with challenges posed 
to international security by non-state actors. There is an 
urgent need for an international legal instrument to 
specifically lay down the rights and obligations of non-state 
actors along with a detailed convention on cyber attacks. The 
United Nations must achieve the same degree of normative 
strength concerning non-State use of force as it has 
concerning State use of force. The failure to do so will surely 
undermine the relevance of international law as a means for 
both facilitating and regulating the exercise of international 

stpower in the 21  century.

e) Self Defense, Non State Actors And Cyber Attacks
Despite the fact that non-state actors do not have obligations 
and liabilities under international law, the 9/11 attacks have 
stirred a debate on whether the states can exercise the right to 
self-defence in case of attacks by non-state actors. Article 51 
of the UN Charter acknowledges the inherent right of self-
defence in case of an armed attack against a member of the 
UN. Technically, non-State actors cannot carry out an armed 
attack within the meaning of article 51, unless their actions are 
attributable to a State. The language of the Article is, however, 
not explicit in this regard as it does not specify that the 
attacker must be a state. The war against terror has prompted 
states to exercise the right against non-state actors, even 
though the attack was not attributable to the state in whose 
territory such a non- state actor is situated. The ICJ in diverse 
judgments has, however, elucidated that the right of self-
defense is limited against non-state actors and can only be 
exercised if acts are attributable to the state. Judge 
Kooijmanas in his separate opinion on the Armed Activities in 
the Territory of Congo case rightly supported the right of 
states to self-defense against attacks by non-state actors. To 
quote, “It would be unreasonable to deny the attacked state 
the right to self defense merely because there is no state 
attacker, and the Charter does not require so.” Some states 
like U.S. and Israel, have gone too far ahead and claimed a pre-
emptive right to self-defense against non-state actors.  The 
ICJ has escaped specifically dealing with the issue of 
anticipatory right to self-defense on two occasions. In the 
Nicaragua case and the Congo case the ICJ refused to dwell 
on the issue. Arguably, a pre-emptory right against non-state 
actors it would set a dangerous precedent and should be 
opposed to safeguard mankind. 

Even though the law is not explicit as regards right to self 
defense against non-state actors, the authors opine that the 
state practice in the aftermath of terrorist attacks of 9/11 point 
that in the near future right to self defense even in case of 
armed attack by non state actors will certainly acquire the 
status of customary law. Nonetheless, it is critical to ask, 'How 
should the right be interpreted in the age of over-the-horizon 
weaponry, computer network attack and asymmetric threats 
when warning times are reduced virtually to zero and 
enemies can strike almost anywhere?' While the right to self-
defence against non-state actors is available, do cyber attacks 
qualify the threshold of armed attacks remains unanswered.  
Since cyber attacks are non-kinetic nature and do not 
necessarily cause physical harm it is difficult to fit them in the 
traditional compartment of armed attack. Moreover in case of 
cyber attacks, attribution is particularly challenging as 
cyberspace is borderless in nature and harbours anonymity. 
As a result of vacuum in international law malicious non-state 
actors in cyber space easily evade responsibility for cyber 
attacks. It is particularly problematic, when states use proxies 
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and mercenaries to attack another state, and the excuse of 
non-state actors to evade accountability. 

D. Summary
stIt is only in the 21  century that non-state actors have emerged 

as mighty forces that can trigger international conflicts, 
endanger international peace and security. In spite of the 
penetration of non-state actors as global players, 
international law continues to turn a blind eye to them. There 
is a vacuum in the law of attribution as it neglects the 
violations of international law by non-state actors. An un-
written regime of immunity dominates the world affairs due to 
this ignorance. The states are taking advantage of this and 
forging alliances with non-state actors. Hiding behind the veil 
of non-state actors states are making breaches of the law to 
serve their own interests. Attribution is essential to usher in a 
regime of accountability in international law. The authors, 
therefore, strongly recommends that a detailed law of 
attribution should be drafted, that takes into account non-state 
actors as violators of international law. There is an urgent need 
for states to step up and draft an international legal instrument 
to deal with challenges posed to international security by 
non-state actors. Even though the future of attributing cyber 
acts appears uncertain, there is hope that someday, somehow 
the real identity of the online villains will be uncovered and 
they will be brought to justice.
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